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4 Computer Networks (Vi-Sem.) oS 
is a considerable difference between a distribute dy 
There An The key distinction is that in a distributed’ s 
computer x multiple autonomous computers is transparent (i.e, not 
existence sere nothing has to be done explicitly; it is all automatica 
P h eien without the users knowledge. With a network ue i 
explicitly log onto one machine, explicitly submit jobs remotely, expli 
files around and generally handle all the network management persori 
In effect, a distributed system is a special case of a network, r 
software gives it a high degree of cohesiveness and transparency. 
distinction between a network and a distributed system lies with th 
(especially the operating system), rather than with the har date 


0.3. Write the goals of computer networking with its classifica 
(R.GPV, May ti 


Ans. The most important goals of computer networks are. — > ` 


(i) Reliability Goals — Network reliability can be measured byi 
networks robustness in a catastrophe, failure frequency and, average 
e of network. These are described as follows — z 


ae (a) Catastrophe — Network should be protec 
atastrophe events like theft or earthquake. One protection of netwol 
ese is.a reliable system to backup network software. ` 


 (b) Failure Frequency — A network which fails rare 
a user but a network which fails oftently is of little value to a 
_.- © Average Down Time — How long does it tak 
service is called down time. A network with less value of average 
1s More important than one that does not. 


_ GY) Performance Goals — The network performance, is M 
~ n coe Bie and response time. Transit time is the time need 

Pike pete be on one device to another device in netwou 
Renee 01 time elapsed between an inquiry anda response 
fe cimanee depends on a number of factors,.which are given belo 


S ater I: 
rage Capacity, 


(@) Software — Travelling a message from node to node t% 
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(c) Network Transmission Medium — A network transmission : 
medium may be Wireless (microwave, satellite, etc.) or wired (optical fiber, 
copper cables, etc.). The transmission medium defines the data rate (speed 4 at 
which data can move through a connection). Faster and faster transmission 
media is needed-for networks as the uses of network are increasing, like. Boer 
optic cabling. Amount of data that a transmission media can control defines its 
capacity and in turn how powerful media it is. gas 

(d), Traffic Load — The network design is dependent on an 
assessment of the average number of users that will be communicating at any 
moment of time. Having a large number of concurrent users may slow response 
time in a network notdesigned to coordinate heavy traffic loads. In peak load 
periods however the “actual number of users” can exceed the average “number 
of users” and thereby deteriorate the performance. 

(iii), Security Goals — Network security issues comprise of protecting 
data from unauthorized access and prevention from virus attacks. 

(a) Unauthorized Access — Protection of sensitive data from 
unauthorized access is mandatory for any network to be useful. Protection : 
can be done at anumber of levels. At the high level are encryption methods. At _ 
lowest level’are user-login codes and passwords. _ 5 eRe : 

(b) Viruses — Since a network is accessible from many points, 
it can be susceptible to computer viruses. A virus is an illicitly Mtroduced: 
code to damage the functionality of a system. A good network is protected 
from: viruses by hardware and software designed specifically for that 
purposes. 

(iv) Network Cost—The network cost is calculated on the following — 

(a) Runtime Cost — To control a network functionally strong, 
very good maintenance is needed and as much complexity we increase in 
design chances of failure increases accordingly which in turn leads te more. 
down time and maintenance cost of network. : j > 
see (b) Fixed Cost — The cost-of transmission medium. and 
devices (such as router, switch, hub, ete.) which are needed to make a 
network functional plays an important role while designing the network 
For better network design in minimum cost the network design engineer: 
Should understand the function’s to be performed by the EERO: and 
a aed performance parameters of medium and device (apacity 

i odi ssi Spei R i > $ 
3 slg, medium, processing speen capacity, ete ób device} must 


So while designing not only fixed cast but run-time costs should be 


C si F 5 Ser 5 N $ 
‘Onsidered Into-account for minimization of total cost. 


Networks (' vi-Sem.) 
applications of computer network ? 
Or : 
uses of computer network now-a-days. 2 
; (R.GP.V Jun 
1 Ans. Some of the network applications in different fields are thek 
(0) Marketing and Sales — Computer networks are wide 
both marketing and sales firms. These are used by the marketing profe 
to collect, exchange, and analyzes data relating to customer tequireme 
product development cycles. Teleshopping is also an important, 3 
applications, that uses order-entry computers or telephones Connécte 
` order-processing networks, and on-line reservation services for hotels: 
and so on. 4 : i 


6 Computer 
0.4. What are th 


What are the 


(ii) Manufacturing — Now a days, computer networks are: 


Two applications which use a network to provide necessary servi 
computer-assisted manufacturing (CAM) and computer-assisted design 
: both of which permit multiple users to work on a project, simultaneou 


~ (iv) Teleconferencing — With the help of telec 
erences are possible to occur without the participants being in 


ace. Applications include simple text conferencing, voice conferenc! 
deo conferencing. oss IGE : 


boards 
ifications fi 
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(x) Cellular Telephone — In the past, two parties desiring to use 
the services of the telephone company had to be linked by a fixed physical 
connection. But, in present cellular networks make it possible to masptain 
wireless phone connections even while traveling over large distances. 


0.5. What are the components of computer network ? Explain goals of, 
computer network. RGRV, June 20123 


Ans. The basic components of computer network are shown in 5g Ei. 
All computer networks include some combination of the following — end stations, 
applications, and, a network that will support the data traffic between the end 
stations: A computer network designed a few years ago to support the basic: 
networking applications of the time may have a difficult time supporting recently, 
developed high-end applications, such as medical imaging and live video 
teleconferencing. Network designers, administrators, and managers must 
understand and monitor the most recent types and frequency of networked 
applications. — h N : : as 5 


Fig. 1.1 Basic Network Components ; : 
ei network Share common devices, functions, and feannes incloding ; 
pole pea transmission media, shared data, shared painters ami other 
Ba a Ware and software resources, network interface cand (NIC). 

ing system (LOS), and the network operating system (NOS 
ae Af D Siin = Setvers are computers thathold shared files, programs, 
to all the anaa ae system. Servers provide ACCESS to nenvork resources 
öne server a 5 a nonyork: Theresare many different kinds of servers, and 
Dring serve proy ide several functions. For example, there are file ‘servers, 
rs, mail servers, communications Servers, database servers, directory! 


Security, serve e f 
HY. servers, fax Servers and Web: servers, to name a few, | 


orks (Vl-Sem.) 

8 comper eae ts— Clients are computers that access and use the n 
(ii) cie esources. Client computers are basically the cus 

and shared ee as they request and receive services from th 
(users) of the networ's jon Media — Transmission media are the 


iii) Transmisst 7 í : 
d to Users computers In a network, such as twisted- 
use: 


coaxial cable, and optical fibre cable. Transmission media are sometimes 
— ee apy — Shared data are data that file servers pi 
clients, sie data files, printer access programs, and e-mail,: : 

(v) Shared Printers and Other Peripherals Hardware and, 
resources — Shared printers and peripherals are hardware resources pr 
to the users of the network by servers. Resources provided include d 
printers, software, or any other items used by clients on the netwoi 


4 (vi) Network Interface Card — In a network, each:compui 
_ special expansion card called a network interface card (NIC). The NIC 
. (formats) and.sends data, receives data, and controls data flow be 
. computer and the network. On the transmitter side, the NIC passes. 
data on to the physical layer, which transmits the data to the physical 
receiver side, the NIC processes bits received from the physical l 


the message based on its contents. 


= Refer the ans. of Q.3. 


0.6. What are th 


o onas A topology. The ‘topology. of a netw 
ee ale © telationship of all the links and Jinking 
©) there ar e five topologies — mesh, star, tre 


Mesh o aa < 
mesh topos i? has a dedicated point-to-point li 
: gy. Therefore a fully connected. m 


has n(n — 1)/2 physical channels to link n devices: 
Each device on the network must have (n = 1) 
input/output ports to accomodate that every links F 
(see fig. 1.2). 
Mesh topology has several advantages — 

~ (a) The use of dedicated links 
guarantees that na connector cany F a : 
own data load, therefore minimizing he ic s PP esa og 

blems which can take place if links must be Fig. 1.2 Fi aliy CORTE 

a by multiple devices. Mesh Topology : 
(b) It is robust. It does not incapacitate the entire System when 
one link damages. : ait 3 


(c) Tt enforces privacy. or security. When every add sento 
message travels along a dedicated line, only the intended recipient sees i 


Physical boundaries prevent other users from gaining access to messages. 


(d) The point-to-point links make fanit identification and fault 
isolation easy. Traffic can be routed to avoid links with suspected problems. 
This facility enables the network manager to discover the precise location ao 
the fault and helps in finding its cause and solution. a ari 

The main disadvantage of mesh is the amount of cabling and VO pors 
required. : i ie : oe 

(ti) Star — In a star topology every device has a dedicated points 
point link only to a central controller called rT : =F 
the hub. The devices cannot be directly A 
linked to each other, but the controller acts 
as exchange. When one device wants to 
send data to another, it sends the data first 
to the hub which then relays it to the other 
device connected to it (see fig 1.3), 


The advantages of star topology are =. 


Fig. 2,3 Star Topology 


(a) Tt is less expensive as compared to mesh. 

ee (b) Every device requires only one link snd one | 

anect it toany number of others, This mak, asy : 
(c) Less cabling is required. : 
(d) Easy to add, delete, or move devices 
tween a device and hu : a 
(e} Robustness: it implies that ifene 
links remain active. 
However, it needs 


connection be 


as it nvoly 
affected other link fails, only EEN li 


more cabling than tree, ring, or bus topologies. : 


ter Networks (VI-Sem.) : es 
e— A variation of a star topology is a tree topolos 
tral hub as is done in star but every d 
| hub. The majority of devices connect toas 
d to the central hub as shown in fig. 1 


10 Compu! 
(iii) Tre 
tree are linked to the cen 


directly plugged into central 
hub that-in turn is connecte 


Fig. 1.4 Tree Topology 


Ina tree topology, the central hub is active hub which contain 
engthen the transmission and to increase the distance a signal 
condary hubs can be active or passive hubs. A simple physical coi 
the attached devices is provided by a passive hub. 
Generally, ‘the advantages and disadvantages of a tree topology are 
e ofa star. But, the addition of secondary hubs adds ty 


~ G) It permits the network to isolate and prioritize 
rom various computers. st 


“fan increase the distance a si 
ample of tree topolo: 
(v) Bus. 


> DUS Uses legs c4 l 
: INClide dipe © 5 An ] » Star OF | 
ually desi ee Teconfiguration and fault 

coe © Optimally efficient at installat 


_ which regenerates the bits and passes 


ina 


- 0 Introduction - it 


i j flection ai the taps can canse.. 

ty to add- new devices. Also, signal re: lection a — 
ce » Guality which can be controlled by limiting the number of taps 
faults.and break in the bus cable stop all transmission. 


m a B 


poses diffi 1 
degradation 1n it 
and spacing. In addition, 


Tap 


oe iT r -Cable End 
: Fig. 1:5 Bus Topology oe Be ee ee 
©) Ring — Every device has a dedicated point-to-point line 


Cable End 


configuration only with the two devices 
on either side of it in ring topology. A signal 
is passed along the ring in one direction; 
from device to device, until it reaches its 
destination. Each device has a repeater B= 


them along to another device as shown in 
fig. 16. 
a The major advantages of ring 
topology are as follows = >" ; 
(a) It is easy to install and reconfigure. o 
i (b) It is easy to add or delete a device as it requires to move | 
only two connection. ae a Te 
(c) Fault isolation is simplified, : 


` Fig. 1.6 Ring Topology 


The major constraints are — : ‘ z 
(a). The media and traffic considerations marimen erak Ge 
edia and i i m length anc 
number of devices). ; : i laximuns length an: 
7 __(b) Unidirectional traffic can also be a dement asa bre sak tach < nee 
ring can disable the entire network. . a SRG IS EIN a et 


2.7. Why star topology is commonly preferred 2 (RGR By Dew: Jers 
Ans. Refer the ans. of Q.6 Gi). ee BO a 
Ghee What are the various network topologies ta Lisi the facto 
í the choice of a topology aud transmission medium in a LAN 
; ~ ROPP hee o 
a Network Topologies Be Refer the ans: Qg o 
rotors Affec fing the Choice ofa Topology and Transm 
= The choices of transmission medium and topol 


ssion Medium 
osy depend on | 


tworks (VI-Sem.) Introduction 73. 
are appropriate for point-to-point: rather than 
n. Other considerations for choice ‘of medi 


42 Computer Ne 


each other. Some media 
to-multipoint transmiss!0 


topology are as follows — 
G) Cost considerations a 
Gi) Underutilization of medium transmission capacities: 


Table 1.1 lists the 


In general terms, computer networks can be classified in two. different 
ways — broadcast and point-to-point. With broadcast networks, all stations : 
and devices on the network share a single communications channel. Data are 

ropagated through the network in relatively short messages sometimes called 
Fraines, blocks, or packets. Many or all subscribers of the network receive 
transmitted messages, and each message contains an address that identifies 
specifically which subscriber (or subscribers) is intended to receive the message. 
When messages are intended for all subscribers on the network, it is called 
broadcasting, and when messages are intended for a specific group of 
subscribers, it is called multicasting. : pra 

Point-to-point networks have only two. stations. Therefore, no addresses 
are needed. All transmissions from one station are intended for and received 
by the other station. With point-to-point networks, data are often transmitted 
in long, continuous messages, sometimes requiring several hours to send. 

In more specific terms, point-to-point and broadcast networks can be 
subdivided into many categories in which one type of network is often included.” 


as a subnetwork of another. a 
0.10. What is multicasting ? o  RGBV, June 2015) 
Ans. Refer the ans. of Q.9. , : : HG 
Q:11. What do you mean by broadcast network ? Discuss the need er — 

lack of need for a network layer (OSI layer) in a broadcast network. ees 

(R.GRY., June 2017) 


Ans. Broadcast networks have a single communication channel that is shared | 
by all the machines on the network. Short messages, called packets in certain. 
Contexts, sent by any machine are received by all the others. An address field 
within the packet specifies for whom‘it is intended. Upon receiving a packet, a 


Twisted pair 
Baseband coaxial 

Broadband coaxial 
Optical fibre 


0.9. Explain the theoretical view of a computer network arch 
; Or : 
Explain network architecture in detail. (R.GRYV., Me 
“Ans. A data communication network is any system of co 
omp) ter terminals, or computer peripheral equipments used to transi 
information between two or more locations. Network archi 


lude ‘sufficient i 
‘orm its intended the packet, if the packet is intended for some other machine, it is just ignored: — 
w a systems generally also allow the possibility of: addressing a packet : 
Si sy es by using a special code in the address field) When a packet 
tie hear 2 e is transmitted, it is received and processed by every machine on — 
aan a k. mi mode of operation is called broadcasting. Some broadcast: 
a suc peel transmission to a subset of the machines, something known 
The reai ing. One possible scheme isto reserve one bit to indicate multicasting. © 
alning 7 — | address bits-can hold‘a group number, Each machine can 


“ 
Subscribe? ; e 
a ‘to. all machines subscribing to that group, : a 
itis oa aoast network is another name for a shared-medium LAN. Because 
roadcast network” means only that every: station sees every packet 


and therefore eve A foes 
ib sees, A RY station must decide to acceptor ignore every packet that : 


histicated 
a legacy, 


ints to use it, but for some reason 
network or protocol finally. disap? 


machine checks the address field. If the packet is intended foritself, it processes 


tworks (VI-Sem.) 


14 Computer Ne! dotroduction 15 
The network layer, or OSI layer 3, or IP.in a TCP/IP, System, pro, = 
f packets. This function’ is necessary i Ring is the second type of broadcast system: In a ring, each bit propagates 


ngo 
tion-to-station addressi 
ate on. functions. 


y around on its own, not waiting for the rest of the packet to which it belongs. 
Each bit circumnavigates the whole ring in the time it takes to send some bits 4 
often before the complete packet has even been: sent. 

Other type of LAN is built using point-to-point lines. individu! ines 
connect a specific machine with another specific machine. This type of LAN 
is really.a miniature wide area network. 

A local area network is generallya private owned communications network 
within a confined. geographical area, The range is usually within 2 few 
kilometres. (less than 10 km)=— may be one office, one building or 2 group of 
buildings located closely such as a college campus. The transmission channels 
generally use coaxial or fibre Optic cables and special interface units rather 
than telephone lines and modems. 

(ii) Metropolitan Area Networks (MANs) — A metropolitan area 
network (MAN) is basically a bigger version of a LAN and normally uses 
similar technology. It is designed to extend over an entire city. lt may be a 
single network such as a cable television network or it may be a means of 
connecting a number of LANs into a larger network so that resources may be 
shared LAN-to-LAN as well as device-to-device. A key aspect of a MAN 38 
_ that there is a broadcast medium to which all the computers aré attached. dae 
"to which the design is greatly simplified as compared to there type of networks. 

A MAN can support both data and voice, and might even be related tothe 

Š local cable television distribution network, It might cover a group of nearby 

_ Offices or a city.and might be either private or public. A MAN just has. one OF 
two cables and does not contain switching elements. 

(iii) Wide Area Networks (WANs) —. Wide area network (WAN) 
Provides long-distance transmission of data, voice, image and video information | 
Over large geographical areas that may comprise a country, a cantinent, or 
_ Sven the whole world. It has a collection of machines intended for running 
user programs, These machines are called Aosts. Hosts are connected bys 
pee aenication subnet or just subnet..The subnet carries messages from 
~ Jost-to-host. By separating the pure communication aspects of the network : 
(subnet) from the application aspects (hosts), the complete network design is 
- &teatly simplified, 
esther are two distinct components of the subnet namely, most wide area 
lino which are transmission lines and switching elements. ‘Transmission 

¢ bits between machines. Switching elements are specialized | COMPUS 
Which are used to connect two or more transmission tines. 

In most WANs, the network has numerous cables or telephone fines: : 
one connecting. a pair of routers, When two routers which do Rot. share 


transmission and recepti 
0.12. Briefly describe the major network classifi ications, 


Ans. Networks are generally classified by size, which’ 
geographic area, distance between stations, number of ‘coi 
transmission speed (bps), transmission media, and the network's 
architecture. The three primary classifications of networks are 
networks (LANs), metropolitan area neworks (MANs), yide af 


(WANSs) af follows — 
(i) Local Area Networks (LANs) — A local area network 

usually privately owned and links the devices in a single office, build 
campus. Depending on the requirements of an organization and th 
technology used, a LAN can be as simple as two PCs.and a printer in sc 
home office, or it can extend throughout a company and includes voic 

_ and video peripherals. LANs are differentiated from other.types. of nebict 
-by three characteristics — 
(a) Their size (b) Their transmission technology (c) Their topo 
- Size of the LANs is restricted. It means that the worst-case tra 
me is- bounded and known in-advance. By knowing this boun 
ossible to use certain types of designs which would not otherwis' 
also simplifies network management. © 


: (b) Ring + 

1.7 Various: Topologies 

Y topologies are possible. Two ofthem te 
; at any moment one machine is the mas 

er machines are needed to refrain: from tra 


© gach 
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a cable wish to communicate, 
they must perform this 
indirectly, via other routers. 
When a packet is transmitted 
from one router to another via 
one. or more intermediate 
routers, the packet is received 


ateach intermediate routerinits =~ ; ; 
entirety, stored there until the Fig. 1.8 Relation between Hosts 


needed output line is free, and ; =: and Subnet 
then forwarded. A subnet using this principle is known as a Point. 


store-and-forward, Or packet-switched subnet. 


LAN 


A WAN can be a public system such as the Public Switched Tele 


Network (PSTN) or one of the various packet switched services pro 


the public telecommunication authorities. WAN can also use most other 
_of circuits including satellite networks, ISDN, ATM, Value Added Nety 


‘main distinguishing feature between a LAN and a WANs that tl 
er the complete control of the owner. i 
0.13. Describe and differentiate LAN and WAN.(R.GPV., Ju 
Ans. LAN and WAN — Refer the’ans. of Q.12: 

Differences between LAN and WAN — 


@ ‘The scope of LAN is small, typically a single building 
Idings whereas a WAN spans a large geographical area, ofte 


olutions. 


assets are not owned. This has two implications =" 
ae must be taken/in the choice of LAN, becat 
stantial capital investment for both purchase and mail 


o o O a 
_ Solely on the ae network management responsibility for 


i) The internal data rates of LANs are typically much 


or Continent. This difference in geographic scope leads to different tè 
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ed are leased lines or public systems such as telephone lines, microwave’ 
us : 


and satellite links. oe : 
(vi) Fewer data transmission errors occur in case of 2 LAN as 


WAN. This is mainly because in case of a LAN, the distance 


ared to a 
uae data is negligible as compared to a WAN. 


covered by the 


Q.14. What is protocol ? : (GRY, Dec. 2016) 
‘Ans. A protocol is a set of rules governing the format and meaning: of 
the packets, or messages.that are exchanged by the peer entities. within 2 
layer. Entities use protocols to implement their service definitions. They ars 
free to change their protocols at will, provided they do not change the service 
visible to their users. In this way, the service and the protocol are completely _ 
decoupled. AS ee 
Q.15. Discuss layered network architecture. (RGRE, Dec: 2609} 
Ans. Layering is a widely accepted structuring technique in designing 2 
communication system. A set of layers and protocols is called a network 
architecture. To reduce their design complexity, networks are organized as à 
series of layers, each one built on the layer below. it. The number of layers, - 
their contents and their functions varies from network to nenwork. However, - 
in all networks, the purpose of each layer is to offer certain services to the 
st higher layers, protecting those layers from the implementation details of services 
The communication between the two machines or parties is done by 
hereon: A protocol is defined as a set of rules governing the exchange oF 
aai two separate entities or application programs. For tro entities ie 
I fallow aoe sucessfully they must speak the same language Bey they must 
When ic aca set of conventions when they decide what to ‘COmmueste. ; 
Stan dardized Gee and how to communicate. These conventions whee $ 
mmuni called protocols, Violating. the protocol will make 
AH x more difficult, if not impossible, E : 
carries ora Te network is shown in the fig, 1.9. Layer *N” on one machine 
conventions Ne Pee with layer Non another machine, The rules s 
Protocol, The a ‘this conversation nre collectively Known as the tayer N 
Called peer Ms i ge forming corresponding layers on diferent machines are 
Using the frais Soshes: Thus, peer processes communicate. with vach other 
coklat that level. o E 
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me £ ii) -Since the functionality of layers is independent so each dayer: 
iene apne a 


n follows its independent protocol as per its requirements. Hes eae 
a (iv) Layering facilitates troubleshooting and reduces maintenance: 
omplexity. : 


©- Layer 4/5 Interface ` 


Layer 3/4 Interface 


(v) Layering helps in message format conversions between differen: 
{protocols followed at different/same layers. > ce 

: (vi) Layering facilitates internationally standardized working. 
SR as _ (vii), Layering helps in proper division of work to achieve the overall 


‘Layer 2/3 Interface 


bjective of proper communication. 


0.17. What are two reasons for using layered protocols ? What is one 
possible disadvantage of using layered protocols ? @GRK, Dec. 20153 
Ans. Reasons for using. Layered Protocols — Refer the ans. of Q6. 
Disadvantage — The major disadvantage of using a layered network modai 
that it is somewhat inefficient. Because there are several layers, cach with 
its: own software and packets, sending a message involves many sofware 
rograms and many packets, 5 3 e ey : 


v: 018. What do you mean by interfaces and services ? Also discuss tocol : 
‘data ‘unit. i E E a : 


In every layer, the active elements are often known as ‘entities. Ar 
ty can be a hardware entity (such as an intelligent F/O chip) or 2 software. 


entity (such as a process). In the same layer on different machin 


ate known as peer entities. The entities in layer N implementa service used b 
yer N + 1. For this case, layer N is known as service provider and layer 


known as service user. In order to Provide its service, layer N can use the’ 
Tvices of layer N — 1. 


Slow, cheap ‘communicati 


Ans, 


l It may offer various service classes; for exam 
fig. 1.9, physical communicati 
1 communi 


an address which uniquely identifies it. In the telephone sy 
dular telephones can be plugged io 
and the SAP addresses are the telephone numbers 
St know the callee’s SAP address to call someon 
S Postal ovr; addresses are street addresses and post office box nu) 
There © fem, To sent adetter, we must Know the addressee S 
(wo laysa ie ibs an agreed upon set ot tules about the interface narder for 
asses an ae Sxehanige information, Fig: 1.10 shows the layer N: 
Pical intert Citer face Data Unit) to the layer N entity through she i 
ntrol n cenl he IDU made up of an SDU (Service Data Unit) and some 
mation, The SDU is the information passed across the network to 


S- We mu 
ay, the SAP 


oo E 

e reasons of using layered Protocol ? (R.GL. 

va tages of ayered app 
Yering rec 
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the peer entity and then up to layer N + 1. The control information 


i b but is not part of the data itep 8 ; Explain the working of — 
to help the lower layer do its Jo F ee = itself, on P aneeton-oriented and : : o 
re (ii) Connectionless services. What are their advantages, 
isadvantages and applications. 2 


IDU 


LaäyerN +1 @.GPV, June 2019 ae 


Or : : 
sey Explain connection-oriented and connectionless services with exampizs. 
Layer N (R.GP.V, Dec. 2009, June 2012) 
What is the difference between connectionless communication and 
Header n-PDU _ Protocol: .onnection-oriented communication 4 (RGPV, Dec. 2016) 
Or ; 


Fig L10 Relation between Layers at'an Interface Whatis the principle difference between connectionless communication 
nd connection-oriented communication ? (R.GP.V., Dec. 2012, June 2016) 

—_ Or ! : 
Compare connectionless and connection-oriented services. 


(R.GPV; Dec. 2010) 


‘In order to transfer the'SDU, the layer n entity may have to 


a te Write any two differences between connection-oriented and connection-. 
ae unts, anq 0.08: ess SS Services, (RGR, June 2015} 
0.19. Explain interfaces and services. (R.GPY, D Or eas ee 
Ans. Refer the ans. of Q.18: : Differentiate between connectionless and connection-oriented services 

See networks. (R.GPRH, Dec. 2075} 
s 20. Explain the term services, interfaces and protocol in detai Or Boome ae 
atio; 


el nships between services and protocols. 
Ans. Refer the ans. of Q.18 and Q.14. 

Relationships between Service: 
primitives (operations) that a layer 


defines what operat 


Differentiate between connectionless and connection-oriented services. 
Seuss their advantages, disadvantages and typical applications. 

(R.GRE, Dec. 2017) 
_ Ans. Connection-oriented communication has three phases. In the 
tablishment phase.a request is made to set up a connection. Only after this 
ase has been successfully completed can the data transter phase be started 
d data transported. Thereafter the release phase comes connectionless. 


mmunication does not have three phases. It just sends the date. 
: Connection-oriente 


Someone we pick up th 


Use a connection-orie 
Nnection, us 


PEct of ag 
at one end, 
ST is Prese; 


sand Protocols — A seryice i 


tved so that the bits arrive in the order they Were sent « > 

net ec cases, when a connection is established, the sender, woiver and” 
° quality ors ‘negotiation about parameters to ba used, suchas mamam MESSISE | 
d the other Oo Vice required, and other issues. Typically, one side makes proposal : 
"Sr side can accept it, reject it, or make a counter proposal: : 


change 
K desi gn 
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The advantage of connection-oriented networking lies i 

Oncea circuit is established, no other network activity, 
ty- f that circuit. One disadvantage of connec 
Di — circuit costs are fixed, indepen 
rate for a phone call, even when t 
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delays introduced by acknowledgements are unacceptable for some 


capaci tions. The digitized voice traffic is such an application. For telephone 
5 i 


the capacity. 0 
technology is due to cost 
instance, one pays a fixed 
S = Gee ‘connectionless service is modeled after the 
Each message (letter) carries the full destination address, an 
routed through the system independent of all the others. Norm: 
messages are sent to the same destination, the first one sent 
one to arrive. However, it is possible that the first one sent can 
that the second one arrives first. - 

_. The main advantage of connectionless service is, a 
„communications among computers can proceed concur 
intermachine connections. shared by all pairs. of compu 
: communicating. The disadvantage is that as activity increases, 
Imunicating computers receives less of the network capa 
nevera connectionless network becomes overloaded, cor 
twork must wait before they can send additional packets. 
ach service can be characterized by a quality of service. 
liable in the Sense that they never lose data. Usually, a1 
pplemented by having the receiver acknowledge the rec 
Sage so the sender is sure that it arrived. The acknowledgen 


All applications do not need connections: For instance. as electronic mail 
comes more common, can electronic junk mail be far behind ? Probably, the 
ectronic junk-mail sender does not need to go to the trouble of setting up and. 
er tearing down a connection to send one item. Nor is. 100 percent reliable. 
livery. especially if it costs too much. AlJ that is required is.a way to send 2 
gle message that hasia high probability of arrival, but no quarantee_ Unreliable 
nnectionless service is known as datagram service, in analogy with telegram 
rvice, which also doesnot send an acknowledgement back to the sender ` 

In other cases, the,convenience of not having to establish a connection’ io 
nd one short messagé is needed, but reliability is necessary. For these 
plications, the acknowledged datagram service can be offered. itis similar : 
sending a registered letter and requesting a return receipt.to sure that the 
tter was delivered to the intended party. ee RE TNs 
Another service is the request-reply service. In this serv e, the sender 
nsmits a single datagram containing a request. The reply has the answer 
s instance, a query to the local library asking where Uighur is spoken comes 
this category. ie eee, Bean 


In the Client-server model, the request-reply is used ta implement eo 
mmunication. Table 1:2 lists these types of services: : z 


Table 1.2 Six Different Kinds of Services 


1 situation in which a reliable connection-or 
e is file transfer. The owner of the file wants t 
ve correctly and in the same order they were sent. 
"S Would prefer a service that occasionally scrambl 


: much faster. , ; : Connection- Reliable message stream Sequence of pages. 
two minor Variations in reliable connection-orien! oriented 7] | Reliable byte stream Remote login 
nd byte streams. The mos boun Unreliable connection - Digitized voice: 


-Unreliable datagram 
Acknowledged datagrair 
Request-reply 


1-KB messages are sent, they arrive as 
: oe 7 KB message, Inthe latter, the co 
vessage boundries, If 2K bytes arri 
noe Were sent as one 2 KB message, two 
r ie It might be: important to: prese 
Sept oon a- book are sent ove 
f Messages. On the contrary, Wit 


esharing system. > 
Cias System; a: te from: 
l thar is required. ooo pyte stream : 


Electronic junk me 
Registered mail 
Database query 


- Connection- 
less 


networks each provide reliable connection-oriented 
liable byte stream and the ather offers a rela 


Any, 
OS Refer the ans of Q.H, 
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user-level primitive. Ifa connection request arrives and there is no listener, 
Fesul is undefined. In some systems, the packet may be queued for a 
ort time in anticipation of a LISTEN. 


0.23. Write down the service primitives for implemen x 
network. 7 

Ans. A service is formally specified by a set of primitiv 
available to a user process to access the service. These pri 


: i Client Machine 
service to perform some actions or reports on an action taken bya 


(1) Connect Request Server Machine 


ast (ACK 
The primitives are normally system calls when the protocol stag cims Beer Soo 
the operating system. These calls cause a trap to kernel mod = egesi for Data 
turns control of the machine over to the operating system t Syste EOL 
2 ; = (5) Disconnect 
necessary packets. = : - o a 
The set of primitives available depends on the nature of the sẹ GA Kernel |" Stack 
B L 3 


provided. For connection-oriented service, the primitives are diff? 
those of connectionless service. As a minimal example of the Service py - 
that might be provided to implement a reliable byte stream in a clis 
environment, consider the primitives listed in fig. 1.11. 


[conNEGT | stabs a connecon witha war] 
[send | Seadamessageromereer O | 


DISCONNECT 


__ Fig. 1.11 Five Service Primitives for Implementing © q 
Simple Connection-oriented Service 


_ These primitives might be used as follows Firsty the 
LISTEN to indicate that it is pt incom 


Fig. 1.12 Packets Sent in a Simple Client-server Interaction on a 
Connection-oriented Network - 


The next step is for the server to execute RECEIVE to prepare to accept 
first request. Normally, the server does this immediately upon being released 
m the LISTEN, before the acknowledgement can get back to the cheat 
e RECEIVE call blocks the server. 

Then the client executes SEND to transmit its request (3) followed by the 
cution of RECEIVE to get the reply. é i; 

This arrival of the request packet at the server machine unblocks the 
erver process so it can process the request. After it has done the work, it 
S SEND to return the answer to the client (4). The arrival of this packer 
blocks the client, which can now inspect the answer. If the client has 
ditional requests, it can make them now. If it is done, it can use 
ISCONNECT to terminate the connection. Usually, an initial DISCONNECT 
Ja blocking call, suspending the client and sending a packet to the server. 
‘aying that the connection is no longer needed (5). When the server gets 
she packet, it also issues a DISCONNECT of its own, acknowledging the 
ent and releasing the connection. When the server's packet 16) gets 


K to the client machine, the client process is released and the connection 
roken. 2 Sees 


Q.24. Describe the design issues for the layers. (R.GPV, dune 2018, 2022) 
Ans, Some of the key design issues are listed below — y HENN 
(i) Every layer needs a mechanism for identifying transmitters; a 
Because a network generally contain several computers, sone tom 
ing is needed in order to specify a specific computer.” : 
fall Gi) Decision should be made about the tules for data cae aes : 
Owing three modes of data communication one may be selected. ce 
(a) Simplex Communication. — Data only travels in one à 
example, home television set. Si : 


SCeivers. 
arrives z geek j address 


ction, For 
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(b) Half-duplex Communication — Data can 
ample, wireless. 


travel; Introduction 27 
direction, but not simultaneously. For ex: a 0.26. Explain the principles that were upplied at the time of seven layer 

(c) Full-duplex Communication — Data travel architecture design of ISO-OSI reference model. (R.GPY., May 2018} 
directions at once. For example, telephonic conversation, - ti Ans. Refer the ans. of Q.25. 


The protocol must also determine about the number of logical y 0.27. Explain ISO/OSI model with well labelled diagram and explain 
per connection and about their priorities. i he function of each layer. (R.GBY,, June 2009) 

(iii) The layer should have some means for error detectionay Or 
correction. k Explain the OSI model in detail. (R-GPVY., Dec. 2019, 2012) 
Gv) The layer should have some mechanism for orderly try Or 
data. This involves the capability to piece data at one end and join tey Explain the ISO-OSI model of computer network. Give the function of 

zach layer. (R-GPV, June 29014} 
(v) There should be a mechanism for flow control and cog p O Or ` 
During the communication, how various layers of OSI model exchange 

nformation to establish a connection ? Describe with the help of a suitable 


i h means to multiplex the data fw’ 
(vi) There should be enough mi p. al D agram. (R.GPV, June 2015) 


communicating processes, over the same physical circuit. h 

; (vii) The layers must have mechanism for deciding about te Draw the layered architecture of OSI reference model. Also explain 

of service (request) reply, reliable, priority, etc. ‘unction of eachün brief. (R.GPV, Dec. 2015) 

(viii) There must be a mechanism to make routing decisioni n International Standards Organization (ISO) in 1983, developed this 

there are multiple paths between source and destination. nodel as a first step toward international standardization of the protocols used 

the various layers. As it deals with connecting open systems, that is, systems 

gat are Open for communication with other systems, the mode! is called the 
'O-OSI (Open System Interconnection) Reference Model. 

OSI is a layered framework for the design of network systems which 

ermit for communication across all types of computer systems. It has sever 


O k 
A n yer! CParate but related layers, each of which defines a segment of the process of 
.25. What are th “i i ing the OSI layer! Ne yers, each o. efines a seg p 
Q. e principles used in defining sen bi Oving information across a network. 


other end. 


control. 


SI REFERENCE MO 
DESCRIPTIONS OF VARIOUS LAYERS, 


iets n . sevell 
__ Ans. The principles that were applied to arrive at the si ie The OSI model is shown in fig. 1.13: (physical medium is not shown). 
laid down by Day and Zimmermann in 1983, are as follows." The OSI model has seven layers. 
y a ion. x ` 
© Each layer should perform a well defined eel ; The functions of each layer are given as follows — 
Gii) A layer should be created where a different lev (Physical Layer — This layer coordinates the functions needed 


is required. -P Send a 


: Gi) The function of each layer should be selected k fechanic 
towards defining internati onally standardized protocols. : il mead the Procedures and functions which physical devices and interfaces 
(iv) The layer boundaries should. be selected t0 as f ith ee for transmission to take place. The physical layer is related 
information flow across the interfaces. ‘a i e 
(v) “The number of layers should be large enous! (a) Representation of Bits — Physical layer data pace 
functions need not be thrown together in the same layer out A ts should be ce of Os and Is) without any interpre ation. For a amido 
‘small enough that the architecture does not become unwiel r b Rstined by encoded into signals ~ electrical or optical. The type ot encoding 
oe - (vi). Allow changes of functions of protocols 1° em 
: layer without affecting other layers. ipi 


bit stream over a physical medium, It deals with the electrical and 
al specifications of the interface and transmission medium. it afso 


e bits (sequen 


the physical layer. 
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(f) Physical Topology — The physical topology defines the 
f devices to make a network. Devices can be attached by using a 
(devices are connected through a central device), a ring topology 


Nan, fi 
Eici i 
‘connection © 


Layer ener ieda 2 een mre nae 
eer Ñ g r : 
7 istar tonio is attached to the next, making a ring), a mesh topology (each 
Interface Presentation Protocol = ai En connected to every other device), or a bus topology (each device on 2 
6 |Presentationf-----""~ [Presentation] Poy e l k) 
= common ink). = ? 5 . 
m l H (g) Line Configuration — Physical layer is related with the 
Rohe ae naman $ connection of devices to the medium. In case of point-to-point configuration. 
5 an devices are connected together by a dedicated link. In the multipoint 
saute Transport Protocol configuration, a link is shared between many devices. 

4 ~~ port 117) (ii) Data Link Layer — The physical layer is transformed by the 
ee r oroen data link layer, a raw transmission facility, to a reliable link and is responsible 
3 = Pa for node-to-node delivery. It makes the physical layer appears error free to the 

f ‘upper layer. The main functions of data link layer are the following — 
[Data Link] : (a) Framing — Data link layer divides the bits stream received 

i egede] kmh. i = & 

2 pats tin E from the network layer into manageable data units known as frames. 
(6) Physical Addressing — The data link layer adds a header to 
i H —[Pnysical]}-—"[rnysicall- SS Bi the frame to define the physical address of the transmitter (source address) 
Router Router and receiver (destination address) of the frame when frames are to be distributed 

Host A c m Host B : = a 

i SEET TIER Subnet Boundary _  toyvarious systems on the network. The receiver address is the address of the 
ciwork Layer Host-router Protocol device which connects one network to the next when the frame is intended 


Data Link Layer Host-router Protocol 
Physical Layer Host-router Protocol 


Fig. 1.13 The OSI Reference Model 


for a system outside the sender’s network. 
bea (c) Flow Control — When the rate at which the data are 
. vam tosorbed by the recei is less than the rate g d in th ï he 
i (b) Synch; . te , smiti : iver Is less than the rate generated in the transmitter, the 
receiver should 4 7 cao of Bits — At the bit leva Ne d data link layer imposes a flow control mechanism to prevent overwhelming 
e synchronized. In another way, transmitter" "the receiver 3 
clocks should be synchronized. " ` 
j d) Error Control — By addi chanisms to detect and 
©) Transimiess a. ns : ( ro y adding mechanisms to detect an 
between two ihe TEIE AN Mode — The direction t pa BP Tansmit, damaged or lost frames, the data link layer adds the reliability to 
physical layer. Siinpiex es half-duplex or full-duplex are o on fray Physical layer, It also employs a mechanism to prevent duplication-of 
‘can only send and mode is a one way communication in whic niet es Generally, error control is obtained via a trailer added to the frame 
two devices and other can only receivelIn the case of half-duplend, 
can send and receive b ime. For {we 
; 3 ut n time. Fo! ee š "es 
Sending and receiving at the same time. ie, at ta fe EtG r simply dup! decide which O apeess Control — Data link Jayar prpocols we requred t 
i$ used. , a full duplex (o = Wevices n device has control over the link at any given time if two or more 
(Üi Phiyatca) f : ell” are connected to the same link. 
sat Sical Cha isti an 4 iii o R R 
characteristics of the interface p eee a ener gmissio" a nA a etwork Layer —The network layer is responsible for the source 
o defined by the Physical a an the devices and eat ine! There a elivery of a packet across multiple networks (links). 
te ansmission, medium, yer. Physical layer also — the $ ee for a network layer when two systems are connected to 
pees $ nation aah OWever, there is a require for network to achieve source to 
With con very when two systems are connected to several networks 
necting devices among the networks (links). Specitic functions 


30 ‘Computer Networks (Vi-Sem.) Introduction 27 


e network layer include the following — - Ae (e) Connection Control — This layer can be either connection- 

(a) Routing — If independent networks OF Tinksate go, ted or connectionless. A connectionless transport layer deals with each 
an internetwork (a network of networks) ora larges crit like an independent packet and delivers it to the transport layer at the 
ices (known as routers or gateways) route the i jestination machine. A connection is established by connection-oriented transport 
* Pay de: h the transport layer at the destination machine first before delivering 


er will ne, 3 
a packets. The connection is terminated, after all the data are transferred. 


(v) Session Layer — The session layer is the network dialog 


Be 
i 


of th 


together to develop 
the connecting dev: 
their final destination. ae : 

(b) Logical Addressing — The addressing problem i 
handled by the physical addressing implemented by the data link layer, h s er — o 
paar ine gremis a help distinguish: tis Source and des controller. It establishes, maintains, and synchronizes the interaction between 
systems when a packet passes the network boundary. A header is i communicating systems. Specific functions of the session layer include the 


the network layer to the packet coming from the upper layer thal following — 

other things, includes the logical addresses of the transmitter and rece (a) Synchronization — This layer permits a process to add 

(iv) Transport Layer — For source-to-destination (end checkpoints (synchronization points) into a data stream. For example. at the 

delivery of the entire message, the transport layer is responsible, Wy time of sending afile of 2000 pages by a system, it is advisable to insera 

network layer oversees end-to-end delivery of individual packets, it “heckPoint after every 100 pages to make sure that each 100 page unit is 
d received and acknowledged independently. 


recognize any relationship between those packets. In other word, theta i; i 
layer, ensures that the entire message arrives intact and in order, over: (b) Dialog Control — This layer permits two systems to enter 


both flow control and error control at the source-to-destination level. Sy into a dialog. It permits the communication between two processes to occur 


functions of the transport layer include the foll owing — ,, either in half-duplex (one way at a time) or full-duplex (two ways at a time}. 


‘al 5 i d 
_ and file formats. Hence, the presentation layer protocols determine what syntax 


(a) Encryption — A system must. be able to assure privacy for 
5 oeni tee in formation, Encryption means that the transmitter mansis 
mation to another form and transmits the resulting message 
etwork, The original process is reversed by the deenpien w 
message back to its original form. : 
(b) Translation — Usually, the processes (running presrams} 
: me ae ageng information in the form of chameter strings, 
Converted to bitt PR: etore being transmitted, the information should be 
between tesi Ad The presentation layer is responsible for interoperability 
rent oases i erent encoding methods because different veniputers use 
Mformation fi ig systems. At the transmitter, presentation layer converts the 
; "ceiving ifia an Ms sender-dependent format intoa common format. Ac the 
Eden = ach fn Presentation layer converts the common format inte Ñs 
M format, : 


dress): : 


{diffe 
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(c) Compression — Data compression minithizes the 
of bits to be sent. Data compression is particularly important in the tg 
of multimedia such as text, audio and video. $ Boi 

(vii) Application Layer — The application layer enables ih 
access the network. It gives user interfaces and support for service 
electronic mail, remote file access and transfer, etc. Following Specifics 
are provided by the application layer — 

(a) File Transfer, Access, and Management TAM: 
application permits a user to access files in a remote computer (to make 
or read data), to retrieve files from a remote computer, and to Mtg 
control files in a remote computer. 

(b) Network Virtual Terminal — This is a software venia 
physical terminal and permits a user to log on to a remote host. For dog 
application develops a software emulation of a terminal at the remote hos. 
computer talks to the software terminal, that in tum, talks to the host, and viet 

(c) Directory Services — Distributed database ‘sours. 
access for global information about different objects and services arepm 
by this application. 

(d) Mail Services — The basis for e-mail forwarding ands 
are provided by this application. i. 


,Q.28. Write the functions of each layer. (R.GR Ve dune} 


Ans. Refer the ans. of Q.27. 


0.29. Write Junctions, of. data link layer. n 
(R.GPV, June:2010 be! 
Or I 
What are the various functions performed by the data link w 
R-GPV, Ju 
Ans. Refer the ans. of Q.27 (ii). : 


23 0. What are the. services provided by transport layer i ut 
- RGP Vs 

Ans, Refer the ans. of. Q:27 (iv). a 
ies What are the. functions of presentation layer ? J ustify ei 
ation layer in the architecture of OSI with suitable o a 
(R:GPV» e. 

«State the misioe Junctions B ton m j 
ISOORT model, `> 0" performed by the rh GEV) 


ofp. 


i . Ans. Refer the ans. of Q.27. (vi) 
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32. Explain the design issues and functionality of ISO-OSI model. 
< RGPV., Dec. 2917) 
Ans. Refer the ans. of Q.24 and Q.27. 
0.33. Discuss TCP/IP model in detail. 

° Or 
Explain in detail TCP/IP reference model. (R.GPV, June 2913} 
Ans. The ARPANET was a research network sponsored by the DoD 

(U.S. Department of Defense). Jt eventually connected hundreds of universiti 


(RGPK, Dec. 2010 


es 
and government installations using leased telephone lines. When satellite and 
radio networks were added later, the existing protocols had trouble interworking 
with them, so a new reference architecture was needed. Thus, the ability so 
connect multiple networks together in a seamless way was one of the major 
design goals fromthe very beginning. This architecture later became known 
as the TCPAP reference model after its two primary protocols. 

The TCP/IP protocol suite was developed prior to the OS! modsi. 
Therefore) the layers in the TCP/IP protocol suite do not exactly match those 
in the OSI model. The original TCP/IP protocol suite §=$=—H-_—- 
was defined as having four layers — host-to-network, |_Applisaion Lazer 
internet, transport and application. 5 i 

Besides the OSI model another model which is 


Network Access Layer Í 


in practical use is the TCP/IP model which is five | Physical Layer 
layer model as shown in fig. 1.14. Internet services Fig. 1.14 The TCPAP 
generally support TCP/IP protocol. The functions Reference Model 


of various layers are discussed below — 

(© Physical Layer — It covers the physical interface between a Get 
transmission device (e.g., workstation, computer) and a transmission medium 
or network. This layer is concemed with specifying the characteristics af the 
transmission medium, the nature of the signals, the data rate, and related matters: 

r; (ii) Network Access Layer — The network access layer is concerned 
with the exchange of data between an end system and the network to whch. it 
18 attached. The sending computer must provide the network with the add 
Shon destination computer, so that the network may route the date wake 
ht a destination. The sending computer may wish to eg 
TE St such as Priority that might be provided by the nenwork, l P 
iani, Sused at this layer depends on the type of network to be oe 5 g = 
< ndards have been developed for circuit-switehing, packe switching, tot 
fa networks varies from kost- 
to-host : 


and others, This protocol is notdefined and 

and network-to-network. 
(iii) Internet Layer ~ All these requirements lot to the aa of a 
yer. This 


Packet-cy); s X A pi 2 
et SWitching network based ọn a connectionless inteme work lay 
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layer, known as internet layer, is the linchpin that holds the who, 
together. The internet layer defines an official packet format 
called IP (Internet Protocol). The internet protocol is used at thi " 
provide the routing function across multiple networks. This mad 
implemented not only in the end systems but also in the routers, A toy 
processor that connects two networks and whose primary function i i 
data from one network to the other on its route from the source to the deg j 
end system. 1a a 

(iv) Transport Layer — This layer is designed to Permit peer a 
on the source and destination hosts to carry on-a conversation; Just aj) 
OSI transport layer. Two end-to-end transport protocols have been dy 
here. The first one, TCP (Transmission Control Protocol) is a reli 
connection-oriented protocol that allows a byte stream originating on, 
machine to be delivered without error on any other machine ‘in the Titem 
fragments the incoming byte stream into discrete messages and passesy 
one on to the internet layer. TCP also handles flow control to make surea 


transmitter cannot swamp a slow receiver with 
handle. 


The second protocol in this layer, UDP (User Datagram 'Protocol)i 
unreliable connectionless protocol for application that do ‘not want Tl 
Sequencing or flow control and wish to provide their own. It'is alsowé 
used for one-shot, client-server type request-reply queries and appl 


which, prompt delivery i i 
>P TY 1S more important than accufate delivery swt 
transmitting speech or video. i x 


€ archi- 
and p 


more messages than it 


() Application La 
Pisa Saal 
application layer. It contains all the 


included virtual terminal (TELNET) 


(SMTP). -The virtúal terminal protoċ 


file transfer (FDP), and'electront" 


; l- ine (0? 
onto a distant i ol allows a user on oné’ machine! 
machine and work there. The file transfer protocol prot 


Way tomi $ 

was i aa ently from one machine to another: Electron? y 

was developed for it na of file transfer, but latera specialized protocol® 

years — the Domain Na any other protocols have been added to thes? a 
me System (DNS) for Mapping host names 4 


` network addresses 
> N 
around, and Htr > P the protocol for moving USENET new” 


e034. How do 
i » does 
of OSI model ? the layer of TCPAP protocol suite correlat 


Compare & S 
mpa; Ost and TCPyAp reference model. 


(R.GPYV, Sine 2010? 
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gns. Since TCP/IP protocol was designed before the OSS model, therefore 
Ans. 


the layers in TCP/IP do po 
correspond exactly to t e 
OSI layers. The application 
layer in TCP/IP is 
equivalent to the combined 
session, presentation and 
application layers of the 
OSI model. This signifies 
that all of the functionalities 
associated with those three a 
layers are handled in one __ 4 t AP Pr E 
single layer, the application Fig. 1.15 Comparison between OSI and TCPAP 
layer as shown,in fig. 1.15. 

In other words, every application program must inciude all tasks asuiened 
to the session, presentation, and application layers of the OSI model. Thi 
one advantage, each application program is independent. It requires 
functions needed for the job for which the application is designed. 
disadvantage is that the same tasks appear in different applicat 
making them more complex. This damage the whole concept of me 
and layered architecture of the OSI model. 


[_. Physical 4 


OSI Model 


Similarities — 

G). Both are based on the concept of a stack of independent protocats. 
Gi) The functionality of the layers is roughly similar. 

For example, in both models, the layers up through and including the 
transport layer are there to provide an end-to-end network-independent mansparti 
service to processes wishing to communicate. These layers form the mensport 
Provider. Again in both models, the layers above transport are applicanen-~ 
oriented users of the transport services. 

Differences — 


Ci) The OSI model focuses on three concepts ~ 

(a) Services — Each layer performs some se-viees for the 
© it, The service definition tells what the layer does, Rot how the 
above it access it or how the layer works. 


layers aboy 
entities 


(b) Interfaces — A layer’s interface tells the proces 


it how 
tO access ; $ S ay 
) access it, It tells nothing about the layer’s internal working. 


(c) Protocols — ‘The peer protocols used in a layer carry out all 
ansactions of the layer. They are internal to the laver ard the lever 
any among the set to carry its business and also change them at WHL 


the 


activities/tr 
é es/tr 


an choose 
UA OOs 
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The TCP/IP model did not clearly distinguish between Servings + 
quently, the protocols in the OSI model arg bale 
del and can be replaced relatively easily ag tete > 


(ii) The OSI reference model was devised before’ the ; 
were invented. This ordering means that the model was not biased = 
ne particular set of protocols but the problem was that the designer 
have much experience with the subject and did not have a good ide i i 
functionality to put in which layers. 4 W 
While in TCP/IP model, the protocols came first, and the mod 
really just a description of the existing protocols. There was no Drobleny 
the protocols fitting the model. The only trouble was that the model didn 


any other protocol stacks. 


and protocols. Conse: 
than in the TCP/IP mo! 


changes. 


(ii) The two models also differ in the number of layers — tyglec 


Electric Voltage/ 
Electromagnetic Waves/ 
Light/Radio Waves 


Sender 
ta 
on Fanart] 
‘Transmitter Receiver 
Transmission Medium 


Fig. 1.16 Basic Principle of Operation of Physical Layer 


At the sending node physical/layer implementation, 

(i) Data is treated as a stream of bits. 

(ii) The physical layer converts each bit (0 to 1) into an appropriate 
trical or opticalsignal and transmits the signal via wired or wireless 
ommunication links, This conversion process is known as line encoding. 


model has seven layers and the TCP/IP has four layers. Both have neelee é 
l Gii) For each bit that is transmitted, the sending node physical layer 


transport and application layers, but the other layers are different, 


` ransmits the corresponding electrical/optical signal for a certain finite duration 


(iv) The OSI model supports both connectionless an it i 
PP ectiontess and conta f time. This duration of time is known as the bit interval. 


oriented communication in the network layer, but only connection-ore? 
communication in the transport layer. The TCP/IP model ‘supports 


At the receiving node physical layer implementation, 
@ The incoming signals are first converted back into the corresponding 


connectionless communication in the netw fts 
ork layer but supports botini its. This is known as line decoding and is usually the reverse process 2s that 


in the transport layer giving the users a choice. 


; 0.35. Explain the layered architecture of OSI model. List two. 
which OSI model and TCPAP model are same. 


Ans. Refer the ans. of Q.27 and Q.34. 


0.36. Write difference between OSI and TCPAP. model. 
GP. Vy 
Ans. Refer the ans. of Q.34, ~~: 


model. 


Ans. Refer the ans. of Q.33 and Q.34 


9.38. Give the basic 
Ans. Physical 1 
oe aye: 
- Nodes connected Via Wi 
The basic pring; 
Cae Princip] 


Principle of physical layer in brief- 

: Ha 
mainly deals with communication between. 
gal! 


red/wireless telecommunication links. ; 
€ of operation of the physical Jayer is illus 


- Dline encoding. 


Gi) The bits are then handed to the receiver’s data link layer for further 


(RGB, June ibrocessing. 


Q.39. What is purpose of physical layer ? Discuss briefly the physical 


į ‘ayer protocol. 
June Hi ‘Ans, Transmission of digital information from one device to another is the 
bsr function for the devices to be able to communicate. The first layer ofthe 
model, the physical lz hich carries out this function. Relaying through 
0.37. Explai; és n F; l $ physical layer which carries out this function. ying ug 
plain TCPAP modelin br ief. Differentiateit with seven fea of modems is a very important data transmission function carried out 
(R.GPV, Jime fdt the physical layer level. 


Let us : x Sei i Ee E 
et us consider a simple data communication situation shown in 


1 Ñ 
8. 1.17, where two digital devices A and B need to exchange data bits. 


B 


A 


Physical 
Layer 


Physical Layer 
Protacol 


Interface 


Intercannesting Medium 
Fig. 1.17 Transmission of Bits by the Physical Layer 
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ents for the devices to be able to exchanpe j; 
E 


The basic requirem 
following — 
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sagt 3 -KH «cally, a number of these pairs are bundled together into a cable by 
(i) There should be a physical interconnecting Mediu [Piee y nem nia tough protective sheath. Over longer distances, cables 
electrical signals between the two devices. Tes \vrapping © hundreds of pairs. The twisting tends to decrease thé crésetalk 
(ii) The bits need to be converted into electrical signals ae rorence between adjacent pairs ina cable. Neighbouring pairs in 2 bundle. 
(ii) The electrical signal should have characteristics (vot, p cally have somewhat different twist lengths to enhance the crosstalk 
Pyp On long distance links; the twist length typically varies from 


, ene itable for transmission over the meg 
impedance, rise time etc.) sui! k 1€ Medin nterference. i i i i 
os The devices should be prepared to exchange the KR wo to six inches. The wires in a pair have thicknesses of from 0.916 to 


i nts, which are related purely to the. physica, ).036 inches. : í 
E iA R amen Twisted pair comes in two varieties unshielded and shielded. Unshielded 


transmission of bits, are met out by the physical layer. The rules and ; y ‘ A pao Seamer 
for interaction between the physical layers are called physical layer isted, pair (UTP) isjordinary telephone wire. Office buildings. by universal 
(fig.. 1.17) ' i TRR We tice, are pre-wired with a great deal of excess unshielded twisted pair, 
cna Te idesi i le i ore than is needed for simple telephone support. This is the least expensive 
The physical layer p rovides ns SETYIGE to, the data link, layer wile all the transmission media commonly used for local area networks, and is 
next higher layer and uses this service. It receives service of: the y to work with and simple to install 
i ti dium for transmitting the electrical si a D. ie A 
dntexconnegtion, medru tor g ctrical signali, Unshielded twisted pair is subject to external electromagnetic interference, 
Q.40. Describe the physical medium interface with related digincluding interference from nearby twisted pair and from noise generated in 
Ans. The physical layers need to exchange protocol ĉontrol ire environment. A way to improve the characteristics of this medium is to 
between them. Unlike the other layers which send thé: protoelsHieldthe twisted pair with a metallic braid or sheathing that reduces interference. 
his shielded. twisted pair (STP) provides better performance at lower data 
fates. However, it is more expensive and more difficult to work with than 
inshielded twisted pair. 
Some advantages of twisted pair wire are as follows — 
(a): Twisted pair is most readily installed because it is less rigid 


carry 


information as a separate field, the physical layers use the inter 
medium for sending the protocol control signals. These signals at 
separate wires as shown in fig. 1.17. Note that the control signals 
and terminate in the physical layers. They have no functional sig 
beyond the physical layer. This is in conformity with the princi . 
layered architecture. M an coaxial cable or fiber, 

The physical interconnecting medium consists of a number n place at Cb) Sirics Wining ueis suitable ian tyistédpais cable a already 
carrying data and control si gnals. It is essential to speci fy whieh Wit 3 most office desks for telephony, it is less costly to install additional 
which signal. Moreover, the mechanical specifications ofthe conn a ie for data purposes than it is to install new cable ducts for coaxial 

> i = o 4 
of the connector (male or female) and the electrical characteris — 
Signals need to be specified. Definition of the physical medium inter 
all these specification, ae 


(e) Twisting the wires reduces crosstalk between cable pairs. 
(d) Twisting the wires also reduces interference problems. 

(e) A twisted pair cable can pass'a wide range of frequencies. 
(iù) Fibre Optic Cable — Fig, 1.18 (a) shows a single fibre viewed 


Ans. The i : ; ltrom the siae i: 
three basic types of physical layer media are as ee the oie: Fibre optic cables are similar to coax, except without the braid. 
if ntre is the glass core through which the light travels. In single-mode 


(Ð Twisted pair wire Pres 

Se A j HE S, Core j ; F i ñ ; 

Gi) : Fibre optic cable Ypical] £9 18 8 to LO microns, In the case of multimede fibres, the core is 
; 22 ALY 50 microns in diameter. 


2.41. What are the types of physical layer media?’ | 


(ii). Wireless technology. ae Toke 
$ > . pt; ; cep a sli . x «steading 
©: Twisted Pair Wire — The least-expensive and most Y Witha BRS k e light in the core, the core is surrounded by a glass cladding 
a etA dex of refraction than the core. Then, cladding is covered: to a 


z hin Plastic j 


guided.transmiss; : 
“. 2Ssion medium is twisted pair. ` pE Outer 
g A er sheath, 


A-twis: ; 3 zh 
regular ia pair consists of two insulated copper Wil® i 
* Pattern. A wire pair acts as a single. comm! 


acket. Fibres are typically grouped in bundles, protected by an 
A sheath with three fibres is shown in fig. 119b). 
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Sheath 3 ; ; 
‘| Re icrowaves is divided into eight ranges called bands, 
eked io waves and mic di ; beers 

t pasie ted by government authorities. These bands are rated from ip 

rach regula 
3HF. (a) Very Low Frequency (VLF) — VLF waves propagate as 
ves, usually through air, but sometimes also through water. VLF 
ninety uffer attenuation, but atmospheric noise affects them- VLF 
lly used for long-range radio navigation and submarice 


Core 


jurface 
“yaves do not $ 


(waves are usua 


sommunication. 7 
(b) Low Frequency (LF) — LF waves also propagate as surface 


Cladding Jacket 
(glass) (plastic) 


Core ği 

(@ Side View of a Single Fibre (b) End View of a Sheath With Tr aves. Attenuation is higher during the daytime. These waves are used for 
Fig. 1.18 ` adio beacons and navigation locators. 

(c) Middle Frequency (MF) — MF waves rely on line-of-sight 


Fibres can be connected in three different methods, First, tk i 
terminate in connectors and be plugged into fibre sockets. Connecantennas to increase and control absorption problems. These waves are used 


about 10 to 20 percent of light. But, they make it easy to Teconfiguesfor AM radio. 
; (d) High Frequency (HF) — HF are used for citizens band ship, 


In the second method, the fibres can be spliced mechanically, Med. g z as sce z 
splices just lay two carefully cut ends next to each other ina special P ternational broadcasting, military communiation, telephone. telegraph and 


clamp them in place. Improvement in the alignment can be done bypai@esimile communication. ase 
(e) Very High Frequency (VHF) — VHF waves use Hneo®. 


through the junction and then making small adjustments to‘maximizett. ` : 
In the third method, two pieces of fibre can be fused (melted) e.t PEP ijg are used for VHF TV, FM radio. 


solid connection. A fusion splice is almost as good as a single dravnlk. Ro (f) Ultrahigh Frequency Uam — UHF ma E lineo 
even here, a small amount of attenuation takes place. j: 7 ST ie URE ae UME eee alae noem 
ae pe of splices, reflections can take place aiii h, (g) Superhigh F. (SHF) — SHE teancauibied 
~ : P "td requenc = Waves are 
FR e reflected energy can interfere with the signal. = as either line-ofsigħt, or in te mit They are used for terrestrial and satelite 
€rent types of source are used in fibre optic system="ommunication, : 


emitting di TE : jol 
PEE ted see the injection laser diode (ILD).Both are ais i (h) Extremely High Frequency (ERF)}- EHF waves use ine- 
operates over a great am of light when a voltage is given. LEDIS™ DEsight propagation and are used for radar and satellite. 
The ILD, that o Greater temperature range, and has a Jonger operati Q.42. W) . 
3 perates + What are the applications of twisted pair cable ? 


on the laser principle. i fficient and cal 
greater da principle, is more effici Ans, pe at ns 
ta rates. inal S. The most common transmission medium for both analog and digits! 


iii P s is twist ed pai . E H 
(üi) Wireless Te i isted pair. It is the most co ly used med he lewis 

echnolo = Pia: s the comm Network a j s a ste mmon y used medium in o ieephone 

sy — Figs 1.19 show į S well as being the workhorse for communications within baifdings. 


band for ungui : 
guided media, ranoj sed for" In the te 
> ranging from 3. kHz to 900 THz, W h nthe telephone System, individual residential telephone sets are Connected 


communication, e local 
eae cal tele S À are 

3 khz np ttt referred pee i Phone exchange or “end office”, by twisted pair wire, ‘These 

3 l as subscriber loops, Within an oftice building. each telephone is 


Connecte, 
j eXchange ne to a twisted pair, which goes to the in-house private brinch 

ation ) ks ten oe to a centrex facility at the end attics. These twisted 
> by means s Sesigned to support voice traffic using analog signaling. 
est day oS Ofa modem, these facilities can handle digital date maie 


od pair is ate ` 
E ae also the most common medium used for digital signaling, 
a digital data switch or digital PBX within a building. a data 
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; isted pairis also Common} 
kbps is common. Twis t s ONY seq 
es oi ao Ea area networks supporting personal computer, W 
ul 


n the neigh! r 3 ite down the advantages of optical fibre. 
ica i p ighbourho d of Bs Dag: Q.45. Write 
for such products are typi Ily in the neig Od of 10 Mb 


; PS. hg Fibre optic cable has several advantages over metalfic cable {twisted 
ly, twisted pair networks with data rates of 100 bps ie Ans. Fit ; 
developed although these are quite limited in terms of the Dumber y ‘air or coaxial). 
evi > 5S 4 


: j j idth — Fibre optic cable su ports higher bandwidth 
d geographic scope of the network. For long distance application (Q) es aa let oF cable. Stearn ae rates and bandwidth 
ane BEOS f4 Mbps or more. Twisted ya: yihan either twisted pair < -_ 3 2 
air can be used at data rates o A (Palt is mdhan eit fibre optic cable are limited not by the medium but by the signal 
Eis than the other commonly used guided transmission Medajutilization ae bei technology Mit ie. 

. i i k with. Iti imited:. tion an E See 5 n 
cable, optical fibre) and is easier to work w is more limited inggenera ii) Less Signal Attagfily, Mas, tipi ities iste 
seei ape ` ME- ni A greater than that of other guided media. A signal can run for 50 

0.43. What is the difference between unshielded and Shiel E yi thout requiring regeneration. We need repeaters every $ km for coaxial 
pair cables ? i 5 ; or twisted pair cable. f 

Ans. Difference between unshielded and shielded twisted Pair cath (iii) Immunity to Electromagnetic Interference — Electromagnetic 
as follows — 7 


noise cannot affect fibre optic cables. 


Unshielded Twisted Pair Shielded Twisted Pair (iv) Resistance to Corrosive Materials — Glass is more resistant te 
2 7 . y Bee corrosive materials than copper. : 
Unshielded twisted pair (UTP) Shielded twisted pair (SI: 3 x a : Fichter than : 
cable is composed of a set of insulated cable which int Light Weight ~ Fibre optic cables are much lighte COPPEE 
‘twisted pairs with a simple plastic 


bundled pairs wrappedinc®Ples. g i g 
shielding. MNES iat wi Greater Immunity to Tapping — 
It suffers less’ extemal #2 ™Mune to tapping than copper cables. Copper 
magnetic interference kaat can easily be tapped, 


Shielding, =. a 2-46. Write down the d; 
It provides better pe 


encasement. 


It suffers more external electro- 
magnetic interference. 


Fibre optic cables ars more 
cables create antenna effects 


isadvantages of optical fibre. 
It has low Capacity in terms of 


5 4 ' Ans. The main disadvantages of fibre optics are cost, installation? 
data rate. at higher data Tales. Maintenance, and fragility, 
This is least expensive of all trans- | This is more expensivetiel 


mission media and 


x is easy to work 
with. 


ee tt © Cost Fibre-optie ca bletsiex 
cable and is moré (itn lopertections ptic cable i 


ith painstaki in the core can throw off the signal, manufseturing must be 
p x Bibi. with. 7 Rice a ingly recis as F ab 25 ki sands of dollars: 
Itis Widely used in telephone Sys- | It is used in an electricals, ared to ht a ARG: ` laser light Sous FERo D ika = 
tems and L f limitet lundreds of dollars for electrical signal senerators, 
s and LANs; environment to’ limi oe di e gnal g ‘ ee 
Of noise absorptions: core gp, D I "stallation/Maimenance — Any roughness of emeking in the 
a7 “4 ‘Polished. Sptical cable diffuses light and alters the signal, Ali splices must be 
ott What is the effect of cladding in optical fibre cables? A™Ached foe Precisely fused. AN Connections must be pertectly alimed aad 
Ans, Cladding is one Or More layers of materials of lower refiatll my, ja maa Size and must provide a completely light-tight seal. Metallic 
a mone contact with a core Material of higher refractive index. T Sing relativen a On the other hand, can be made by cutting and crimping 
auses light to heg «ara ele, ative unsophisticated 
the bound. onfined to the core of the fibre by total intemal ed tools, 


i chia adding siti. ŒD Praon PE 
in typical fibre pn Pe two, Light propagation in the cladding ett less user agility — Glass 


: a ‘inth we seful for A fibre is more easily broken: ihan wie making 
guide the light Waves. Tes Of cladding is to minimise mite cla Q47, Desens PP ications where hardware portability is required, 

€ of very gh purity Si a uied for both the core an se som Scribe br iefly about radio waves. 
Of light to occur dding aby impurities Presenit will cat hn of 1 Although there is no clearcut demarcation between midig waves 
also protects the core fre Rp ee ‘he mechanical state wi aves, electromagnetic waves ranging in frequencies between 
KA come into Conta ee absorbing surface contamina ne l GHz are normally called radio waves, 
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y or the most part are omnidirectional]. "Whe 

ER ome they are propagated in all directions, Thi a 
the sending and receiving antennas do not have to be aligned. A Sendi r 
sends waves that can be received by any receiving antenna, The omni’ 

erty has a disadvantage, too. The radio waves transmitted tye : 
ee caiceptible to interference by another antenna that may sen d cing 
the same frequency or band. BR 

Radio waves, particularly those waves that propagate in they 
can travel long distances. This makes radio waves a good Candidate, 
distance broadcasting such as AM radio. ixoughitl 

Radio waves particularly those of low and medium frequetci san 
walls. This characteristic can be both an advantage and a disadvaniag 
advantage because for example, an AM radio can receive signals insideahj 
Itis a disadvantage because we cannot isolate a Communication to justi 
outside a building. The radio wave band is relatively narrow ‘just unde) 
compared to the microwave band. When this band is divided into subbut 
subbands are also narrow, leading to a low data rate for digital commuta 


i 


Q.48. Describe briefly about microwaves. 


Ans. Electromagnetic waves having frequencies between 1 andil 
are called microwaves. 


advantage. A pair of antennas can be aligned without interfering wil 
pair of aligned antennas, 


microwave Propagation — 


th @ Microwave Propagation is line-of-sight. Since thet’ 
cue Mounted antennas need to be in direct sight of each other, WW” 
are far apart need to be very tall. The curvature of the earth gi 
Pyeng obstacles do not allow two short towers 10 00m" 

& Microwaves. Repe for: long 
communication Peaters.are often needed a 
(ii) Very high-frequency microwaves cannot penetrate W 
disadvantage if recèivers are inside vadi j 
Owave ‘band is relatively wide, almos: g 
© wider subbands can be assigned and a high data rat? i 
lain portions of the band requires ie 
2.49. Descrii ; ; atte, 
E ee e briefly about infrared rays and its applic! ot 

i ‘ar . S Z 
(wavelengths ea waves, with frequencies from 300 ar i 

m 1 mm to 770 nm), can be used fo 
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ication. Infrared waves, having high frequencies cannot penetrate 
communicatt dvantageous characteristic prevents interference between ope 
walls. This a other, a short-range communication system in one room cannot 
system on i another system in the next room. When we use our infrared 
be affecte: we use our infrared remote control, we do not interfere sih 
remote pete remote by our neighbours. However, this same characteristic 
the use iA red signal useless forilong-range communication. In addition, we 
mae einfari waves outside a building because the sun’s rays contain 
elwa that can interfere with the communication. 


Applications — The infrared band, almost 400 THz, has an caceliemt 
potential for data transmission. Such a wide bandwidth can be used to transmit 
digital data with a very high data rate. The Infrared Data Association (EDA 
an association for sponsoring the use of infrared waves, has established 
standards for using these signals for communication between devices such as 
keyboards, mice, PCs and printers. For example, some manufacturers provide 
a special port called the IrDA port that allows a wireless keyboard to 
communicate with a PC. The standard originally defined a data rete of 75 
Kbps for a distance upto 8 m. The recent standard defines a dats raeor 4 
Mbps. 


0.50. Define the following — 
@ Bandwidth (ii) Data rate. 

Ans. (i) Bandwidth ~The frequency spectrum of a signal is the collection 
of all the component frequencies it contains and is shown using a freq y 
domain plot. The bandwidth ofa signal is the width of the frequency spectnan 
(See fig, 1.20). In other words, bandwidth refers to the range of component 
frequencies, and frequency spectrum refers to the elements within tha 
For calculating the bandwidth, subtract the lowest frequency from the } 
frequency Of the range. 


The Srequency Spectrum of a signal is the combination of all sine wave 


Signals that make up that signal. 
Amplitude 
Froqueecy 
1000 se 


| Bandwidth = 5000 — 1000 = 4000 Hz j 


Fig. 1.20 Bandwidth 
(Wits) se C) Data Rate — The data rate defines the number of dara elements 
ntin Ls. The unit is bits per second (bps). The data rate is some time 
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called the bit rate. Increasing the data rate increases the Speed ò 
The signal rate is the number of signal element sent in ls. The y 
Bit rate = Baud rate = No. of bits per signal ele 


Tag 
nit they 
Ment, 
Q.51. Draw the block diagram of typical modem and explain i 
Ans. The device which performs modulation is called a Modula, 
the device which recovers the information signal from the Modulate t 
is called a demodulator. In data transmission, we usually come ACKOSS dy, 
which perform both modulation as well as demodulation functions and 
devices are called modems. When data is to be transmitted Overdong dist 
modems are needed. In a modem, the input signal modulates a carrier wig 
transmitted to the distant end. At the distant end, another modem demos i 


the received carrier to obtain the digital signal. Thus, a pair of moden 


always required. 
The term ‘Modem’ 


is derived from the words, MOdulator 5 
‘Oodulator, Ned 


Fig. 1 2. DTE : Data Terminal ees 
: . he 1 Implementing a Data Circuit Using Modems 
; aa ae am ofa modem.is shown in fig. 1.22, which on 
to the-trans ver and two interfaces. The digital signal to be ser i if 
Carrier that is received from the re 
tal interface connects the modem 1. 
digital signals. In order to transmit an 
terface connects the modem to the tran! 


which Produces a, 
modulated si 
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|. Modems connected to telephone exchanges have additional prosision 
channel. 


necting a telephone instrument, which enables establishment of ihe 
for con l 
telephone connection. 


Transmitter 
(Modulator) 


Receiver 
(Demodulator) 


Digital 


Line 
Interface 


Interface 


Fig. 1.22 Block Diagram of a Modem 
Q.52..Categorizes the modems based on its features. 
Ans. Modems can be of several types and they can be categorized in a 


number of ways. Categorization is usually based on the following basic moders 
features — 


(@ Directional Capability —Half duplex modem and fill duplex modem 
(ii) Connection to the Line — 2 


-wire modem and 4-wire modam 
(tii) Transmission Mode — 


Asynchronous modem and synchronous 


Half Duplex and Full Duplex Modems — 
transmission in one direction at a time. Ifa carrier is detected on the Ene 
modem, it gives an indication of the incoming carrier to the DTE tk 
control signal of its digital interface [fig. 1.23 (a)]. So long as the cx: 

eing received, the modem does not give clearance to the DTE to Transm. 


4 A full duplex modem allows simultaneous transmission in both 
ius, there are two Carriers on the line, 
Mig. 1.23 (by), 


A half duplex modem permis 


rections 
one outgoing and the other incoming 


‘yy, Request to 
T ranse Data e.. 


Request to 
Transmit Data "7" 


Incoming Yes 
Carrier 


Incoming x Dite 
lundi S Incoming Carrier <e- 
lndication 
Received ~en. ne 


Data 


(a) Half Dı iplex 


Bata e 


Modem (b). Full Duplex Modem 

Fig, 1.23 : ; 
ie Dd y 

The line interface of the modem can have & Sawire or. 

© transmission medium, In a 4vire connection, one 


2. 
4a Waw 


-wire Modems = 
© conn 


Cetion to th 
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i arrier and the other į $ 

; E d for the outgoing carrier is use 

a TS T Gig 1.24). Full duplex and half duplex modes to 


incoming carri i tion. As th i i 
A F -wire connection. As the physica] ved. 
transmission are possible on a 4 ae ltransyyand rece! Data 


path for each direction is separate, the same carrier frequency can beg ; r ee 
H H H 
irections. i , 
= f eit Bit Stop Bit Data 
ale [roae Modem fe~. 
f= (a) Asynchronous Modem 


Fig. 1.24 4-Wire Modem ea y--- iin 


A leased 2-wire connection is cheaper than a 4-wire connection hot Clock 


only one pair of wires is extended to the subscriber’s premises, The ] | l J l | l | l | l J l J l | l Received Clock — 


connection established through telephone exchanges is also a 2-wire comet "Cock He 
* Transmit Clock is Supplied Either by the Modem or by the DTE 
(6) Synchronous Modem 
Fig. 1.26 


he clock signal. There are separate clocks for the data bits being transmitted 
thec 


division multiplexing 
of two different w. 
carrier frequencies. 
These carriers are (@) n 
placed within the i 


pi ome is the function of a “null modem”? Show the internal 
S used within a null modem with explanation. 
bandwidth of the ~~ i Eos Suppose you need to connect two DTEs in the same building, for 
speech ‘channel [fig. leeded A two workstations or a terminal to a workstation. Modems are mot 
1.25 (c)]. A modem (b) 5 lever ne ab two compatible digital devices directly; the transmission. 
transmits data on one lot need tob © cross analog lines, such as telephone lines, and therefore does 
carrier and re ceives Ust as an Ẹ Ae But you do need an interface to handle the exchange, 
data from the other Handard, is eal 2 DTE-DCE cable does, The solution provided by the ELA 
end on the othe Dterface witho ed a null modem. A null modem provides the DTE-DTE 
Carrier. F 3 A dems a the DCEs, 
A Me Fig. 1.25 2-wire Moden it $SS, Ìt is desirable to connect two terminals over a short distance 
id a fön and Synchronous Modems — Modems for ge pOTOXir nity of “ah Essentially, because these terminals are in cees 
nouS transmission are of different types. An asynchron pP terconne Mi eù other, there is no requirement to use telephone fines to 
i them, In this case, a ‘null modem’ can be used to do‘the 
; thet ag Shown in fig, 1.27, : 
singe aal Modem is an RS-232C cable, which a few wires crossed- 
receive data between both ends are eriss-crossed so-that the 


f ading edge of 
A peatedly to the leading e f 
requires enue modem can handle a continuous stream ! ya 
! Ock signal [fig. 1.26 (b)], The data bits are always 5!" 


tworks (VI-Sem.) 


inal is given to the other on th 
i the one terminal is given ae 
transmit data of (DTR) and data set ready (DSR) lines 


ta terminal ready 72 IDES ate y 
oupled so that one terminal’s DTR output becomes an indication ong 
: t 
l 


“DSR input: Finally, the request-to-send (RTS) output of each terming i 
to its own clear-to-send (CTS) and to the other terminal’s cartien 
input. A common line between both terminals provides a come 

reference for electrica 


| voltages and signals. By using the niullsmogat 
link can be established by two 
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Display Terminal 


terminals without the requirement fora Felephone 
An active RTS from one terminal signals its own CTS and the other x System 
CD. Similar action is established at the other terminal and data linkisy, Lines 
the data can flow in serial digital form between the two terminals, + 


Voice/ 
Fax 
MUX 


Telephone 


Terminal 1 Terminal? 
RS 232-C RS 232-C RS 2321¢ - 


Connector Cable Connector’ Fig. 1.28 Facsimile System 


Alken In the figure above, the Voice/Fax MUX block discerns between a fax bit 
“signal and regular voice call on a telephone line. In this block, voice 
Titommunications are directed to a telephone handset, while fax data are sent to 
3 | Kilax-modem. The fax data are received and demodulates by the modem and are 
gylecoded and processed by the processor block. Then it is sent to a specific 
reripheral, a printer, to produce a hard copy of the document or 2 terminal for 
i ideo display. Fax data can be entered into the system through a scanner or 
| is Tom previously scanned data, which is stored on disk or in computer's memory. 
7 {Ol The data are encoded and sent to the fax modem for modulation 2nd 
‘|, 040S8mission on the telephone line. ; 
ei A group III fax transmitter is shown in fig. 1.29. A 1728 bit-per-line 
29 | magital stream is produced by scanning and sampling of a document. 


NIC NIC TBR a 
dhe ource 


{N/C 
(N/E .- Not Connected) 


Ground 
Transmit Data 
Receive Data 
Request-to-Send 
Clear to Send 

> - Data Set Ready 
Carrier Detect 


Carrier Detect 


O u a un a UN 


Data Terminal Ready 


ce Scanner 
N/C = 
N 1728-bit Serial ae 
i Stream 9600-dps 
i Fig. 1.27 Null Modem. sol Nuttin: meta 
| í . neces Binary Wuffman Modulator Image 
A null modem is an EIA-232 interface that completes the nil Count Address Date Data 
R fool the DTEs at either end into believing that they bave Pi 
between them. Since its purpose is to make connections, #7 rf E Handshaki 
f andshake. 


ESK Data 


either a length of cable or a-device, or we can make Ts eft toan 


Standard EIA-232 cable and a breakout box which permits i : most vai! *Mt0 dp" Hianastiake Trsavfertect 
_ Mies in any-way we want. Of these options, the cable s n a bie 
used and the most convenient. . j a eA 
Hè - * aü dulator- > : +, «System + 
2.54 What are fax modems ? Draw and explain the 8": peeps ee pea tree 


transmit an f s 
ansmit and receive block; Bu Fig. 1.29 Facsimile Transmit Blocks 


ANS A DOCK digo fa cerfie cy Foo cece os ta eo fig 
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applied to a binary counter, which a 


i eam is : ; : 
This str d bits representing white. This count hel 


with a rate of 56,000 bps, known as 56 K modems, are on the 


S elt dems 
kani i DS ir ew mode: P : z wga 
representing blac! data output of the ROMis the co ny 0 modems can be used only when one party is using digital 
m] à t. These x t, 
pe ROM scoduleits a QAM modem. Some hang ioe. They are asymmetrical in that the downloading í flow of data from 
code, Wooa o FSK modem using an 1,650 Hz tone for logic 1 4 Jnternet provider to the PC) is a maximum of 56-kbps, while the uploading 
data are sent to a a data from the PC to the Internet provider) can be maximum of 33.6 


A an : 2 i 
Hz tone for logic 0. The joint QAM and FSK signals are applied to they cow ee one side is an Internet provider and the signal does not have to 
lines and sent to their destination. i 4 kbp A through a PCM converter, quantization is eliminated in one direction and 

The received data are demodulated by using QAM demodulay ve data rate can be increased to 56 kbps, as shown in fig. 1.31. 

fax information and FSK demodulator for the control data. Fig 14 the 
the fax receiver blocks. The digital data in serial form, from i 
demodulator, are converted into parallel data and are used to addressay 
decompressor (decoder) ROM. 


Quantization Limits 
the Uploading Rate. 


AM I e Data 1728 bits/Line 
2 Aad, Digital Input 
FSK Handshake Data 1 = Black, 0 = White 


Telephone 
System 
Coupler 


Telephone 
System 
ines 


QAM 


Demodulator 
>R 
= FSK 
Demodulator, Sear M 
M erial to} d 
Telephone >) Parallel i 
System Register, 


Lines 5 
Digital ae T Fig. 1.31 56 K Modems 
Encoded Data ransmission of da fi è seriber t e Inter owider 
Fig. 1. oe p As iB StERS Es ; 

Parallel data fie e Konana k wie D i stream 0. (a) Modem modulates the digital data at site A : i 
the informatio ) is reconverted to a seria _ zte P at site A (b) Modem transmits the analog data to the switching ston 
catia aton generated by thé scanner at the transmitting vit! On the local loop 

orma! i z inter or Y ER 
ton will be further decoded asitequired by the printer 01" (e) Data are converted to digital using PCM at the sve 


(d) Digital data travel through the digital network 


Pany and are received by the Internet provider computes. 


„that reproduces the actual document or image. gf’ tel 
A fax machine wi o evi, telephone cor 
€ with a sole purpose oftransmitting and rece lË A 
fr 


the decode: z St 8) fe : ; 
Some co: d ROM data directly to reproduce a hard copy of the oer N noj Whee 'S again the limiting factor in these steps, which means there i3 
Eii models of fax modems are — Robotics Spot odent in this q responi here, The user does not require such a high dass rue de 

with V.42 bis, V.32 bis and V.34 and PCISA internal NO" transmitted fon, only small blocks of data (like an email orama alt file} are 


2.55. Write sh a D 
j nort i Raya a own ? PSS 
oe note on high speed modems. pec. 2005 Modem ee or transmission of data from the Intemet provider to the 
Ans. The hi (R.GPK, ee © A occurs in the following steps — ne 
: igh speed modems are given below — through the ai (a) Computer of the Intemet provider transmits the digital dara 
£ y í 


è © 56K Mod, TER O j moll vital tele 
i lems tiona S elephone network 
to maximum of 33 Ș 2 i The data rate of tradi tions atl etwor' 
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(b) Digital data are converted to analog using inves 


e N 

he local loop osi 

dem on the lo! t 

the mo: (d) Atsite A, analog data are demodulated by the mde 
There is no quantization of data using PCM in this direction, Thelin 
joading is not an issue here; data can be transmitted at 56 kbps 
because large files are typically dowry 


the switching station er ; i 
(c) Atsite A, the switching station transmits the anal 


when up. í r 
is what the user is looking for, 


from the Internet. A l 
Thus, it is concluded that the maximum data rate in the uploading di 


is still 33.6 kbps, but the data rate in the downloading direction is now Séi 
(ii) Cable Modem — The traditional modems have the limitai 
data rate, which is mostly due to the narrow bandwidth of the loca, 
telephone line (upto 4 kHz). A modem can be designed to handle much hig 
data rates by using higher bandwidths. st s 
` ` The cable TV provides residential premises with a coaxial cable i 
has a bandwidth upto 750 MHz and sometimes evenmore. Generalii 
bandwidth is divided into 6 MHz bands using frequency division multipka 
and each band provides a TV channel. In order to permit a user to domb 
and upload information from 
the Internet, two bands can 
be set aside. 

The cable modem TY 
concept is shown in fig. fable 
1.32, in which a splitter is 
used instead of the traditional 
‘cable box. The splitter directs 
the TV bands to the TV set 
and the Internet access bands 
to the PC, 

Downloading, in general, needs.a 6 MHz bandwidth in a1? 
MHz. The 64-QAM technique is used for demodulation. It mean 
can download information at a rate of = 

: 6 MHz x 6 = 36 Mbps 
rat aes TGs are not yet capable of receiving data at this rate. 
el een 3 and 10 Mbps is used presently. wed 
eis natalensis a6 MHz bandwidth in a range below fa W 
Generally. OPS ae a generate a noisy environment pete ‘att 
, upload Gatormation ct ie Reed for modulation Tim ae 

FEE 7 arate of 

F 6MHzx 2 = 12 Mbps i 
The uploading rate between 500 kbps and 1 Mbps is 


Fig. 1.32 Cable Modem 


eal jit 
si 


nat 
ther 


used P 


ts we i 
jn 


il 


| DATA UNK LAYER — 


JEED, SERVICES PROVIDED, 
LOW CONTROL, ERROR CONTROL 


Q.1. What do you understand by data link layer ? Why we need it ? 


Ans. Data link layer is the second layer of the open system interconne: 
(OSI) reference model. The data link layer together with physical layer and 
the interconnecting medium provide a data link connection for reliable wansier 
of data bits over an imperfect physical connection. It improves the bit transpor 
service of the physical layer by controlling the errors. The data link laver 
includes error control, flow control and the associated link management 
functions. This layer receives the data from the next higher laver and adds 
Some control bits to a block of data bits to transfer to the other devices, The 
block of data along with the control bits is called frame. which is handed over 
to the physical layer. The physical layer converts the bits into an electiu 
Signal for transmission over the interconnecting transmission medium. The 
electrical signal is converted back to bits form by the physical layer 
Paek side and the frame is handed over to the data link layer. The data fink 
data i a the control bits and checks for errors. It hands over the receives 

S to the next layer when no error is found. 

shee ie service provided by the physical layer is transportation a 
electrical nysical connection but this capability has certam limitations, ue s 
or due rai a gets impaired due to the noise encountered are RITE 
its, There Me medium characteristics, errors may be. introduced In u j e 
Errors vt bi need to establish mechanisms to control tapi ana 
incoming a K be introduced ìt the receiving device is net m Ta 
mechanism aonn Paon the bits. arg lost I heiim : a a 2 ni meet 
these tiie needs to be implemented. The physical ayer ae a A 
are implemented Error control, Now control and other het ihi 

tom one Pa ited in the data link layer which ensures error iee e Ss 

€vice to the other, That's why we need data link layer. 


TUOT 


56 Computer Networks (VI-Sem. J 


0.2. State various design issues for data link layer, RaPy y 
2. a 


Ans, The design issues for data link layer are discussed beloy 
(©) Services Provided to the Network Layer | Y E 
responsibility of data link layer is to provide services to the network t 
principle service is transferring data from the network layer o te 
machine to the network layer on the destination machine, The two A 
layers communicate with each other by data link control Protocol, Y 
Following are the important services provided by data link layer 
network layer — e 
(a) Unacknowledged Connectionless Seryice By they 
suggest it is unacknowledged form of transmission. Here, the Source ny 
sends the data to the destination machine without any acknowledgeney 
this, no connection is either established or released. If the data is lota 


noise or interference, the lost data is not even recovered by the layer 


T, 1 : 
his service provided to be more reliable than other service 


(ii) Framing — i f gl 
service provided to j g- To service the network layer, data link layeri 


> Various simple 

(a) Character count 
: = (b) Starting and end 
(c) Starting and ena 


; “ser silt 
ing characters, with character SY" i 
(iii) Er, ; Ing flags, with bit stuffing. p 
Of frames: at he Lon ‘rol—To ensure'the proper sequencing and 84 i yh 
destination iewe ppa Oi, an acknowledgement should be $% 

E The receiver sends back special control: {ram 
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«ive or negative acknowledgements about the incoming frames. If the 
positive ives a positive acknowledgement it means the frame has atived 
sender rece ative acknowledgement means that something has gone wrong 
safely. is is to be retransmitted. A timer at sender’s and receiver's end is 
and the d Also sequence numbers to the outgoing frames are majmained so 
Ee ceiver can distinguish retransmissions from originals. This is ose of 
© aoe important part of data link layer duties. 

(iv) Flow Control — When the sender is running on fast machine or 
lightly loaded machine and receiver is on slow or heavily loaded machine. ther 
the transmitter will transmit frames faster than the receiver can accept them. 
Even if the transmission is error free at a certain point the receiver will simply 
not be able to handle the frames as they arrive and will start to lose some. To 
prevent this flow control, mechanism is incorporated which includes a feedback 
mechanism requesting transmitter a retransmission of incorrect message block. 
The most common retransmission technique is known as Automatic Repeat 
Request (ARQ). 

Error control in data link layer (DLL) is based on Automatic Repeat Request 
(ARQ) i.e; retransmission of data in three cases — 
(a) Damaged frames (b) Lost frames (c) Lost acknowledsements. 

œ) Physical Addressing — If frames are to be distributed tw different 
systems on the network, the data link layer adds a header to the fame wo 
define the Physical address of sender and/or receiver of the frame. 


9.3. Write a detailed note on framing. 
Or 
What are the various framing methods ? Explain. (R.GPV., June 2013 
3 Or 
How framing is done in data link layer ? Explain. (R-GP¥, June 076} 
tad sae this data link layer uses the service provided by the physical Byer : 
stream ana pr do to the network layer. The physical layer accepts a sae Se 
ensured to be tempts to deliver it to the destination. This: bit stream aak 
or more fies error free, Number of bits received may be less than, equal Ee 
Values. 1 is n the number of bits transmitted and they may hare different 
z upto the data link layer to detect and, if essential, correct emors 
and rie the data link layer breaks the bit steam up into discrete Frames 
destination th ‘ths checksum for each frame. After arriving a frame pokes 
is different fron checksum is recomputed, If the newly computed Checkin 
n error has | sg the one contained in the frame, the data link tayer knows that 
in 5 aappened and takes steps to deal with it. 
n Me aiy task to break the bit stream up into frames, One ppróich 
raming is to insert time gaps between frames, much like the- 


Vis 
© Obtai 
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between words in ordinary text. But, the networks rarely y 
guarantees about timing. Therefore, it is possible these gaps might he ak, 
out or other gaps might be inserted during transmission. Sal 

This is very much risky to count on timing to mark the start anq end 
frame. Therefore, other techniques have been devised. There are four th 

(i) Character count 

Gi) Flag bytes with byte stuffing 

(iii) Starting and ending flags, with bit stuffing 
(iv) Physical layer coding violations. 

In the first framing technique, a field is used in the header to Speci 
number of characters in the frame. By seeing the character countat the esting 
data link layer knows how many characters follow and hence where the ey 
the frame is. Fig. 2.1 (a) shows this technique for four frames, of sizes 5 
and 8 characters respectively. The difficulty with this algorithm is that they 
can be garbled by a transmission error. For example, when the character 
of 5 in the second frame of fig. 2.1 (b) becomes a 7, the destination will gli 
of synchronization and will be unable to locate the start of the next frame) 

_ to this reason, the character count technique is rarely used anymore. 

: Second framing technique gets around the problem of resynchronizi 

after an error by having each frame begin with the ASCII character seq 

DLE STX and end with the sequence DLE ETX. In this manne, h 

destination ever loses track of the frame boundaries, all it has to do is oh 
DLE STX and DLE ETX characters to figure out wheresit is: 5 ; 
i One Chari 


ELPEELT TELLE EET Peel 


Frame 1 Frame 2 
Frame 3 
-S Characters 5 Characters 8 Chatcser’ 


(a) Without Errors 


spaces 


Character Count 


N 


framed 
g Charante! — 


Error 


kaen A N eai 3 (b) With One Error pian 
a i Fig. 2.1 Character Stream 


ise This technique has a serious problem when binary data; 
“programs of floating-point NVI NET eine! E O oe. ei. clan 


such í 
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the characters for DLE STX or DLE ETX happen in the data, that wilt 
fere with the framing. One approach to overcome this problem is to kaye 
ender’s data link layer insert an ASCII DLE character just before exch 
the “dental” DLE character in the data. At the receiving end. the data fink Sever 
ached the DLE before the data are given to the network layer. This technique 
S how as character stuffing. Therefore, a framing DLE STX or DLE ETX 
can be differentiated from one. in the data by the absence or présence of a 
single DLE. DLEs in the data are always doubled. An example data stream 
before stuffing, after stuffing/and after destuffing is shown in fig 22. 


W Pe] E] 


`` (a) Data Transmitted by the Network Layer 


[Pef 
Stuffed DLE 


(b) Data after being Character Stuffed by the Data Link Layer 


(©) Data Passed to the Network Layer on the Receiving Side 
Fig. 2.2 
This framing method has the disadvantage that it is closely tied to the ese 
of 8-bit characters in general and the ASCII character code in particular. As 
networks developed, the disadvantage of embedding the character code length 
SE framing mechanism became more and more obvious. Therefore, 2 pes 
chnique had to be developed to permit arbitrary sized characters. 
Dashes hi technique, data frames are permitted to contain an arbitrety 
character wis and character codes With an arbitrary number ot bes pe 
Special bit m ned, It works like this. Each frame starts and ends wake 
data link toe ern, OLLLLLLO, known as the flag byte. Mneaevecihe panies 
Stuffs a 0 bit cine five Consecutive ones in the data, it autonencsts 
. Inthe bit st x SE ee ECO ; 4 
identifieq by ne nng the boundary between two frames canbe iriambiguousty 
all it has to do X ag pattern, Therefore, if the receiver loses mack pei 
ace at frame te the input for flag sequences, because they can only mki 
Lents} tetas un Br es and never within the data. } : 
R the physica’: of framing is only useful to rietworks in whic 
S encode r Opie contains some redundancy, As a ts Earr 
DEL Pate itof data by using P4 physical bits, Generally, us! n eip 
~S low-high pair is used for 0. The combinations fow-low 2 


that 
inter! 


h theencoding 
sample, some 


Used 


works (V-Sem.) Data Link Layer 64 


i. The scheme means that each : 
are e not used for data. Th at each dp, 
ae in the middle, making it easy for the receiver loge gnent 
boundaries. This use 0 

What is framing ? Explain different types of frani, Jompletely 
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e receiver sees five consecutive incoming Í bits, followed by ad 


A i i des is part $ tically destuffs the 0 bit. Just as character (byte) stuffing is 
f invalid physical codes is part of the 807 Lay sit, it nee arent to the network layer in both computers, so is bit stuffing 
data contain the flag pattern, 01111110 this flag is transmitted as 


pith their format R GRY, Vo i 1010 but stored in the receiver’s memory as 01111110. Example of bit 
Ans. Framing — Refer the ans. of Q.3. oo aaffing is given below — B 
Types — The different types of framing protocols are as`folioy, © 011011111111111111110010— Original data 
Gi) 011011111 0111110 1110 010010 — Data as they appear 


G) Character-oriented Protocols — The format of a fa inion ss 


character-oriented protocol is illustrated in fig. 2.3. Data to be carried R 


characters from a coding system like ASCII in a character-oriented mh s > A bits 
In fig. 2.3, the source and destination addresses and other Control infom z a 

are carried by the header and the trailer carries error correction OF error des, Gii) 011011111111111111110010 > Data as they are stored 
redundant bits, are also multiples of 8-bits. The one byte (8-bit) flag isa , N ake memory 


at the starting and end of the frame to separate one frame from the naj z P 
flag, comprised of protocol-dependent special characters, sighals thehg. 0.6. What is bit stuffing ? If the bit string OLLIIOIIILIGIIITIIG is 


end of a frame. The character-oriented protocol is a BISYNC.: ubjected to bit stuffing. What is the output string ? (R.GPV., June 2013) 
Data from upper layer oe Ans, Bit Stuffing — Refer the ans. of Q.5. 
_ [Variabie number of character | Given, the input frame is 0111101111101111110. After bit stuffing this 
Te BB 4 aput frame is shown as : 
Fig. 2.3 i - 011110111110011111010 


(ii) Bit-oriented Protocols — The data section of a frame iik. 
Sequence to be interpreted by the upper layer as text graphic, audi, Stuffed Bits 
and so on in a bit-oriented protocol. Although, in addition to heades! Thus, the output frame is 01 IL1OLILI1O011111010 
possible trailers), we still required a delimiter to separate one frame Q.7. A bit sr? : 
other. To define the starting and the end of a frame, most protocols Wata link l nR, PTIHOIIIIOLIII0, needs to bé trarsmitted at the 
‘special 8-bit pattern flag 01111110 as the dèlimiter as-illustrated in f ayer. What is the string actually transmitted after bit stuffing? 
The most popular bit-oriented protocols are SDLC and HDLC. Ans. Refer the f EGE Dee IMG 
Data from upper layer Q.8. Defi D 
F ariane namerne Ana Jene data transparency. (R.GPK, Dec, 2016) 
S. With the use 


NO the q of bit stuffing, arbitrary bit pattems can be inserted 


ata fie Pe a í 5 
ld of the frame, This property is known as data transparency. 


i oo |. 2.5 sh 

= SNOWS g exa eh, . ie, 

Fig. 2.4 EPO strictly pa ys an example of bit stuffing, In the first avo cases, the extra 0 
tly nece S 


2-3. What is meant by bit stuffing ? Explain. (R.GPV IM Ube algorta, Tha fravoidinga flag pattern but is necessary for the operation 
What is th Or i “Alo 8 used ag with, pitfalls of bit stuffing are also illustrated in this figure. When 
ES e role of bit stuffing in data transmission ? ja One, Conversei, an ending and a starting flag, a l-bit error merges wwo fames 
An Bi (R.GPY at ön PC's a l-bit error inside the fame could spfit it in Wo. 
S. Bit 5 Ki (Aa rigi z X 
are five aee ting 5 the Process of adding one extra 0 bit wher Alter ti i i TLEtrrOtrririparirarienrt 
data for a fla tide U's in the data so that the receiver does "9 a Maing It ILIOLOIEIILOLIOLITOUETTÓ 
i : In i . s 
ata stream, extra bits are inserted to avoid the (a) Example 


Of unintended cont, 


Tol -sequences, 
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Stop-and-wait sends one frame at a time While sliding window sends 
ivg. several frames at a time. 
kved.. Q.10. Write a short note on error control. 
(b).An Inverted Bit Splits A Frame in Two i a 
paei e] Flag ` | Trånsmiteg: Define error control. l l meer o a 
i pran Ans. The data link layer gives surity thatall frames are eventually delivered 
Bit Inverted ey to the network layer at the destination and in the pro, 


per order. Suppose that, 
td to whether they were 
ged connectionless Service 
nnection-oriented service. 


_ Received the sender just kept outputting frames without rega 
ial 


x ome arriving properly. This mightbe fine for unacknowled; 
(c) An Inverted Bit Merges Two F rames but would most certainly not be fine for reliable, co 


Fig. 2.5 Bit Stuffing The usual way to ensure feliab 


receiving device must have-the ability to inform the sending, * fics imp 
those limits are reached and to request that the transmitting e y On ran 
fewer frames or stop temporarily. Checking and processing of ft ae Functions of 
data must be done before they can be used. The rate of suçh m "i hed Control — 
incoming data is often slower in comparison to the rate of Ge ror Control 
to this reason, every receiving device has a block of memory, ba 
which is reserved for storing incoming data until he oH we 
~ the buffer starts to fill up, the reéeiver must be able to ae 
transmission until it is once again able to receive. fo Fi 
„The flow control mechanism can be achieved in ane i ‘ 


(i) When some data is sent, the incoming fya fia 1. It is necessary that the structure of the frame is known to both the 
and processed at the receiver's side. Since any rece the dala Miso ae layers so that Control bits can be recognized, Data link layers should 
speed of processing and a limited memory to store mes oF 5 formance On the set of procedures to be adopted for exchange of control 
able to tell the transmitting deviée to send fewer fran sot Ditra to 


x jyer is n0t, entro fune sp Pecified Set of rules and procedures for carrying out data link 
until it is once again able to receive. So, the receive it Ac atin HAR 

; (i) When the fames arrive. at, the eo a link control s 
acknowledged by sending an ACK frame. If the fran w (ii) 
the receiver sends an error message (NAK frame): i i 


he r ‘catio j fii) g 
| To'control the flow of data across communic pool, gi 
have been developed — 


ortant functions of data link layer. Explain flow control 
(R.GPRK, June 2014) 

Data Link Layer — Refer the ans. of Q.27 (ii) (Unit-h, 

Refer the ans. of Q9. 

— Refer the ans, of Q.10. 


K LAYER PROTOCOL — ELEMENTARY. & SLIDING _ 
DOW PROTOCOL = 1-BIT, GO-BACK-N, SELECTIVE 
REPEAT, HYBRIDARQ 


0.12, What is data link protocol 2 


z4 


n as data link control. 
pecilies the following = wou ald 
; sizes of the various fie! 

he fame, that is, locations and sizes of the various 
Ontents of these fields ; 

‘ carry out the flow 
quence of Messages to be exchanged to carry out 
t control and link management funetions. 


js dam k 
is i Format of t 


© Stop-and:wait"- (ii) ‘Sliding window. 1 


Hi 


Data Link La 
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anizati lo rhe RNR (Receive Not Ready). Since the data frame 
i anufacturers and organizations deve P Many dati jj, ive Ready) or hg: as 
eases PeR broadly satisfy basic functional needs o f the thy RR (recoin g for acknowledgement, it is necessary to put some value in it, 
tn ice offered are different. Frame formats and conte wal includes 4 knowledgement. In such a case, the sequence number 
ut sS 


3 is no new ackr ‘ ee £ 
fields are very specific to each protocol. Some examples Of data a it eenowledgement is repeated, which the other station ignores being a 
il M of lo 


follows — t icate one. 

are as G) High-level data link control (HDLC) dup! aie DiS PREE A, 

Gi) Synchronous data link control (SDLC) ” (R.GP.V., June 2004, Dec. 2010; 

(iii) Advanced data communication control procedure (Ay Ans. In stop-and-wait protocol for flow control, the sender waits for an 

Gv) Binary synchronous data link control (BISYNC, BS. acknowledgčiiëñt after every frame it sends. The next frame is sent only after 
receiving the acknowledgement of previous frame. This process of alternately 
sending arid waiting repeats until the sender transmits an end of transmission 
fraitie (see fig. 2.6). 

Sender Receiver 


0.13. Data link protocols almost always put the CRC in atrai 
than in header. Why ? (R.GP V., June 2M 

Ans. Data link layer protocols almost always put the cyclic nig 
check (CRC) in a trailer rather than in a header because in data link by 
control is normally achieved through a trailer added to the end of iki 

Also, CRC technique appends the CRC bits to the end of data ste 
then the resultant data is sent to the CRC checker for error detectiont 
checker the data bits plus CRC bits.are divided by the predetermirit 
and if the division results in all remainder bits zeros then data is emit, 
accepted else it is rejected. 

The CRC is computed during transmission and appended tot“ 
stream as soon as‘the last bit goes out onto the wire. If the CROW. 
header, it would be necessary to make a pass over the frame to cost 
CRC before transmitting. This would require each byte to be hand 


i 3 filet 
once for checksumming'and once for transmitting. Using,the tall” 
work ‘in half. 


ah. Time 
| . Time 

2.14. What is piggybacking ? (R. GRY, June 200, w Stop-and-wa; Fig. 2.6 Stop-and-wait Protacol 

Ans, The technique of temporarily delaving outgoing acta | Works as fo lowa flow control is the simplest form of flow control which 
so that they can be hooked onto the next outgoing data frame. 

Piggybacking. It is 


fram ej 
$ we the p £ is transmi 
used in the two Way transmission of data fam” ; he fra, a itted by 


ri a fame, it shows it P a source entity, After the destination entity reeives 
NS : aC = s its desire ERN > 4 
e ribniițating stations, in orderto improve the use of ob fe tr ledgement ta in r to accept another frame by sending back an 
Or tw. y tola Ce mus: h S ame just received, fore sendine y zo 
ande ra stations to exchange data, each station needs seit teknoa ait until itreceives HA Se: aR snige T ERNS 
lea one window is required for transit and one for oil: Petfonns omn the destination can Hoo tee oe ‘withhokiing 
$ , g pre n er fa $ an s > > E ` cedure 
m owledgements to the other side. Piggybacking P is. NE and, infact can hi ; op. e How-OE data This: procedure 
UPPort to this require ; two peld i à Age fran > can hardly be improved upon when a message is sent in 
ties quirement. Each data frame includes ye arge block ope However, it is one - 
Sequence number of jd the seat" i ata j > 1t is, often the case when a soure will break up a 
of the acknowled of the frame and another to.ho d the? i 2 Into smaller blocks:and sends:the data in many frames. 
TERS €dgement. Thi ion sends -= z ai NE fa 
acknowle, dge » Thus, the station + atid ‘ait procedure é : x 3 
ment, t <5 ; nical © may be inadequate with the use of multiple 
some conditions Seether in one frame, saving commu bu ess q! ip 


age, Serious inefficiencies result in situati 
the link į efficiencies result in situations where 


> if the stati to sca i 
acknowledgement, ation has no data S greater than the frame length. This is shown in fig. 


: „mént: 
then it sends a separate acknowledgem? : 
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£ e, the transmission time is normalized to on 
e as the variable a. EA ifa 3 l , the Prop 
less than the transmission time. In this case, ame is ong eion 
bits of the frame have reached at the destination before 
transmission of the frame by the source. Ifa > 1, then the Pro} 
greater than the transmission time. In this Cases, sender 
transmission of the whole frame before the leading bits of that 
the receiver. This can be said in another way that larger values‘ 
with higher data rates and/or longer distances between stati 


Source Destination ¢ 

ə Framel i 

E 

ʻa Frame 1 2 
E & 
=. Frame 2 E 
Z Š 
& Frame 3 Frame 2 = 
A 

z Frame4 Frame 3 5 
4 Frame 4 3 
2 Frame 5) 8 
= 
R Frame5 


(a) Error-free Transmission 


Fig. 2.7 Model 


Both parts of fig. 2.8 have a 
Process over time. F, 


of Frame T ransmission 


or both the cases, the first four snapshots 


—_ 


Canı 


a 


Pagi 
Comp receiver, StOP~ 


Ofa are ‘ 
Ons, ; 


y X 
() Transmission with Losses ad! 


-aai 
Sequence of snapshots of the tian 
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thm, 
ioy ‘process of tr 
ak. the return of 


ini d the last snapshot represents 
na frame containing data an £ 
aaa i aenow]edeerient frame. It should be noted that fora xi 
a  aerntilized and even fora < 1, the line is inefficiently utilized, 
ety Jine is a ier high data rates and very long distances between sender and 
i of ver 


itt, In the case and-wait flow control gives inefficient line utilization. 


6. Whatiare the reasons for breaking a long data transmission up 
O aber of Trames? (R.GPK, Dee. 2016) 
i number ‘ 7 Pia 
7” aa There’ are following reasons for breaking a long data transmission 

upto a number of frames — Rae 

(i) The buffer size of the receiver is limited. . 

GD On a shared medium) like LAN, it is normally desirable not to 
allow one station to occupy the medium for an extended period, therefore 
causing long delays at the other transmitting stations. : 

Gii) The longer the transmission, the more likely that there will bean 
error, necessitating retransmission of the entire frame. Errors can be detected 


` sooner with smaller frames and a smaller amount of data requires to be 
retransmitted. 


wg., 


Q.17. Write the advantage and disadvantage of. Stop-and-wait protocol 
Ans. The advantage ofstop-and 


À -wait is its simplicity, each frame is checked 
acknowledged before the next 


frame is sent. 
The disadvantage is inefficie 
fram, 


repr! '& uses the entire link from th 
» feceived. Thus if th 

€ Spent wait; 
e total trans 


and 


ncy; stop-and-wait is slow. Only a single 
e time it is sent till its acknowledgement is 
e distance between the sender and the receiver is long, the 


ing for ACKs between each frame can be significant portion of 
Mission time, 

2.18. Defing Prop 
“packets TB propag 
; deperi Ong the link 

ends 

S on the type o 


Q19, Explain 


agation-delay, 


ation delay or torop is the time required to, transmit a 
Connecting the Source and the destination. This time 
f transmission medium used. ca 


stop- ji Ka 
op-and-wait Protocol. Derive the expression, 


for utilization. 
Ans, Stop-a 1 (R.GPY, June 2074) 
ization, ne pran Protocol — Refer the ans, of QS, 

angsm; or BFI i a . 
mitted ag a egüe, Oy ~ It is assumed that a long message is to be 
(i) Stati Wee Of frames En Ba... Fy in the following manners = 

Gi) gaa” St transmits BF, 

Station 9. p. ‘ 
Gii St on S3 transmits an 


acknowled gement 
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(iv) Station $2 transmits an acknowledgement is assumed that two stations, A and 


working. For this, it 


: ie i tation B allocates 

eee T > Now, We SCS S a full-duplex link. For W frames, stati s 

(v). Station S; transmits Fn UN p, are connected are, B can take W frames and A is pees to ga 
(vi) Station S2 transmits an acknowledgement, +. puffer gon thout waiting for any acknowledgement. To keep 


OW frames 
thy frames have 
Mey sending an ackno 
sequence number 


is labeled for each. By 
wledged, a sequence number is led f 
Se Tranent, B acknowledges a frame which includes the 
of the next frame accepted. This acknowledgement also 
ee i de ready to receive the next W frames, starting 
Tp = tprop + frame + fproc + throp Eht implicitly announces that B is made y 


i is method can also be used for acknowledging 
where, tprop i8 the prop agation time from S; to S2, tame is the time, with the ence a of sequence numbers which is permitted to 
frame (time for the transmitter to send out all of the bits of the fram, multi ` : 


í 5 2 and DR anans a list of sequence numbers which is made to receive. 
the processing time at every station to react to an incoming event ai, E list can be thought of as a window of frames. The operation is known 
the time to transmit an acknowledgement. D gsi dow flow control. k 

Consider the processing time is relatively negligible andi Sliding-window. process is shown in fig. 2.9. In this figure, a 3-bit 
acknowledgement frame is very small in the comparison of a data fran sequence number is used, so that frames are numbered sequentially from 0 
of that are reasonable assumptions. The total time to transmit the d| through 7 and then the same numbers are reused for subsequent frames. The 
can be expressed as — shaded rectangle shows the frames which may be sent. In this figure, the 

T=n (2tprop + thrame) sender may transmit five frames, starting with frame 0. Each time a frame is 

In this time, only n x thame is actually spent in transmitting dt transmitted, the shaded window shrinks. Each time an acknowledgement is 
rest is overhead. Hence. the utilization or efilsienaycan be wate 4 tained, the shaded window increases. Frames between the vertical bar and 

$ € shaded-window have been transmitted but not acknowledged. The sender 


The total time to transmit the data, T, can be written as T= 
Tp is the time to transmit one frame and obtains an acknowle if 


be written as follows — $ 


nxt team i s : 
ie A frame E z must buffer these frames in case they require to be retransmitted. 
Te th p n( tprop + t frame ) 2tprop + tame aah Frames Buffered 
e parameter a is defined as — ala} ÉE exams Already Until Acknowledged Window of Frames 
s s i ‘ansmitted that may be Transmitted 
E Propagation time 8 Epon ——_— SO 
. . p 2 =e 
Frame transmission time = tame cece LEE] 
then, ae b Frame 
1+2a rh ay Sequence ie Frame re 
This is the Maximum possible utilization of the link.’ ‘Aetual wil Number “Cknowledgea: Window Shrinks from Window Expands 


I i Last Frame ailing Edgeas from Leading Edge 
Ower since the frame has overhead bits. When both tprop 4 W ‘Transmitted Frames are Sent as ACKs are Received 


cons 3 A bot oP ie 
evans en Parameter a is also a constant. This i8 typical i (a) Sender's Perspective 
gih frames are often used for all except the last fram?’ i 


and fi ipt ae 
°F point-to-point links, Propagation delay is constant. 


220. Explain slidi i F ae Receive ACK to be Sent Window of Frames 
plain sliding-window Protocol in detail. io ry ttt may be hat may be Accepted 
06, June 
oe 


(R.GPV. May/June 20 y eee 
What is th Or yp 
e mechanism o Megs < y trol? } 
sli w coni M 
example. f sliding window flo RNs M : aonne 4 : a 
Ans. Tp stop-and he ‘ie : Indar Shrinks from a Expands 
it B ce Wal i a F “ast Frame Wailing Edge as rom Leading Edge 
transit: But t flow control, only one frame for Recent Brames sb i eee ae ete 


when t . : i 
(a>1), it results near Laeti of the link is greater than. 


‘transit at the'sathe 4 ficiencies, By permitting multi 
re ae efficiency can be greatly improve’ 


2S 


(b) Receiver'y Perspective 


Fi, may : 
1S. 2.9 Sliding-window Depiction: 
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Actual window size requires not be the maximum possi), al 
; i mber length. As example, using a 3-bit sequen, a 
siyentsequence’nm d for the stations using the q; 
window size of 4 could be configure g 
flow control protocol. : Š à 
Fig. 2.10 shows another example. A 3-bit sequence number fay 
imum window size of seven frames are assumed in this example, 
A and B have windows showing that A may transmit seven i 
with frame 0 (FO). After sending three frames (FO, Fl, P) i 
acknowledgement, A has shrunk its window to four frames.and.a Cony 
transmitted frames are maintained by it. Window. shows that A Maj 
four frames, starting with frame number 3. Then B sends an RR (reveie, 
3, that means “All frames up through frame number 2 have been receipe. 
and I am ready to receive frame number 3; in fact, Iam ready to recai 
frames, starting with frame number 3”. With this acknowle i 
up to permission to send seven frames, still starting with frame 3.Am 
discard frames which now been acknowledged. A proceeds for tras: 
frames 3,4,5 and 6. B returns RR4 that acknowledges F3 and permits tasi 
of F4 through the next instance of F2. By the time this RR reachesAi 
already transmitted F4, F5 and F6, and thus A may only open its wih 
allow sending four frames starting with F7. a 
Sliding-window flow control is 
comparison to stop-and-wait flo 
sliding-window flow control, th 
which may be filled with frame: 
may be in the pipe at a time. 
Source System A 


————— 
ELEEEED PTT EEE EE 


e sigs 


frames, te 


potentially much more efit 
Ww control. The reason behind it is t 
e transmission link is behaved like 19 
s in transit. On the other handy only! 


Destination 


R 
or a 
EREE 
— F3 
——— 


HR 


3 7 
oe Example of Sliding-window Pr otoc?! 


dgement, Aii f 


ŞystemB [ 


wde 
TA , 
m 


T : 
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erel hanisms used in brief. 
ii ifferent flow control mec: 
lain diff 


Q.21. EXP Spaute AT 
Refer the ans. of Q.15 and Q.20. 


idii indow protocol help to reduce congestion to 
How does SAIS ree (R.GPY, Dec. 2017) 
uae liding window method of flow control, several frames can be in 
Ans z tne Data traffic in full duplex A and B both send the data at the 
ee = ack signal is send together with data, thus acknowledged signal 
same ti 
; d pigged backed. i 
E a Pa datato B and then wait for ack. Now if B does not have any data 
to send it wait for some time for data, if it does not have data than it sends 


Ans. 
Q.22. 


simple ack signal. 
A B re B 
(0, 1) Ag 
Ag@D 
By (0, 0} 
©, 0) By 
G0) Ay 
A, Gm 
BOD 
Liner 
GDB, 
Fig. 2.12 
2 as following assumptions — 
S] Data transfer is duplex A 8 
cPt of piggy tracking is used OD Ag KON 
we hannel is noisy Se <a naD 
ave one been Sender and receiver A pa e Rae 
er each yO, 
GV) Rece, 0ng, | a ne ees 
Processing ra nivor has finite a, 0) N m ma 
ame simult Lif both station send (1,08 — a ae 
taneous] C1, 0) By Bit 
fic? both sly, WDA a] t 
in Q ee, $ 
SA ltaneous tt end B send data QB, Apa Wy 
Nes, g efficient cach frame send 2 Fie. 213 
® is ng rch decreased to 50%, ara 


Q.23 & 


window protocol Also explain how does it help to 
(RGR, June 2014) 


* ans, of Q20 g: 6.33" 
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0.24. With the neat sketch explain how each frame Will be 
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i tri i 

ice in one bit sliding window protocol if both eng Start p, 

twice in 


half of the frames contain duplicates, even though there 
ing he fig. 2.14, ha! nae Se ke pl 
(R.Gpy 5h Intl ission errors. Similar situations can take Place as a result of 
simultaneously. Or wee are no ae even when one side clearly starts first. In fact, frames 
Write the procedure of one-bit sliding window Protocol, Geen GF oe times when multiple premature timeouts take place, 
rue -GRY, E E . An asterisk indicat 
o RGR, Nowy i oy the notation is (seq, ack, packet number). An asterisk indicates where a 


cepts a packet. 
Explain 1-bit sliding window protocol. RG PY, Dy network layer accep 
X] = 


' 45 is i liding-wind, tocol ? 
A one-bit sliding window protocol is a bidirectional Protocd Q.25. What is the efficiency of a sliding-window fags = F SE 
bit ‘ine saint protocol, one of the two data li liye e , 
it s 


its the first frame. In the event that both data link layers ye Ans. In sliding-window flow control, the Wri st = the — 
Seale a peculiar situation arises. The starting machin a. For convenience, le 
sim 


e fik determined by the window size W and the value of 
i i i i lize frame transmission time to a valı 
its network layer, builds a frame from it and tannjj us again norma € ; f 
ey ee so the receiving data link layer checks data link lye propagation time is a. The efficiency of a full-duplex point 
S > p on : 
to see if it isa duplicate. When the frame is the one expected, i 


so small that transmission line be negligible. 


2a +1, ting performance, two cases 


i i it wi dframeg *Te Needed to consi 
Ifthe first valid frame arrives at B, it will be accepted, an à 
Case (i) — w = 2a +1. Before A has exhausted its window, the 
"a fo Nledgement for frame 1 reaches A. Therefore, A can transmit 
twork layer because all the duplicates have ad". ontinuously with 
B is still waitin 


ae, y no pause and normalized throughput is 1.0. : 
g for an A transmits (0,1, A0) reset came’? -W < 2a + 1. At t = W, A exhausts its window and cannot 
acknowledgement of 0. ~ nis nut addition: ilt=2a + 1.Therefore, normalized throughput is 
B transmits A a frame A receives (0, 1, BO)* 
Containing seq = 0 and ack = A transmits (0, 0, A0) 
Oafter every rejected duplicate 
comes in. Eventually, one of 
these arrives Correctly at A, A receives (0, 0, BO) 
Causing A to start transmitting 4 transmits (1, 0, Al) 
the next Packet. No 
Combination of lost frames or 
premature timeouts can cause 
the -protocol to deliver 
_ duplicate packets to either 


ye 
or to skip a Fig. 2.14 A Scenario for g 


A receives (1, 0, B1)* 
A transmits (1, 1, A1) 


ann 
Packet, or to get into a ne 
deadlock: 
i IfAandp simultane ously initiate communication, afe (@) W > 2a +1 
. and the data link layers then get into situation show? "7: 
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y 
a 
El 

>] 
z 
: 
z 
b 


— 


b) W<2a +l 
Fig. 2.15 Timing of Sliding-window Protocol 


: Thus, the utilization can be written as — 


Vata LINK Layer fo 


1 receipt of a frame, a negative acknowledgement 


i fu i 6 
cK) showin. sanen aefa] receipt of a frame, and the specification of 
bl AK) showin. me error. These mechanisms are collectively known as 
i hich pe Request (ARQ). There are three ARQ techniques — 
| Automate Stop-and-wait ARQ 
(ii) Go-back-N ARQ 
(ii) Selective-repeat ARQ. ; i 
© Stop-and-wait ARQ = Stop-and-wait ARQ is the simplest 


ission protocol. Fundamentally, it uses the stop-and-wait flow control 

i e but with an additional capability to retransmit lost or corrupted frames. 
Coa i dditional feature, the receiver discovers an error in a data frame and 
pa tisa showing that the frame should be retransmitted. 


eturns a NAK to the sender a Iou 1 s 
ii source sends out one frame and then waits until it receives either an 


ACK or a NAK before transmitting the next frame. The sending device is 
“equipped with a timer which indicates how long it should take for an 
acknowledgement to. comeback. If none is received within the allotted time 
i period, the souree assumes the last data frame was lost in transit and reiransmits 
‘it. Because the stop-and-wait mechanism is very inefficient, it is not widely 


used. 
2 1 -3e 
u=4 W BAN A © A Gi) Go-back-N ARQ — Go-back-N ARQ is based on the sliding 
% w s 2a+1 4 window flow control, which is also known as continuous ARQ. In this 
: 2a “technique, a series of data frames is transmitted continuously without waiting 
pany the seguente number” “ii foran acknowledgement. Number N specifies the number of: successive frames 


is given for in an n-bit field and 
W-=2"—1 is the maximum window 
size. The maximum utilization 
achievable for window sizes of 1, 
7 and 127 as a function of ‘a’ is 
shown in fig. 2.16. Window size of 
1 shows the stop-and-wait flow 
control. Window size of 7 (3 bits) 
is sufficient for several applications. 
Window size of 127.(7 bits) is 
adequate for larger values of a, such 


as may b = F, z 
wans ined in high-speed 


226. What is an ARO ? Explain different ARQ 


Write the different 
Ans. 
combined 


vol wie h can be transmitted in the absence of an ACK ora NAK. If receiving 
NY that, detects an error in a frame, it transmits a NAK to the transmitter for 
rame. Then, receiver discards all further incoming frames, whether or 


A 
& 


= i - 

$ ki ji She good, and now waits to receive correctly the frame which was'm 
504 i Yi ore accepting any other frames. i 

\. frame fe the transmitting station receives a NAK, it must retransmit the 
Me EN, eae plus all succeeding frames. Therefore, the name go-back- 
0.0 ~ Must be pada which were transmitted after the damaged frame also 
a 1 103 j Peviousty p mitted. When an error takes place, this may. affect up to N 
“yt back ay AG cansmitted frames, As is the case with stop-and-wait ARQ, the go- 


uses a timer mechanism which informs the transmitter how long 


at fy © ns $i se 
d for an acknowledgement to come back before it resends 
Bed frames, 


{ Specifi (iii) Sele 
te lost of da 
an t 


10 
gai indow t 
Fig, 2.16 Sliding" js I should y 


fae 

unction unag 

as a Func” 5M cknowlg 
vel 


recht 
(R.GP Vy June 2! 
Or T a 4 
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Í 


the additional major burdens of storing frames whi 
keeping track of which frame was incorrect, 
retransmitted frame into the appropriate sequen: 
the additional logic required for such function: 
implement, selective-repeat ARQ is used mu 
back-N ARQ. 


ch folloy | 

and inserting y a 

ce when itan. 

s is costly and $ 
Coy 

ch less ag compa 


Q.27. Explain the noisy channel protocol — Go-back.jy A 


Rg, 


l- R.GPYy, Day 
Ans. Refer the ans. of Q.26 (ii). 


Q.28. Explain the mechanism of stop and wait ARQ, 


RGRY, Ji) 


base of stopati 
y the source station and theng 


Ans. Stop-and-wait flow control technique is the 
ARQ. A single frame is transmitted b 
station must await an acknow- 


Frame A 
ledgement (ACK). Until the Transmission 
destination station’s reply arrives Time 
at the source station, no other data Propagation 
frames can be transmitted. Time 

Two. types of errors could 
occur. First, the frame which 
-arrives at the destination could be 
damaged. By using the error- 
-detection technique, the receiver 
detects this and simply discards the 
frame. Source station is equipped Timeout 
with a timer to account for this Interval 
Possibility. After the transmission Frame 0 Lost; 
a frame, the source Station waits 4 Retransmits 
for an acknowledgement. In the 
Condition, when no acknow- 
ledgement is received by the time 
that timer expires, then the same 
_ frame is sent again. It should be ‘Timeout | 
noted that this method needs that Interval 
the transmitter mainta; 


insacopyof ACKO Lost; 
# transmitted frame until an A Retransmits 


dgement is received for 


Damaged acknowledgement 
is the second type of error. This 


Ie gt 
amig 


| receive 


n Protocols, 


Peat error contro 


an 
Sender is all 


i « ora ti 
| Window, Thi me 
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‘ollowing situation. Station A transmits 

can be cleared pi iam that responds with an acknowl 
Breceives se K is damaged and is not identified by A, wh 
Jn transit, the transmit the same frame. This duplicate 
time-out and Pate’, B has received two copies of 
dby P. ate. For avoiding this problem, frames are alternately labeled 
they were ne ositive acknowledgements are of the form ACKO and ACK 
Te ath hesliding widow convention, an ACKO acknowledges receipt 
1a pi ope TR 1 and shows that the receiver is ready for a frame number 0. 
poids of the use of stop-and-wait ARQ is given in fig. 2.17 which 
s the transmission of a sequence of frames from source A to destination B. 
a described two types of errors/are shown in the figure. The third frame 
— by A is lost or damaged and thus no acknowledgement is retumed 
by B. A times out and the frame is retransmitted. Later, a frame labelled 1 is 
transmitted by A but the ACKO for that frame is lost. A times out and the same 


a frame. Station 
ledgement (ACK). 
ich will, therefore, 
frame arrives and is 
the same frame as if 


frame is retransmitted. If B receives two frames in a row with the same label, 


then it discards the second frame but transmits back an ACKO to each. 


The main benefit of stop-and-wait ARQ is its simplicity. Tts main 
disadvantage is that stop-and-wait is an inefficient mechanism. 


is “Go- -N” and “Selective Repeat” 
0.29. Discuss and compare DLL “Go-back- B GOT DESID 
Or ; g 
With the aid of frame sequence diagrams and assuming a selective 
1 scheme, describe how the following are overcome using 
explicit retransmission — 
®© A corrupted information frame 
(i) A corrupted ANCK/NAK frame. a 
Ans, Protocol Using Go-back-N — If we have short frames, TE 
ae transit (Propagation) time and a high bandwidth line then it will resul m 
w utilization of bandwidth because the sender waits foran qian ia 
ets Sending another frame. A much better efficiency can be ane n 
lowed to transit upto w frames before blocking, instead F 
e choice of w the sender will be able to ree up the a 
equal to the round-trip transit time without filling RA 
'S technique is called the ipelining. Sle anes 
hen frames are pipelined bess Ac unreliable cornmunication ohera to: 
^ errors are bound to occur. There are two basic approaches adop! 
el i are 
he fiat, H a presence of pipelining. PRE discar 
Ubs, 8Y Is called go-back-N, where he discarded fram 
Tames, Sending no acknowledgements for t : 


both implicit and 


ana n 
frames PPropriat 
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This strategy corresponds to a receive window of size |, In a t 
data link layer refuses to accept any frame except the next one i n 
the network layer. The pipeline will begin to empty when the șa; Y4 


Sênidep, 
fills up before the timer runs out. Eventually, the sender will i 


Pa 


retransmit all unacknowledged frames in order, starting With th 
lost one. This approach can waste a lot of bandwidth when 
high. This is shown in fig. 2.18. 


H— Time Out Interval —{ 


tis 


4 
wo 


Frames Discarded by 
Data Link Layer 


Fig. 2.18 


The other 
is called 
frames following t 
wrong, it just retra 
second try 
frames in Sequence, so the 
and the highest 
window larger 

buffered until all 

en the window j 
layer memory. The 
requirements, This 


h 


Time Out Interval > 


PEA TE RRRAREP 

oe HNN TN et Ngo tn A re | 

AS C > O ERR fifo 
Error —_{ 


Time 


Packet 2-8 Passed 
to Network Laye 


t. 


Fig. 2.19 


Buffered by Data 
Lin Layer 


| more than 
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do not assume that the network layer has infinite 
ocol, we do stead whenever it has a packet to send, it can 
ts to eat to happen. However, in order to enforce 
layer-reat i layer uses the enable-network-layer and disable- 
he data a revent network layer to overburden it with more 
~~ swe of unacknowledged frames should not be 


. ti 

Jn this pro 

of packe 
pe network- 
T w control rule t 
noy rk-layer pr poe 
packets. At any ume, 


a eas mes arriving after an error but 
i tocol do not buffer the fra: g 
Although this pro 


i til it gets an 
track of all, transmitted frames until it g i 
the sender, Cote receiver that they have been accepted as it may have 


transmit all unacknowledged frames later. All the previous frames are 
to retran 


l automatically acknowledged wheman acknowledgement comes for frame a. 
‘o autom: 


This property is specially important when some of the previous 
IS 


| acknowledgements were lost or garbled. When an acknowledgement amives 


the data link layer checks which buffered can be released and proceeds by 
i k layer. 
accepting more packets from networ! ; ; ; ' 
Since there are multiple outstanding frames, it logically needs multiple 


© timers, one per outstanding frame. Each frame times out independently of ail 


the other ones. All of these timers can easily be simulated by software, using 
a single hardware*clock that causes interrupt periodically. The pending time 
outs forma linked list, with each node of list telling how many times the clock 
ticks before the timer goes off, the frame being timed, and pointer to the next 
‘node. : 
The implementation of timer can be understood with the help of fig. 2.20 
alee ns Consider the clock ticks once every 100 msec. Initially, the’ teal 
10: oS : 00.0 and there are three timeouts are pending, at 10 7002005, 
time is, -3 and 10: 00: 01.9, Every time the hardware clock ticks, the real 
Updated and the tick counter at the head of the list is decremented. 


When the ti 
om Meir counter becomes zero, a timeout is caused and the node removed 
Ist, as shown in fig. 2.20 (b). 


EHER 


Pointer to Next Time Out 


Frame being Timea 
Vicks to Go 


Pig. 2 re (a) @ 
A Protoe ae Simulation of Multiple Timers in Software 
erro Are py SING Selective Repeat — The above protocol works well 
“re, but w line is poor it wastes a lot of bandwidth ‘on: 


Real Time. 


hen the 
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retransmitted frames. An alternative strategy for handling ep.. a t after the receiver advanced its window, the new 
the receiver to accept and buffer the frames following a dam oT The problem is tha mbers overlapped the old one, Therastier Sruaable 
until that frame is correctly received and then all the frames alt eof valid sequence on inal frames and the duplicate ones, the solution to 
the network layer in correct sequence. Such a protocol does not i "istinguish Coast window overlapping after the receiver advances 
nearly because an earlier frame was damaged or lost, e e: ș problem is to avol um window size should be at most half the range of 
In this protocol, both transmitter and receiver Maintain gy, jts window- Tne oe ain ensure that there is no overlap, as shown in fig. 2.21 
acceptable sequence numbers. The transmitter’s window Size g : “the sequence — le, if three bits are used for sequence number than 
and grows to MAX_SEQ. The receiver’s window is always fixe, ' (c) and (4)- For par p will be 4. In general, the window size for protocol 6 
equal to MAX_SEQ. The receiver has a buffer reserved for ne maximum window T a 
number within its fixed window. There is a bit associated With will be (MAX_SEQ ya 


i r ld, with sequence number range of 2%, 
i full j z K-bit sequence number fie , K 
which tells whether the buffer is or empty. Whenever a fatte, a ae Moi ee Mad Wb A ve repeat is SKA 


sequence number is examined to check whether it lies within the i $ x F 
so, and if it is not received earlier, it is accepted and stored. Itis x Jn selective repeat, the maximum window size should be no more 


network layer only when all the lower numbered frames have been df half the range of sequence numbers. 
to the network layer in correct order. í The receiver will never accept frames whose sequence numbers are above 


Non-sequential receive introduces certain problems, For exam the upper edge of the window. Consequently, the number of buffers needed is 


have 3 bit sequence number, then the transmitter is allowed to trai €92! to the-window size, not the range of sequence numbers. For the same 
seven frames before, being required to wait for an acknowl edgen. 102500, the number of timers needed is equal to the number of buffers, not to 
initial position of transmitter and receiver window is illustrated inf) the size of the sequence space. : f 

ahead. The transmitter transmits frames 0 through 6. All seven fanst In the previous protocol, we have assumed that the channel is heavily loaded: 
correctly, so the receiver acknowledges them and advances its wiii The acknowledgement were not send immediately instead then were piggybacked 
allow receipt of 7, 0, 1, 2, 3, 4, or 5 as illustrated in fig. 2.21 (0)! ontothe next data frame. If the reverse traffic is light, the acknowledgements 
buffers are marked empty. i $ Will be delayed. If the forward traffic is high and backward traffic is negligible, 

only MAX_SEQ packets are sent and then the protocol blocks. 


‘Transmitte; [0123454 ‘i fos 24! h á = 
(OERE G Jorz34sq 7 [paz N f na this Protocol, this problem is eliminated. After an in-sequence data 


C-arrives, an auxiliary timer is started by start_ack_timer. If no reverse 


5 traffic į : 
Receiver 2345 q]7 Jo12345] 67 45670! fe fame E encountered before this timer goes off, a separate acknowledgement 
og ; Eh 8 sent. With this arrangement, one-directional traffic flow is possible, 

G w T ap ; 


Ecaüse 
a ia of reverse data frames onto which acknowledgements can 
N Fig. 2.21 Stm ed is no longer an obstacle. 
akoni ao, at this point same errot creeps in, WIPPE oo Short ties th associated with the auxiliary timer should be appreciably 
0 When fis aa The transmitter eventually times out and retrai, f i Powledgement aimer used for timing out data frames so that the 
i Soine arrives i ether gp esa Or a correctly received fi arrives before the transmitter 
i at wi Nd retra 5 y received frame arrive 
within the receiver the receiver, it checks el isr “transmits the frame ; 
à ” Protocol į ai 7 ne 
f S some lis more robust in the case of errors. Whenever the receiver, 


errors jts 5 aes 5 
ithe, wt Sends a negative acknowledgement (NAK) frame back 


Tang 
led inet uch a-frame isa request for retransmission of the frame 
- To avoid making multiple requests for retransmission of 
ne, the receiver should keep track of whether a NAK has. 
'S true if no NAK has been sent yet for frame-expected: | 
gled or lost, no harm is done, because the transmitter Wi 
it and retransmit the missing frame anyway. 


© last tran 
"Olocal 6 
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i 
| ccessful attempt. The probability of this happening is just 


In some casés, the time needed for (frame propagation , py one su ty of the individual events happening. Then — 
t 


e 
acknowledgement coming back) is constant. In such cases, the pollowed DY ofthe probabili ; 
can adjust its timer a slightly larger than the sum of above 3 times pA te pro! NA E[transmissions] 
Rhi i transmitter can either set the ti -tig genii = é : 
is highly variable, then the tr: Š mer Value) CO ; cael = ipi I1- piy_ 
risk unnecessary retransmissions or set it to a large value and Waste bael = Si x P, i transmissions]) 2l pr'(l P)} TE 
In general whenever the standard deviation of the acknowledgsmen; E i= 
is small compared to the interval itself, the timer can be set “tight? ; 


i=l ; 
Therefore, for stop-and-wait — 


i i B » aiy 
are notuseful otherwise the timer must be set “loose” and NAKs can z N _41-P 
speed up retransmission of lost or damaged frames. u= LF 
0.30. Describe the working of a selective repeat protocol inthe case of selective-repeat ARQ, the same reasoning is used as applied 


(R.GPLV, Jue to stop-and-wait ARQ, which is, the error-free equations must be divided by. 


Or 1 4 
i = ——. Therefore, for selective-repeat — 
Explain Go-back-N protocol in detail. (R.GPY, Day Xe Here, N, = 7p e f P 
Ans. Refer the ans: of Q.29. i É 1-P, W22a+1 
$ > ‘ = 4 W(1-P 
0.31. Discuss the various performance issues of ARQ techniqus u wa-r) i ) $ W <2a+1 


Ans. First, we take stop-and-wait ARQ. When there is no em! oo i x E 
maximum utilization is 1/ (1 + 2a). It is desired to account for the post mired F reasoning is applied to go-back- N ARQ, but DEE 
hat some frames are repeated due to bit errors. Utilization can bei °°° Sarefully. Every error produces a need to retransmit = 

i than just one frame. 


If errors happen, equation (i), must be modified i0 ~ 
; Ti 
u=—t 
N T ' 

N, = Expected number of transmissions of a fram’ ; 
‘Therefore, for stop-and-wait ARQ — 

: cares es 
pa : ; N,(1+2a) : 
“By considering the probability P that a single frame * 


expressi ; t 
xpression of N, can be: obtained: When it is assumed% tempé 
are never in error, 


Pame successful is PIG. —p), That is, (k — 1) unsuer | 


6! =, Bore k 
N=0-KE p-p) KEP LP) 
i=l ist 
K 1-P+KP. : 
=1- per Be eR 
fo Here, kx ma L-P 1-P 7 
: " BO-back. Ny (2 


u= Te : +» Therefore, N, = E [number of transmitted frames to successfully 
hes we T 3 transmit one frame] 
| where, Tp= Time for transmitter to emit a single frame g me, œ : 
F T, =, Total time that line is engaged in the transmission ofa si | = Swe (1p) 
For error-free operation using stop-and-wait ARQ, < EN ii i=l “13 
3 K p E i Pier, f G) =Total number of frames transmitted if the original frame must 
D a | be sent i times. This can be written as ; 
E i 4 ETD i ‘ f@= 1+G-NK=(-K)+Ki 
_ Where, ` T,= Propagation time. : Substituting yields, VENET f ; 
f 
f 


f 
where, F 


a +1) for W> (2a+1) and K= W for W< Qatl) Therion. 


p We lath 
W(1-P) Weari 
(2a +1)(1- P+ WP). 


sinh 
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the bits in the subsequently retransmitted packet 
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It should be remembered ‘that for W =1, both slo 


: : it dundancy, in the first packet. The idea is that the 
come stop-and-wait. Comparison for ther. omental re ntly from those S 5 ; 
eps io a value of P = 10% is shown in fig m tin we coded ee viously puncturèd out are incrementally: aes with, each 
contro! n Siaki We ate bits 
i dancy 
1.0 PER red nsmittod packet. 
3 , 
ges E NUMERICAL PROBLEMS 
2E g | pes 4 kbps and ation delay of 20 
2 f ji S and a propa; n gj 
<3 S suey t Pprob.1. A channel has bit rate of p: propagi y 


i of frame sizes does stop and wait give an efficiency of 
| see. an A GPV Dec. 2003, 2004, June 2012, Dec. 2012) 
| atleast j 


: Sol. Efficiency will become 50% when the time to transmit the fi 
0. 


A i lay. 
= d trip propagation delay. & , 
ee id ‘eke 40 ms at a transmission rate of 4 bits/ms. 


For frame sizes above 160 bits, stop-and-wait is reasonably efficient. Ans. 


wW 


wW 
wW 


Stop-and-wait 


0.1 1 10 100 1000 


Fig. 2.22 ARQ Utilization as a Function of ‘a (P= 10-4 j Prob.2. A channel of one Mbps with propagation delay of 276 ms 


transmits frames of size 1000 bits. What is the maximum link utilization 
Q.32. Compare the performance of stop-and-wait protocol ag for stop-and-wait, and sliding window with window size 7 ? 


window protocol. (R.GP.YV, Dee, 2014) (R.GPK, June 2815) 

Ans, Refer the ans. of Q.25 and Q.31. „SoL Given'that 

; F Bit rate = 1 Mbps = 106 bps 

2.33. Explain hybrid ARQ (HARQ) technique in detail. | Propagation delay (t,) = 270 ms = 270 x 10-3 sec = 0.270 see 

Ans. Hybrid ARQ (HARQ) is performed by both the media acces Frame size = 1000 bits 
(MAC) layer and the physical layer. This crosslayer processing is and Window size (W)=7 
Popular in recent years and represents a gradual shift toward more co", We know that, i 
between protocol layers to enhance performance. In D a f ba Frame size — 1000 _ 10-3 = 0.001 sec 
MAC layer detects an error in a packet, it would discard the erroni N f Bit rate 10° 
and request retransmission. However, potentially useful ee lumber of packet accommodated in a channel (a) is given by 
an en erroneous packet is thrown away. In HARO, if the MAC se Propagation time (t,) 

error in a packet, it would still send a NAK to request retran™ a= T 
3 i ame t 

mon the newly retransmitted packet arrives, the physical layer wll Sy transmission time (t¢) 
ea med Packet with the original packet to yield more" OTA = —— 970 

ae error control (FEC) decoding, If the combined packet P The Maximum tink util 9.001 


ization for stop-and-wait is given by - 
oe wil ae: 

ae Place mitted packet to be used by HARO The combini a aa T 
çes pla i i : gon d N + 
the combined pate decoding, and FEC decoding ope##" > Th es HE, ont Toe EET 

HARQ are of fo Sd a ‘zation for sliding window is g 
Tedundancy, © types, namely, chase combining r Wwe 7 

2a +1 2x270+1 


Packets are eee Combining, the bits in the subsequent gtl 
Soded the Same way as those in the origina! P = 0.01204 = 1.204% 


e m i 
’ximum link util 


u= 
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Prob.3. Given an error Sree 64 kbps satellit, e channel D I 
send 512 bytes data frames in one direction with very sho in aching 
coming back the other way. What will be the maximum o A 
window size of 1, 7, 15 and 127 2 RGE s ia ‘ 


STATE MACHIN 
ELS 


= 
==> 


CATION — FINITE. 
=m JERIFICATION — FINITE 
ROTOCOL VC DELS & PETRI NET M 
col verification ? (R.GPV, June 2015) 


Sol. Time for 512 byte frame (4096 bits) to fill the channey do mean by proto 
_ 4096 sec oo 034 Whit e all phases of design, validation activity is necessary and 

64000 a i Ans. During more final system implementation, analytical performance 

= 0.064 sec ‘ Bay contain ee adic: Verification is dependent on the system specification. 

or OFA See j | predictions, ar ical reasoning. Hence, itis employed during the design phase 

Propagation time, tp = 250 m sec » and involves SA implementation exist, to eliminate possible design problems. 
| before any SY biguous term protocol verification is generally used to 


f ewhat aml 1-15 Bi y 
s sign verification problem. Protocol verification design takes 


: P 2 

Thus to keep the channel busy window needs is of =. 3.91» ie mean this first de i on p ; ane i ie 
characteristics communication oriente avor since PEO locois are 
ae tly systems of concurrent independent entities interacting through 
a throughput of = 164 bps { ne O Although, protocol verification is generally performed 

For:a window above 4 frames, the maximum throughput is ly i various models i.e} finite state machine models and petri net models. 
0.35. Explain the finite state machine model for protocol verification. 
(R.GRV, June 2013} 


With a window size of (1 frame) 4096 bits per 250 msec can beg 


Prob.4. What is remainder obtained by dividing x’ + x5 +l}, 
generator polynomial x3 + 1 ? (R.GPY, im Ans. The finite state machine is a mainly used in several protocol models. 
| Withthis technique, every protocol machine (i.e., transmitter or receiver} is 


‘Sol. Data to be divided — i 
Polyrigmial =s x54 41 sate . i always in a particular state at every time instant. Its state consists of ali the 
in binary — 10100001 - di | Values of its variables, including the program counter. s 
; The combination of all the states of the two protocol machines and 
, channel is known as state of the complete system. The channel state is obtained 


Divisior — 
Polynomial = x3 + f byi : 4 
In ee =10 : |: A contents. Using protocol 3 as an example, the channel has four possiie 
ary = 1001 4 ` 2 ie 0 frame or a 1 frame moving from transmitter tO receiver, an 
f edgement frame going the other way, or an empty channel. The 


) ( k © Comple 
1001}1 0 1.0 th ty ae. B l ae System has 16 distinct states when we model the transmitter and 


1001 | "ceiver a consisti 
201 l as each consisting two states. 
0000 


Fi 

| states, WEY state, there are zero or more possible transitions to other 
1100 | Machine, a nae event happens, transitions take place. Incase of a protocol 
amiveg, į a alg might take place if a frame is transmitted, if 3 fame 
tite n anpires, i£ an interrupt takes place, ete. For the channel 
Ine, de ivery ie a of a new frame onto the channel by a pR 
Se burst, oee frame to a protocol machine, or loss ofa frame ihe 

all the cl 'aracteristi a complete description of the protocol machines an ; 
EFI Se i States ag CS, it is possible to sketch a directed graph fp! : 
ot 9 nodes and all the transitions as directed arcs. i 


The temainds si to q, OMe bars 
inder i was pene zO the articular g n : 
XET ism. | obtained by dividing x7 + x5 +1 by the £ he dese i an State is designated as the initial state, This state comespo 
: of the System when it starts running, or at some conver 
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y thereafter. From the initial state, ai 


rting place shortl 
fe pi states may be approached by a sequence of transi tig Sih 
known techniques from graph theory (eg. computing the = Us 
of a graph), it is possible to determine which states are reach” 4 
are not. This technique is called reachability analysis, This an Ea 


helpful in determining whether a protocol is correct. aly 


i N 


R 
t 


start to happen, like frames becoming available for transmission or S 
off. To take an action and switch to a new state each event can Sra 
processes or the channel. One can construct the reachability E k 
the protocol, by carefully enumerating every possible SUCCESSoF to eg) 

In the protocol specification, reachability analysis is used to detect : 
of errors. For example, when this is possible for a specific frame wi 
in a specific state and the FSM does not say what action must be ky: 
specification is in error (incompleteness). If there exists a set of ty 
which no exit can be made and from which no progress can be madee! 
correct frames can be received any more), we have another error (dey 
The protocol specification is a less serious error that tells how to oi 
event in a state where the event cannot take place (extraneous trast 


Other errors are also detected. 


Consider a finite state machine model is shown in fig. 23 al 
graph corresponds to protocol 3 as described above — every. protocolmi 
has two states and the channel has four states. A total of 16 states eit 
of them reachable from the initial one. In this figure, the unreachable 
not represented. For simplicity, checksum errors can also. be avoit 

0 i 


M 
Transition | Who Frame Fom. y 
runs? accepted em" 
0 = (Framelos) y 
1 R 0 fed 
2 s A rage 
2 a i my 
a s ERER | 
5 R 0 A 
2 Go> 6 R 1 0 
8 7 s (timeout f 
Œ State Diagram 8 S (timeou 
_Jor Protocol 3 (b) Transitions 
er g i Fig, 2.23 i 
-= The three cha; 5 is 000g 
inthe fame i batectsrs, SRC label each state, where S a Ra f 
the frame the: ansmitter is trying to transmit; R is also" oi 
Sceiver expects, and C is 0,1, A, or empty ("i 


All processes are in their initial states at the starting of ting f delive 
Time. Th, e 


i 
Sraphanly, P 


«noticing, T] 
; Packets in 


E existence o 
«that hag fi 
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nel. In this case, the initial state has been selected as (000). 
transmitter has just transmit frame 0, the receiver expects 
frame 0 is currently on the channel. 

fame 0, po shows a nine type of transitions. Transition 0 made up of the 
ig. 2.2 contents and transition 1 made up of the channel correctly 
0 to the receiver, with the receiver then varying its state za 
and emitting an acknowledgement. For network layer transition 
sponds to the receiver delivering packet 0 to the network layer. 
[also 3) fists the other transitions. Since it does not change the state (in 
the frame arrival with a check sum error has not been shown. 
Transitions 1, 2, 3, and 4 are repeated in order over and over during normal 
operation. In case of each cycle, two packets are delivered, bringing the transmiter 
back to the initial state of trying to transmit a new frame with sequence number 
0. Itmakes a transition from state (000) to state (00 —) if the channel loses frame 
0. Eventually, the transmitter times out (transition 7) and the system moves 
back to (000). The loss of an acknowledgement is more complicated. requiring 
two transitions, 7 and 5, or 8 and 6, to repair the damage. 

One of the properties that a protocol with a 1-bit sequence number must 
have is that no matter what sequence of events happens, the receiver never 
delivers two\odd packets without an intervening even packet, and vice verse. 
From the graph of fig. 2.23, we see that this requirement can be stated more 
formally as “there must not exist any paths from the initial state on which two 
occurrences of transition 1 occur without an occurrence of transition 3 between 


f the chan 


siate O ns that the 
is 


rotocol 3), 


them, or vice versa”. From the figure, it can be seen that the protocel is 


Correct in this respect. 
A similar Tequirement is that there is not exist any paths on which the 


$: SCI % > 
nder changes state twice (e.g., from 0 to 1 and back to 0) while the receteer 


State remaj ` i 
mains constant. Were such a path to exist, then in the corresponding 


Sequence jing 
E S] events, two frames would be irretrievably lost without the recever 
© packet sequence delivered would have an undetected gap of 2 


it. 


ch ig ny important Property of a protocol is the absence haemo’ 
ea deliver pa, ees where the protocol can make no mare forward prog a5 
APpens, p de ets to the network layer) no matter what sequence oe 
~ “TMS of the graph model, a deadlock is characterized BY : 
© D Subset of states which is reachable from the initial sme ae 
© ert aie 
Gi Cre is no transition out of the subset i rare 
itis 5; Dee 2 a Subset, there are no transitions that cause foyin À 
Mle to se ©adlock situation, the protocol remains there ©U ee : 
© from the graph that protocol 3 does not sufer frome 
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0.36. Discuss Petri net model in detail. 


and tokens. A place indicates a state which (part of) the 
Petri net with two places, A and B, is shown in fig. 2.24, baki 
circles. The system is currently in state A, indicated by the token h 
in place A. A transition is represented by a horizontal or Vet (hi 
transition has zero or more input arcs coming from its input lig 
or more output arcs, going to its output places. 

When there is at least one input token in each of its input places A 


is enabled. Any enabled transition may fire at will, removirig onei ° 
t 


every input place and depositing a token in every output place, Token 
be conserved when the number of input arcs and output arcs dia 
two or more transitions are enabled, any one of them may fire, Thes R 
of a transition to fire is indeterminate, that is why Petri hets aew 
modeling protocols. The Petri net of fig. ; f 
2.24 is deterministic and is employed to 
model any two-phase process (e.g., the 
behaviour of a baby — eat, sleep, eat, 
sleep, and so on). As with all modeling 
tools, unnecessary detail is suppressed. 


Places and Two Traniia. 


The Petri net model using protocol 3 is given in fig. 2.25. Ui : 


finite state machine model, there are no composite states here th st 


State, channel state, and receiver’s state are represented separately b 
2.25, horizontal and vertical line shows the transitions. Transitions!’ 
correspond to transmission of frame 0 by the sender, normally, a 


timeout respectively. Transitions 3 and 4 areyanalogous foris, 


Transitions 5,6 and 7 correspond to the loss of frame jan acknowl : 
and frame 1, respectively. When a data. framé! with the wrong f 


number arrives at the receiver, transitions 8/and 9,occut. Tea | 

11 show the arrival at the receiver of the next frame in ‘sequen I 
: delivery to the network layer, i 

Petri nets may be employed to detect protocol failures in; 

the use of finite state machines. For example, the protocol wo» 


a voy’ 
ad be 


: 3 : ice without ® i 
when some firing sequence included transition 10 twice witho je 


intervening. In a Petri net, the concept of a deadlock is sim! at 
machine, ~ 


: ; et 

are Petri nets may be indicated in convenient algebraic bs is 
RRR tare 17 

mmar. Each transition Contributes one rule tothe gram 93. 


output’ ; : pri ince 
tput places of the transition is specified by each rule. Sin? scotty 


transitions ; neo 
f A its grammar has 11 rules, numbered 1-11, each? 


ne » pel! 
: ¢ 
9, Wansition with the same number. The grammar fof ORs 


R. | 
ý in four basic element: f GRK y i 
Ans. A Petri net contain fou ents — places, aig 
JI 
System ye 2: 


It is 
Bay ol ti 
i protoc! 
| computer program- 


al lat 


Fig. 2.24 A Petri Netvith ` 


of, Places, each pl 
any rule, all of y 
a Places fro 


TA marki A 
p Conse INg of fig, 2,25 ig ACG, (ie, A, C and G each have ene ther), 


Snsequ 

n entl e à 

ĉading to a ES 2, 5 and 10 are all enabled and any of them cante appre 
Ntrast, cule v State (possibly with the same marking as the original pyg: 
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95 is a8 nee 2 :A>A 3: AD+BE 4-By4p 
Tika 6 :D> TE 8 CFF 
Ga Dpë 10: CG > DF 11: EF => DG 
9E 


interesting to note how we have managed to reduce 4 complex 
7 11 simple grammar rules that can easily be manipulated by a 


i ©: Seq 0 on the Line 
` D: Ack on the Line 
E% Seq 1 on the Line 


E 


© 


Emit 1 


Emit 0 ; GN © r 
Wait ‘= vw Pg me , Espert i 
eko EN P Q 

roces I 


Reject 1 


4 


Loss 
Channel State 


Fig. 2.25 A Petri Net Model for Protocol 3 
The Current state of the Petri net is represented as an unordered collection 
ace represented in the collection as many times as ithas tokem. 
whose left-hand side places are present can be fired, remove 
m the current State, adding its output places to the curen 3% 


Sender's State Receiver’s Starz 


R Si p EEA 
— BE) cannot be applied because D is not marked. 


_ARP/RARP/GARP 


iscuss 
Scuss addre. 


ss mapping in brief 
Dacke S 
kët startin 


Any, 
ii S ; seth pug sever! 
8 Irom a source host may. pass througts 


JiR 
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before finally reaching the destination 

ters ie at the network level by their logical (a 

roui p wever, packets pass through physical networks ons 
Wes At the physical level, the hosts and routers an d 

and ro al addresses. A physical address is a local addre 

ee but is not necessarily unique universally. It is called P 

because it is usually (but not always) implemented in hardy, 

The physical address and the logical address are two 

We need both because a physical network such _as Ethernet h 
different protocols at the network layer such as IP and IPX 

same time. Likewise, a packet at a network layer such as [p a 


92 C 
physica! 


SS, Teng 


differ 


different physical networks such as Ethernet and localTalk (Ap ; 


This means that delivery of a packet to a host or a router 
levels of addressing — logical and physical. We need to be able io 
address to its corresponding physical address and vice versa, 
done by using either static or dynamic mapping. `, 


0.38. Discuss static mapping and dynamic mapping in brif Í 


Ans. Static mapping involves in the creation of a table tai 
logical address with a physical address. This table is stored in exi 
the network. Each machine that knows 
machine but not its 


physical address can look it up in the table. 
limitations because 


() Amachine could change its NIC, resulting ina newph 
(i) In some LANs, such as LocalTalk, the physical a 
e the computer in turned on. n 
Gii) A mobile computer can move fromone physi 
another, resulting in a change in its physical address. » 

_ To implement these changes, a static mapping table mst 
periodically, This overhead could affect network performance 


every timi 


l; w 
Ohi 
ysy 
are i 


iii 


è o 
e i aaia the receiver, the queryiis broadcast over the network (see fig. 2.26). 
|; 


Te 


ai 
, for example, the IP a 
As È 
physical addresses may change in the follows’ 


st 
h 
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d for unicast delivery. Asthe Internet has evolved, 
IP a multicast delivery capability. 


hysical address mapping in brief. 
Or 


igne 
„gjnally design 
righ IGMP gives 
in the logical to p 


RP. 


hy 
‘ap 
jt note on A to send to another host 
a sho host or router has an IP datagram to send feria 
nytime a bo ] (IP) address of the receiver. The logical (IP) ad ESS 
igor routes, it has we DAS if the sender is the hostor it is found in a routing table 
i igobtained from roer But the IP datagram must be encapsulated in E frame = 
jfthe sender 1S oe gh the physical network. This means that the sender nee 
‘be able to x Sides of the receiver. The host or the router sends an ARP query 
(he physica cket includes the physical and IP addresses of the sender and the 
‘packet. The z the receiver. Because the sender does not know the physical 


v prite 
‘ns. A 


w 


System A 
(a) ARP Request is Broa 


‘ol dcast 


The Node Physical Address 
is A4:6E:F4:59:83:AB 


uf 
| 


we 


ie 


» o 
tae. dynamic mapping cach time a machine knows ey 
os Le, logical or physical, it cam use a protocol to ie ih () ARP Reply is Unicast 
mapping betwe, : : js done?” "y š a 4 
IP packets hee aay physical angi mee packets ray Nery host or Fig. 2.26 ARP Operation : 
j resses. However, pole p 5, Of router 
encapsulated Š $ A es: AD af seng. P2Cket, On the network receives ae a : 
(addres vr frame, which requires physical addresse® fyg”: Send, tek ay A nly the. intended merige es, and processes the ARP 
oe 


need reverse 
ample when booti 


ce prot 
Wee Protocols gned for this purpose — 


Lack of fi 
another Protocol tons control in the Interne! 


Es of errors j > that provides alerts. It reports Oe 
In the network. or destination host. 


7 


sol Dy 
Proto” lit 


response i recipient recognizes its IP address and. 
Physical addis sot T he response packet contains- the 
€ Physical addaa „TMe packet is unicast directly ta’ the: 
ji ess received in the query packet. 

M on the left (A) has 
) with 1P 
data link | 


a) 


a packet that needs tobe: 
Address 141.23.56.23; System A néed: 
ayer for the actual delivery, but it does not: 


ro 
2 = 
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; ddress. of the recipient. It uses-thẹ t iti 
know the: physical a he gen | s sender Pro 
? | to send a broadcast ARP Sevi (vii) IP) a 
asking the ARP protoco ; request i ample, 
the physical address of a system with an IP address of dis tije logical E a - 
This packet is received by every system on the atin Wel dis4 bytes ' sat Hardware Address — This is a variable-length field 
only system B will answer it, as shown in fig. 2.26 (b): Sa ye wii) mr address of the target. 
ARP reply packet that includes its physical address, Nove sje gefining the P 1 Protocol Address — This is a variable-length field defining 
all the packets it has for this destination by using the physical addi We an ee the target. For the IPv4 protocol, this field is 4 bytes long. 
re 
al address mapping. Also discuss the 


i ‘ket format of an i logical ad s 
0.40. Explain the packet f f ANARE p ‘ut Explain the physical to logic 


Ans. The format of an ARP packet is shown in fig. 2 21: 
hd]. paRP protocol. , p ‘ i 
occasions in which a host knows its physical address, but 


32 Bits 
= e are : 
Pe Ans. There gical address. This may happen in two cases — 


i spits i) 8Bits ft Bits | its L 
f 4 : = neds to know its lo; = z a : 
ae @ A diskless station 1S justbooted. The station can find its physical 
EE facidress by checking its interface, but it does not know its IP address. 

does not have enough IP addresses to assign to 


Hardware Operation." . (Gi) An organization 
Length Length 7 | ? 
ene Request 1, Reply? y; IP addresses on demand. The station can send 


[Address — This is a variable-length field defining 
ddress of the sender. For the IP protocol, this 


‘each station, it needs to assign 
(For Example, 6 Byles for Piksi s lits physical address andiask for a short time lease. 
1> RARP (Reverse Address Resolution Protocol) — RARP finds the logical 
‘address for a machine that knows only its physical address. Each host or router 
‘isassigned one or more logical (IP) addresses, which are unique and independent 
} cof the physical (hardware) address of the machine. To create an IP datagram, 2 
‘hostor.a router needs to know its own IP address or addresses. The IP address 
alg b machine is usually read from its configuration file stored on a disk file. - 
Fig. 2.27 ARP Packet ae i, Sane er, a diskless machine is usually booted from ROM, which has 
The fields are as follows — Fale Rino et information. The ROM is installed by the manufacturer. It 
@ Hardware Type — This is a 16-bit field deñiing BM SSiened by the oo because the IP addresses on, a network ate 
network on which ARP is running. Each LAN has been asigi”. A RARP re z mipstrator: 
ed onits type. For example, Ethernét is given type [HARPE Machine on the Eai ‘5 Sreated and broadeast onthe local ietvari: Another 
any physical network. F 4 a ph a RARP N a that knows all the IP addresses will respond 
ii ci CN Sal thep®, Program, t pas equesting machine must be running a RARP client 
cay, Patel Type- Tris gE Moding chine east be ranning a RARP server estan 
with any higher-level sate 4 3) ge P 9 layer. The physica brona with RARP — Broadcasting is done at the data 
(üÙ) Hardware Length his i 8-bit fiel oundaries eae address; all 1s in the case of Ethemet, does 
Physical address in bees = Mis is an ” Ethernet e Works or sever. i network: This means that if an administrator has 
: . For example, for fining; Protocg 2E SUbnet, Thi al subnets, it needs to assign a RARP server for each 
ols BO ` us is the reason that RARP is almost obsolete. Two 


; n 
(iv). Protocol Length — This is an 8-bit fiela dek hetl 3 
i . Expl "and DHCP are replacing RARP. 
ain s 
the brief encapsulation of ARP packet. 


Sgical address in bytes, For example, for the 1 v4 pre hi Pi 
“Operation — This ; fining Se 
; n — This is a 16-bit field detn"? y7, 
acket types are defined A prep data link s : 

: efi d ARP TY pye s enea ink frame is qi > 
is: ined ARP request | an pee aril Held ing; “Neapsulated rame is directly sum up by an ARP packet. An ARP. 
lefining the Se, Hardware ‘Address — This male f. "ates q = re an Ethernet frame as shown in fig. 2.28. The typ 

186 bytes tong: ela pe OF thie Bender: Foran ata carried by the frame are an ARP packet: 4. 


Sender Protocol Address 
(For Example, 4 Bytes for IP) 


(For Example, 4 Bytes for IP) 


jefining 
d del! Ai 


Q.42, 
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‘Type 0x0806 


Preamble 
and SFD 


8 Bytes 


6 Bytes 6 Bytes 


Fig. 2.28 


2 Bytes 


0.43. Write short note on GARP. 


Ans. Gratuitous Address Resolution Protocol (GARP) teque, 
duplicate IP address detection. A GARP request is a broadcast ie, 
router’s own IP address. If a router sends an Address Resolution nj 
(ARP) request for its own IP address and no ARP replies are we 
router’s assigned IP address is not being used by other nodes, fa 
sends an ARP request for its own IP address and an ARP reply is reesi. 
router’s assigned IP address is already being used by another node, | 

A GARP is an ARP broadcast in which the source and destin 
addresses are the same. It is used primarily by a host to informttes 
about its-IP address. A spoofed gratuitous ARP Message can caus ú 


mapping information to be stored incorrectly, causing a network mli 


GARP is a method of establishing an association between alogeall 


and a hardware address whenever an interface is created or tea 
interface shifts to the operationally up state. On the other hand, ARP dy ‘ 
binds the IP address (the logical address) to the correct MAC als 


Bs iit 
device that transmits a GARP- populates both the source and e he MA‘ 


MAC SUBLAYER 


- Q.1. What do you mean by medium access control sublayer ? Why do 


we need it ? Explain MAC. (R.GP.V, June 201 7 
Ans. The protocol used to determine who goes next on a multiaccess 


channel belong to a sublayer of data link layer called the MAC sublayer. The 


medium access control (MAC) sublayer resolves contention ona shared-media 


LAN, which basically determines what devices can access the LAN media 
and when. The MAC sublayer includes synchronization, flow and error control 
i = ma nee for transporting information from one device to another, 
Bayes a rens of the device to receive or route a frame. The MAC 
Vis ere the LLC 1s encapsulated and passed on to the physical layer, 

encoded and delivered to the transmission medium. Atthe destination, 


he MAC subl i 
silat a ayer is remi išsi A 3 

with its own information. The devices that receive the GARP re onto the logic link conn oved from the transmission line, decoded, and passed 
5 : : ined in the GARY tesponsity : ontrol (LLC) for decapsulation. The MAC sublayer is also 

update the ARP caches with the new information containé i ible for invoki j 
By defaul > replies is di B CRC-32 for a aag CSMA/CD procedures. 803.2 MAC frames incorporate 
as 7: Pan t, updating the. ARP cache on GARP Hr of Hl However, the Mac sion, which detects virtually all transmission errors: 
er. On thernet interfaces, you can enable ibe momma acknowledging o  Sublayer does not provide mechanisms for sequencing, 
= = poi intoto by using the ip a ep, SN pocket HH transpor medium. rejecting frames, making it an unreliable data link layer 

1guration: mode and- specify the number o ise” Mai i 
i : A IP adde i how „D parameters ; n 
Spending on the changes to IP interface e A major int aa here ser a in any medium access control technique me whéreand 
oes y on the physical Ethernet interface and a culation Wa Neg Ina dete Control is exercised in a distributed or centralized 
e igured on the Ethernet interface for VLAN encap f tan control ten ized network, the stations collectively do a medium 
‘ARP packets does not take place. autho l ental to determine dynamically the order in which stations 
Wait tis ~ Brant aa red network, a. controller is designated which has the 
: 5 t receives n, S8 to the network, A station desiring to transmit must 
| deo is the Sén e asioi from the controller. hats 
amo < Parameter which is constrained by the topology andisa ` -< 
y: 


COmpeti 9 : 1 i! 
Peting factors including performance, cost and complexity. 


uter Networks (vi-Sem.) 
ss control techniques can be categorized ag be; i 
In synchronous techniques, a specific Rs ting ny! 

s is the same procedure used in circuit nee iat 
M) and synchronous time-division Itching 


division multiplexing ŒP. nouS mui 

Generally, these techniques are not optimal in LANs ang une : 

requirements of the stations are unpredictable. It is preferable a lee i È 
T, ‘Mo i 


to allocate capacity in an asynchronous (dynamic) manne; 
ky re 
} 
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Generally, acce 
or asynchronous. 
to a connection. Thi 


her 


response to immediate demand. The asynchronous approach 

subcategorized as — round robin, reservation and contention, ` 
0.2. Write classification of MAC sublayer protocol. RG B a 
Ans. The classification of MAC sublayer protocol is given ie 
MAC Sublayer Protocols $ b 


| e 
ina 
the lower ord 
Therefore, th 
destination a 
address field 


Wavelength Wik 
Division... i) 
Multiple’ Prini 

Access | 
Protocol: f 


Limited 
Contention 


Protocol 

Bitmap BRAP Binary 

Protocol Countdown 
Adaptive 

Tree Protocol 


Collision Free 


Collision 
Protocol 


Protocol 


| 

i 
(RGP KEDAN 
m of tt, ' 


ALOHA CSMA 
0.3. What is random access ? 
Ans. Random access is the ability to access any ite 
population of addressable elements roughly as easily and effi 
other, no matter how many elements may be in the set. Itis typi 
to.a sequential access. No station is superior to another and node S pg 
the control over another in random access or contention metiols i 
allows, or does not allow, another station to transmit. At each if 
station which has data to transmit uses a procedure expressed?! K i 
to make a decisión on whether Ornot to transmit. This decisio! 
the state of the medium (idle or busy). i 
‘Two features give random access method — 
i < © There is no scheduled time for a station t0 A 
1s random between the stations, That is why these metho 


i 


X 
p 


; fe 
“ae 
ae at 


Explain 
resses because 


e format for an 
; wer order bit (b 


Actures IEEE c 
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MAC addressing in detail. 

hardware address on the network interface card (NIC) 
ress for the device. Source MAC addresses are always 
more than one device cannot originate a transmission. 
tination MAC address can be unicast, multicast or 
destination address designates only one device as 2 
[EEE 802.3 MAC address field is shown in fig. 
o) is always 0 in a unicast address. Thus, the hex 
te is always an even number in a unicast address. Ina 
field, the destination address is a unicast address. if 
d itis a multicast address, if the lower order bit is H- 
Iticast. address is always an odd number. The 
JI 48 bits in the destination 


hand, the des 


unicast 


first by’ 
tion address 
er bit is O ani 
e first byte of amu 
ddress is.a broadcast address, ifa 


are Is. 
MAC Address Field 6 Bytes Long 


bo 


b7 bę bs b4 b3 b2 


6 address bits Source Address = 0 


Destination Address 
0 = Unicast 
1 = Multicast 


as the vendor address component sometimes known. 3s 
The IEEE standard calls the unique block code an 
ue identifier. The last three bytes of the MAC address is 
that vendor’s interface card, sometimes known as the 
tifier, The IEEE standard assigns each vendor, that 
mp liane NICs a unique three-byte blok code. With 
~ unique vendor block codes possible, Eack vendor = 
for the first three bytes of every NIC it manutcties 


ifie iden 


random access. ey we Ú 
ii Z E siih s cansttll” of Sold py TSS bytes are ve à 
compete o No rules specify which station would i is W ye to saen p endor, With hei specific and should be different an every’ 
ue A one another to access the medium. Tha E fh R C vendor hi Ireé bytes, there are 224 hardware addresses assigned 
ve own as contention methods. col itp = a G/L bit G second bit (b1) of the first byte of the MAC address: = 
s method is evolved from a very interesting pro 258 ort and loeiitny e ae local). The address is globally. un ue 
STDP T tr egal ee 


whi ; i 
hich useda very simple procedure known a s multiples 
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0.5. Explain binary exponential back-off algorithm, | : MAC Sublayer tor 

„5. : Rey I cating, a large piece of valuable spectrum will be wasted. If more 
Or 2D | communica have desire to communicate, few of them will be denied P 

Discuss any one algorithm for allocating a multiple q. © han'N ien bandwidth, even if some of the users who have been assigned 


Cees. | Jac . š 
2 (RGp K ò gie meny band h aey mee ee cheers hing. 
Ans. To ensure that random back-off maintains Stability¢ ay a However, even supposing that the number of users could somehow be 
say B onential back-off. Bj i Mig, t at?N, dividing the single channel into Static subchannels i 
a technique known as binary exp - Binary ey, t nejd constan! 3 -ie 4 $ 
Igorithm varies the limit on number of slot times. It works tl he enily inefficient. The main difficulty is that when some users are quiescent 
off algorithm Mthe fy ban dwidth is simply lost. They are notusing itand no one else is permitted 
manner — $ the: á i . 
i) Ifa station’s frame collides for the first time; wiz, touse it either. Furthermore, data traffic is too much bursty in most 
© i i Wait Oi In addition, most of the channels will be idle most of the time. 
lot (selected randomly) before trying again. ‘ea t systems. : $ 
zi ii f colliding a second tirne, wait 0 “| By using simple queueing theory, the poor Performance of static FDM 
(ealectéd i) ey . > WIO; L; Zor ‘hi can be calculated. For a channel of capacity C bps, with an arrival rate of}. 
selected ran . 1 


ss 4 . wag gs : y | frames/sec, each frameihavinga length drawn from an exponential probability 
(ii) If it collides third time, wait anywhere from‘ 0 t07 shy i density function with mean 1/4 bits/frame. The mean time delay T is given 
(iv) Generally, if there are n collisions, then wait anyytee: as — 


0 to 2"— I slots ifn <= 10. If n > 10, wait between 0 and 26 icy : S 
i : F uC-2 
Thus, as congestion increases, stations back-off by larger alk Now, itis assumed that the single channel is divided into N independent 
amounts to reduce the probability of collision. This method cleatyatey subchannels, each with capacity C/N bps. Thus, the mean input rate on every 
reduce excessive waits by keeping the number of possible time sits SYbchanne! will be A/N. On recomputing T, it is obtained that — 
7 1 sal eda 
on the next attempt (assuming that no other stations are transmitin}. Á FDM (C/N) -(A/N) pC- 

If several stations collide, however, the opportunities are vyl Using FDM; the mean delay is N times worse than when all the fames. 
even one will be successful on next attempt. The successful. one wil tere somehow magically arranged orderly in a big central queue. 
to select either 0 or 1 slot with all the others making the otherslet®, Mi arguments which apply to FDM also apply to TDM. Every user is 
raising the number of possible slots after every, collision, the pon User vo allocated every Nth time slot. If the allocated slot is not used by the 


Mes work well wi n . a 

inant with bursty traffic, dynamic methods are used. 

9.6. Explain the terms ‘stati tion’ and ‘drs. Dynami ° : tia schemes 
deuses e terms ‘static channel alloca (GE fA is lowing pe Channel Allocation — In dynamic channel allocation s 


otp leno) Station Moder i dent stations ¢ 
i iple com"? Phones py. odel — There are N independent s aC 
asingle channel, such as a telephone trunk, among multip 1) fames sis rl in the model, each with a program or user which 
A T: fen ` iá A 
j Merve ansmission, The Probability of a frame being produced 
“Oduce, i 
users re ed, the eine S ‘ x 
located one portion. There is no interference between ise Meeesstity Pata is blocked and does nothing untit-the fame 
k smitted ne 
ow i ; ; 
“Son (i) Si cg ee 
fare ication ee Channet Assumption — There is & single 
Ware's Point .. Stations can send on it and all can recel 
18D prj f View, all Stations are equivalent, although pr 
‘Tities to them, TE 


i: 
i 


sl! 


1 +g simp 
each of which has a heavy load of traffic, then FDM is 9" 
allocation mechanism. ue 


: ti 
aae, cass, if the number of senders are large and ae spot 
apes bursty, FDM presents some problems. When rent! 
into N regions and fewer than N users are.¥" 


= fiat t 
-18 no coordination among users: However, because 


-the maximum obtainable channel utilization is 00 fy QHA" 
_ two versions of ALOHA — pure ALOHA and slotlee” 
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(iii) Collision Assumption — When two 
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they overlap in time and the resulting signal is oe are Seng | 9, What js the concept of, gi ae ? Also find its throughput 2 
eae ‘tier The T a all stations, A mae ; r about pure ALOHA, the maximum throughput is I/2¢ 
sent again later. There are io; errors other than those Pro de hn, \ show hat for 5; (RGPY, June 2005) 
(iv) Continuous Time — At any instant, frame t d a and occurs at sccm, tif true ate TG canes 
There is no master clock dividing time into discrete inten ti AnS- ALOHA system. With pure ALOHA, frames are transmitted at 
(v) Slotted Time — Discrete intervals of time als: boughs arbitrary times. In other words, the stations transmit whenever 
have 0, 1 or more frames, corresponding to an ae y on ve data to be sent. Whenever two koae occupy the channel at 
transmission or a collision respectively, N ey e time, there will be a collision: Thus, both the frames will be garbled. 
r nen ee Je working of pure ALOHA pays the penalty in terms of increased 

(vi) Carrier Sense — Stations can tell if the cha The simp 


trying to use it. In the matter of sensing channel as busy, 
effort to use it until it goes idle. 


(vii) No Carrier Sense — Before trying to use a chan 


cannot sense. They just go ahead and send. Only lat they fj, 500083: Hage f ance 
y Just & a Hey time period equal to two propagation times 2tprop» that is, the time it takes a 
or not the transmission was successful. $ time p 


Q.7. How is possible to allocate static channel in LANs mili 
; (R.GRY, Ja! 
Ans. Refer the ans. of Q.6. : 


DISTRIBUTED RANDOM ACCESS SCH 
SCHEMES — FOR DATA SERVICES (AL 


This method was known’as ALOHA system. It is used as oli 


broadcasting. It is applicable tovany shared transmis? m 
idea is applicable to the system with multiple use" 
single shared channel. soils 
In the ALOHA scheme, each individual use! a é 
time when there is a message to be sent. If more than y 1 
at the same time, the message collide and have 10 ne 
scheme is the simplest possible because it is fully 59) “ab 


eke . neo"! 
possibility between messages from different simultan? i 


ninel iig number of colli 
Tio stating 


onet 


200, f ' 


sions withincreased load. Thus the maximum utilization of the 
channel is only about 18 percent. 

Basic idea of pure ALOHA is simple because users transmit immediately 
whenever they have data, to send. For deciding whether a transmission was 
sful, a sender waits for an acknowledgement from the receiver for a 


packet'to travel from the sender to the receiver and back again. If 
acknowledgements not received after this time, a back-off algorithm is used 
[to choose a random retransmission time. The packet is. dropped if 
acknowledgement is not received after k retransmission attempts. There are a 
|number of ways to select the average back-off time. 


Packet A 
Transmission 
Start 


Packet C 
Transmission 
End Start 


Packet B 
H=— ts}. 


Packet A 


End 


Transmission Transmission 


Time 
to 
l tytt, to 2t, 
i i 
qi H Start of End of 
i H Packet A Packet A 
H 
H 
i 


Paga Shown in fi Collide in the Pure ALOHA Method 
letra 


ts: sent within 
ransmission t 


8 3.2, there will be collisions between packe rd that 
ime ty from different users: Firstly, it is assu 
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all packets have the same length and each needs one tin 


slot) for transmission. Consider an effort made ia ne tity | 
Ser to g J 

TAa 

B ha į E 


starting time tọ + tp and ending at time tọ + 2ty. IF pack 
generating by another user between ty and ty + tp» the eae 
collide with the beginning of packet A. This can happe: 
long propagation delays, the sender of packet had no te beca 
B was already underway when the transmission of hia rs 


of the 


Ded, 


on 
ie) pinum Y 
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j 
ion Gi), value of po in equation (ii) — 

equatio s = Ge? ..(v) 
n by equation (iv) is plotted in fig. 3.3. At G = 0.5; 


putting the 
From 


oughput give 


alue of S obtains where, 
can be obtained is around 18 percent in the 


" 
Mi 1 ; 
i 5e Va that is about 0.184. It means 


channel utilization 


the same way if another user makes an effort to transmi Was 9, best 
- . mit bety, % that the be thod. 
+ ta T mel 

E ane ate ne With the aid er a do you understand by slotted ALOHA ? 
amount in the vulnerable period of length 2t,, both ee Evente ae 2, Reberts gave a method for doubling the capacity ofan ALOHA 
and will require to be transmitted later. ate rile i : ee is called slotted ALOHA. This scheme divides the total 
Assume that S is the channel thr Joe. ticorete intervals. Each interval corresponds to one frame. A central or 
nel throughput (the average numberof See ick i sen in order to achieve synchronization among all stations. 
gin at the start of next slot This reduces 


transmissions per time period tp) and G is the total traffic entering thy 
from an infinite population of users (i.e., G represents the umber iy 
transmissions which are attempted in a time period tp). To obtain thethn 
firstly it is assumed that the probability p, of k transmission atent! 
packet time follows a Poission distribution with a mean G per pat 


Therefore, this probability is given as — 
GkeS 
T K 


Pk 


a transmission which is successful. Therefore — 

where, = ili A coll 
ye Po = Probability that a packet does not suffer a collis 
: probability that no other traffic is produced in the duration 0 
period that is two packet times long). 


S (Throughput Per Frame Time) 


From equation (i), 


the probabili o packets 
interval two packet tim probability of zero P 


es long is given as — 
pon e728. 


j -G 
Slotted ALOHA : $7 Ge 


Then the throughput S is just the offered load G times the rt 


0 0.5 1.0 is 20 ©. ; 
3 G (Attempts Per Packet Time) g 
$ A 
ig. 3.3 TI hroughput versus Offered Load for a : of if x 
bel Pure ALOHA, frames are | In slotted ALOHA; since time 1S 


joa (44 on : 
fav ly when the interval for the next frame starts. This approach 


f frame is permitted to be; 
utilization of the system increases upto 37 percent. 
0.11. Consider the delay of pure ALOHA versus slotted ALOHA at the 
ich one is less ? Explain your answer. (R.GPV., June 2016) 
llows users to transmit whenever they have data to 
| vesent. Like CSMA/CD collision can and do happen in such a scheme. Atlow 
i load, no collisions are expected so the transmission is likely to be successful. 
In slotted ALOHA, the overall time is divided into several time slices or intervals. 
ae interval corresponds to one frame. Thus, the clock is tied to frame 

nsmission. This means that a user cannot transmit data arbitrarily now. We 


‘he i 
ed to wait for the next slot beginning time to transmit. The user can transmi 
mandates that 


fa slot time of 


ii Py 
t Transmission 0: 


k thecollisions andthe maximum 
if 


Í low load. Wh: 
| Ans. Pure ALOHA a 


all th $ 
Bias users agree with the slot boundaries. This introduces hal 


OHA on its throughput ? 


0.12. 5 
What is the effect of delay time in AL 
(R.GRY, Dec. 2017) 


Ans. Refer the ans. of Q.11 
2.13, is os 
What is the difference between slotted ALOHA and p! 
(R.GRE, 
Com, i 


Pare t 
bbe oa Pure ALOHA and slotted ALOHA. (R.GR¥, Dec. 2006, 2009) 
ow Comparison between pure ALOHA and slotted ALOHA is ven 


ure ALOHA? 
Dec. 2012) 


PTET 


discrete slots, the 


transm : 
NILE B 
ivided up into 
divided up he siart of a slot 


ed at arbitrary times: 
frame is sent at 


ea aaa iS Maaa 


-is 0.368. In the best performance of slotted ALOHA, oH pathi 
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The performance is given by | The per : Transmission Time 
2G p! Ormançı ? H— 

S = Ge S=GeG Pig Bi —l Successfully Transmitted Packets 

The maximum utilization is | The Utilization % : 

about 18 per cent. et i andom Transmission 

Sal À = 


Tt does not require global time, 


pure ALOHA, It station 1 R 


Tt requires global tj a 
nization, as jt ay 
discrete slots, 


It is used in broadcast yy 


cy ep 
Is aig k 


station 2 Colliding 


Due to very low utilization 
factor, it cannot be used for 
satellites. 

Its implementation is 

yery simple. 


Its implementation isco pint 
complex due to the Synch! 
of all stations, 


Station 4 Random Retransmission 


Q.14. Write a short note on ALOHA. Differentiate pure ALON Reta 
slotted ALOHA. : y 

Ans. Refer th SEH w Fig. 3.4 Examples of Transmission Attempts and Random 

sn le E R j Retransmission Delays for Colliding Packets in Slotted ALOHA 


Q.15. Explain why S-ALOHA is better than pure ALOHA. | exponentially and the overall performance goes down. Hence small increases 


(R.GP.V., May/June 2006, Jie in the channel load (users) can drastically reduce its performance. 
Or » This is the reason why S-ALOHA is better than pure ALOHA. 


Explain why the efficiency ALOHA is half 0) slotted. 
efficiency of pure ALOHA is halfof' 0.16. Explain ALOHA and slotted ALOHA protocol. Compare the 


J, Jus 
" iy efficiency in each case. @.GPV, Dec. m 


Ans. For increasing the effici ‘ hod, the slotei i 
g the efficiency of the ALOHAsmethod, best Ans, Refer the ans. of Q.8, Q.10, Q.9, and Q.15. 


method is introduced. In this scheme, channel is divided into time 3 i: ae 
_ exactly equal to a packet transmission time. Then, all users 2¥¢ ug ao is Shadi erive an expression to prove that throughput of eee E) 
these time slots so that if a user produces a packet, it must si Proximately twice than that of “pure ALOHA ” (R.GPV, Dec. 2 
mm mezert posible channel slot, Consequently, the vulnerable y j AnS. Refer the ans. of Q.9 and Q.15. . 
is packet can collide with other data is minimized to one paw o QIB. E: 5 oe dotted 
n jsi 4 ~ Explain slotted ol. Derive efficiency fot 
Versus two for pure ALOHA! Fig, 3.4 shows examples of en ni LOHA pro, total ed ALOHA protocol. Deriv oy PV, Jane 2012) 
and random retransmission delays for colliding packets for fou te Ans. Slott : 
Because th ae palf, the P” a ed ALOHA — Refer the ans. of Q:10. 
use the vulnerable period is now decreased to 1°.» pakt!" (stare? there be'a fini ; ad ALOHA syste. For 
_ no other traffic occurring during thé'same time period as e te first the vel anie number of users in a ten a -mined so that 
to transmit is pọ = eG. becomes 8° Station i the ative-frequency concept of probability 15 © £ fe G 
ies Po As a result, a throughput K define etdystate average throughput Si and the offered tahe Si 
At G=1, th prea jotted ios Y the following expressions — 
At G= 1, the maximum efficiency for the S10" of pl" Sim Mao : = nS transmits 
obtained where, S = 1/e or about 0.368, which is. twice ; a Ve i eye = Probability that station i suecesstully 1 


ability 
bible emp 


missioni i: 


If the slotted ALOHA operates at G = 1, the pro G à 
een, Probability that station i attempts trans! 
——— = Probability that sta 
estat and 26% collisions occur. Operating slotted A Be ghe Ny 
of G reduces the number of empty slots but incre 
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; 


where Nj, good is the number of slots used by station 
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ization achievable using CSMA can far exceed than 


Ni, attempt ÎS the number of slots in which station į ate! t ghe m : ene ALOHA. The maximum chante) utilization depends 

Nj is the total number of slots. Pls to ta) tof ALO” f the frame and on the ar ie ngn E the longer the frames, 
Let G; be the probability for M users that user Laa Hne engh aid propagation time, the higher the utilization. 

given slot where i = 1, 2, ..., M. As the average traffic per ds a Dacha orthe shorter 2 tent CSMA, the value of ‘p’ is wrongly estimated, How 

iis G; the total average channel traffic is given as — ot Decay 20. In Le rformance ? (R.GPV., June 2003, Dec. 2008) 

5 & See ea nit effect ae istent CSMA difference from the other case is that stations 

Pad i per slot Ans. 0 P Poi th 100% probability, but they include the probability factor 


In the same way, let S; be the probability of a success; 


ful ioni, PPP 


i b = 
go not transm rotocol applies to slotted channels here a station sense 
„persistent CSMA Ea its transmission. If it find the channel idle, it either 


a packet produced by user i. It means that the average througiny | ihe channel va with probability p or defers until the next slot with probability 
pocainee of usar iş Seo thatthe, averser total tlironghpitis Sai ae a nie the next slot is also idle it either transmits or defer again, with 
s= ss, packets per slot 1 ability p and q. This process is repeated again and again until the frame is 

1 


i=l 

Probability S; that user i has a successful transmission ina partic: 

slot then is merely the probability G; that the user i transmits a packet, nip 
by the probability that none of the other M — 1 users transmit packets The 


Si= Gi H (1-Gj) 
j+i 


Or 

Explain CSMA protocol in detail. 

: P 

Ans. With CSMA, a station wishing to transmit firstlistenstote™ 

to determine if another transmission is in progresssIf the mediums 
-Station must wait. If the medium is idle, the station may transmit 7 


i 
happen that two or more stations attempt to transmit at about oe 
Tf this happens, there w. 


i 
: 5 ill be a collision; the data from both tase 
= be garbled and not received successfully. To account for this, a i: 
areasonable amount of time after transmitting for an acknowl 
Into account the maximum round trip propagation delay and the d ihe 
acknowledging station must also contend for the channel to Prg 
1S no acknowled: 

Tetransmits. 


gement, the station assumes that a collision Late 


i 
the ee can see how this strategy would be effective for p 
Collisions , frame transmission time is much longer than rans 
ole sits can occur only-when more than one user beg!" are poe 
Hots me If a station begins to transmit a frame and ay prod 
ae he ane it takes for the leading edge of the packet é pec” | 
stations On, then there will be no collision for this £ra™ 


are 
now aware of the transmission. 


; bs 
9.19. Write short note on CSMA. (R.GP.V., Dec. 2003, Nowe 


(RGBY, Janet 


` transmi f 


` ransmitted. If the value of p is wrongly estimated in p-persistent CSMA then 


collision chances are increased. Consequently network performance are j 
affected. Resulting network efficiency will be decreased. 


non-persistent and p-persistent CSMA. 


xplain 1- istent, 
0.2]. Explain I-persts: (RGPY, Dec. 2004) 


Compare them in terms of delay and efficiency. 
Or 
Explain 3 versions of CSMA protocol. (R.GBY, June 2008) 


Ans. With CSMA, three algorithms or approaches are used to specify 


į What a station should do if the medium is found busy. 


(@)  1-persistent CSMA — To avoid situations in which a station s 
to wait before transmitting even though the channel is idle, 1-persistentCSM 
Protocol is developed. The 1-persistent CSMA approach operates by mina 
foe probability 1, if the channel is sensed idle. ‘When asin te 
idle ang rape and channel is busy, station waits until the caror named 
“L-persist en transmits immediately with probability 1. This scl ee chat j; 

usy and a t” because station persists on transmitting when the per 

are waitin en transmits its packet with probability 1- Tf two or mA ion wi 
is = to transmit, a collision is guaranteed because pk eee 

Will wait a oe at the end of the busy period. In this case, aa : 
n this ndom amount of time and then will reattempt to we 
beys the foe the station wishing to transmit listens to the meei 

Owing rules — 


(a) If the medium is idle, transmit; otherwise, 8 ‘4 
(b) If the medium is busy, continuously listen unti 
en transmit immediately. 

ol is called l-persistent becaus 
Whenever it finds the channel idle. 


is 
5enseq iq e 


e 
Probabili otoc 
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Performance of 1-persistent CSMA protocol de 
time. Assume just after a station starts transmitting, another 
packet to send and checks to see if the channel is idle, i 
packet from the first station has not yet arrived at the sa 

- will assume the channel is idle and will transmit its pack 
a collision. As the delay time becomes longer, this efcet p ČN] 
important because the performance of the protocol reduces. eeng 

The throughput of 1-persistent CSMA is written as _ 


GS] +G+aG(1+G+ aG/2)] 
GO+2a)-(1-e™®)+(1+aG) OT | 
(ii) Non-persistent CSMA — A station wishin 
the medium and obeys the following rules — 
(a) If the medium is idle, transmit; go to step (b). 


(b) If the medium is busy, wait an amount of time imi 
a probability distribution (the retransmission delay) and repeat step (a, 
The use of random delays reduces the probability of collisions. Ti 
less greedy than 1-persistent CSMA. Intuitively this algorithm shoudl 
better channel utilization and longer delays than 1-persistent CSMA 


T St 


te 


gto transmita 


Ge8G l p: 
 G(+2a)+e*9 | 
(iii) p-persistent CSMA — The p-persistent CSMA schm 


developed to minimize the interference resulting from collisions and to w 
the throughput. This is the general case of the 1-persistentCSMA pe 


that is applied to slotted channels. In this protocol, if astation becos” 


p ` “4 as 
to transmitand it senses the channel to be idle, it either sends witha p: A 
P or defers transmiss 


ion by one time slot with a probability q 7 sin 
the: deferred slot is also idle, the station either sends with 4 proba j 
defers again with a transmission probability g. Until the eee si 
or channel becomes busy, this process is repeated. The station ie a 
there had. been a Collision if the channel becomes busy; nia, oti 
random time and then begins the transmission attempt again. In ana 
originally was sensed to be busy, the station waits for the next 5" 
the preceding Procedure. ; i 


A compromise that ai 
teduce idle time, like 


| 
ie 


per 
like noo joi 


„ir f 

ttempts to reduce collisions, ; $ 

( -Persistent is p-persistent. The ru 
: a) If the medium is idle transmit with pro 

a time unit with probability (1 —p). The time unit is typi 

aximum propagation delay. : ; 


ally 


Pends on th | 


ME Conga ee re| 
cond sij idea” (2) betwee 
pe -son be 
pariso 


0) 
et, there 4 


es are Oe 
PT dee 

lty Phe 
babi, ah 
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he medium is busy, continue to listen until the channel is 
If the 

peat step a transmission is delayed one time unit, repeat step (a). 
ah n various protocols is shown in fig. 3.5. 


‘A comm 0.01 Persistent CSMA 


Non-persistent CSMA 
re 0.1 Persistent CSMA 
2 09 
£ 
Ë os 
207 0.5 Persistent 
Š 06 CSMA 
5 
A 
2 


G (Attempts per Packet Time) 


Fig. 3.5 Comparison of Channel Utilization vs Load 
for Various CSMA Protocols and ALOHA 


istent CSMA? 
= istent CSMA and p-persisient 
ROE E (R.GPV., June 2011, Dec. 2016) 
Or 


ate between l- ent CSMA 
tent CSMA and p Ersisi: 
Proc persisten pi : 


Ans. Refer the ans. of Q.21. 

z svici ultiple access. 
Q-23. What is channelization ? Define time RGR ¥,, June 2015) 
hich the available 


Ans, Channelization is between VENOUS = 


link bandwidth is sh 
Stations. 


a multiple access scheme in W 
ared in time, frequency, or through code, 
ere are three channelization protocols as follows — 
Frequency division multiple access (FDMA) 
9) Time division multiple access (TDMA) 
Seep division multiple access (CDMA). 


a Vision Multiple Access — In TDMA, the stations st 
ria 


© 
Gi) 


pare the channel 
: ing which it may 
f N time, Each station is assigned a time slot parte ; 
Q.2 on Rach Station sends its data in is allocated time 10° 
“4. What ie © 
Ang whee ts CSMA/CD ? Explain. ee ransiiting 
ii ey c : A and sta RR? 3 
Multaneg VEN two stations sense the channel to be idle an Rather thal 


s ; ee nee. 
> they will both detect the collision almost at 0 
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finish transmitting their frames, that are irretrievab) 


Y garbled J is simple and is widely used. 


should abruptly stop transmitting as soon as collision į ay | . This protoco pa x ‘ 
bandwidth are saved by rapidly terminating damaged fs, dete (i) stations can be easily installed without affecting the network, 
called CSMA/CD (carrier sense multiple access with cole Thanet Gi) assive cable is used and modems are not required. 
is widely used on LANs in the MAC sublayer. rh det ba The delay at low load is practically zero and so the stations can 
. E V. 
The conceptual model of CSMA/CD is shown in fi Eo i diately. 
marked tg, a station has finished transmitting its frame, Nore ty ansmit jimme < — Some disadvantages of IEEE 802.3 are given below — 


i advantage: 
: pisadv: 


having a frame to transmit may attempt to do so. There will be in, (i) There is no priority scheme for the frames to send. 
or more stations decide to send simultaneously. By lookin va Gi) This protocol provides no acknowledgements, thus leading to 
pulse width of the received signal and comparing it to the Eui 


z- transmite: | reliability- q . +9 
collisions can be detected. Bai a" Not suited. to real-time applications. 


Contention Slots (iv) Gives poor performance at high load. 


es -CSMA/CD protocol improve the performance over 


to 
0.27. How do n a 
Rome | | GSMA protocol for long frames ? (R.GP.V., Dec. 2015, June 2017} 
wi Ans. Whenever multiple users have unregulated access to a single line, 
——" oe, k 


J = i here isa danger of signals overlapping and destroying each other. Such overlaps. 
Skammarin Con > Idle which turn the signals into unusable noise, are called collisions. As traffic 
Cae Kime Rael increases on amultiple access link, so do collision. ALAN therefore needs.a 


Fig. 3.6 Three States of CSMA/CD (Contention, Transmission orl mechanism to coordinate traffic, minimize the number of collisions that occur, 
When a station detects a collision, it absorbs its transmis, mi ind maximize the number of frames that are delivered successfully. The access 
random period of time and then attempts again, assuming that no, signa used in an Ethernet is called carrier sense multiple access with 
has started sending in the meantime. Thus s CSMA/CD model will Pn pear (CSMA/CD). ; 
alternating contention and transmission periods with idle periods Mis se is the result of an evolution from multiple access (MA) 10 
when all stations are quiet. a Ates ak, multiple access (CSMA) and finally to carrier sense multiple 
To see the details of the contention algorithm, suppose ‘hat two Method in a wets The original design was a multiple avec 
both start transmitting at exactly time tọ. The time, required to realizes) YAS no provisio bee. workstation had equal access to link. In MA, sh 
is determined by the length of the contenti tod and hence will) Ode at any TEN or traffic coordination. Access to the line was open t0 AY 
and throughput will be. Then, the minimum time to detect the clio Paeces at the "with the assumption that the odds of two devices compe wa 
the time it takes the signal io piòpa ate a station to another. Jia to transmit di d PEE en enough to be unimportant. Any peor 
The important thing to be Sa is that collision detection } pë "Smiter fi id so, then relied on acknowledgments to verify that the 


f rame had not b : 
process: At A pms joer” aC een destroyed by other traffic. on the line. 
the time of transmitting, station’s hardware nt f, ito T SXistin Ma System 


cab! í ; 5 any wo i ishi i st first listen: 
ae ne met it reads back is different:from what it is putting pr my i Úe 'C on the iS é rkstation wishing to transmit mus mS 
ccurrin no FES . b i e - : 
to be detected, e a nreo is three encoding m A [itens SOnsidered ty by checking for a voltage. If no voltage is detected, t 
0.25. ilies oh arguing d o f nop Tofa isin, and the transmission is initiated. CSMA cuts down © 
cues @ comparison between pure ALOHA, 50 Mo m isteni, Station fie but does not eliminate them. Collision can still occu 
nen : RGP Malons Station i Eposmitted too recently for its signal to have reache : 
ns. Refer the ans. of Q.1 : f The f the ling, "tener assumes the line is idle and introduces its own 
Q.13 and Q.24. aft i final 


0.26. Give 19.3 (Os 
e€ the advantages and disadvan tages of. JEEE% i ial 


al step; 

nwi P is t ne 

Ans. Adva 6 Wishin he addition of collision detection (CD). In CSMA/CD, 
intages — Some advantages of IEEE 802:3 a 


© transme: Sane 
tansmit first listens to make certain the link is free, hen 
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checks the line for the extremely high vo 
collision is detected, the station quits th 
predetermined amount of time for line to 


th 

ligi oe ani ; jme eg! 

e current q dicate t vail i stations OF fr 

Clear, than gsi eon’ priority: : MEE 

O 8WHAE TS heed of minin > Send its ang ‘higher Contention Window F It is an amount of time divided into slots, 

28. um frame size ? R a hich is ready to transmit, selects a random number of slots as its 
Ans. We need a restriction on the frame size f “GRY, | cl Te station requires to sense the channel after each time slots. If 

Before transmitting the last bit of the frame, the kenda Ta 


T CSMA i wait me finds the channel is busy, it does not restart the process, it just 


the contention time. The IFS -variable is also used to 


te . . . : 
al to ame types. A station which is located a shorter IFS has 


(i) 


collision, if any, and stop the transmission. This is = Sat Ty a and restarts it when, the channel is sensed as idle. This provides 
once the entire frame is sent, does not keep a copy ore He t i to the station with the longest waiting time. 
monitor the line for collision detection. a i (iii) Acknowledgements, — The acknowledgements guarantee that 


has received the frame. 


The minimum length restriction is required for the correct yet the receiver 
Oe 


CSMA/CD. An Ethernet frame needs to h lain CSMA and protocols with collision detection and 


ave a minimum length og “9.30. Exp 
0.29. Write brief note on CSMA/CA (carrier sense multiple pordamce, iain e 


Ans, Refer the ans. of Q.19, Q.24 and Q.29. 


_ Q.31,Draw the flowchart for CSMA/CD and CSMA/CA procedure and 
y explain in detail. = (R-GP..¥V, June 2010) 


collision avoidance). 


nsmission. The received signal contains very little energy. Ths!" "Kt Number of attempts Station has a 


may add only 5 to 10 percent additional energy, which is not useful Tp: Maximum propagation time Frame to Send 


~ čollisi P _ ait? Average transmission ti 
ollision detection, Pete Brest en time for a frame 


Found Size: Binary 
Idle ‘Exponential 


perpen y 


Apply one of the 

persistence methods 
(l-persistent, non-persistent, 
or p-persistent} 


Continuously 
Sense 


Eligible for Transmission 


(Transmission Done) or \ Ü 
Collision Detected} 


_» Avoidance of collisions on wireless networks is rd 
cannot be detected. Carrier sense multiple access with erase 
(CSMA/CA) was invented for this network. By CSMA/ cao oe 
through the use of three Strategies — 


K$ 

Ea Kon, | 

A Normas y ved 
F j jl 

signal has not yet reached this station, The IFS time ets whe 

transmitted signal by the distant station to reach this m “pul! 
TES time the channel is still idle, the station can transm™" 
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The first difference is the frame transmission 
the entire frame. and then wait for an acknow] ` On, 
Heit edge; han: 
CSMA/CD, transmission and collision detection pai Ont 8 the a e, the chan $ 
do not transmit the entire frame and then look m Contin À pe contention, of t o.co 
sends and receives continuously and simultaneously, es Collision, X sensed et if the channe is P 
that transmission is a continuous process. We eo, © Usea lon, imer COP ner becomes idle again. 
‘CD and CSMA/CA techniques used in 


ae i C Constanth H the ti M. 
one of two conditions — either transm $ Monies #2 MA, CSMA/ 

'ssion is finished oracol g.32. Compare ESMA (R-GPV, Dec. 2010) 
Or 


When we come out of the loop, if a collision ha: 
. . . ? s 
that transmission is complete, the entire frame ‘e ot teen deter WAC layer om CSMA/CA? (R.GPV., Dec. 2012) 
MA, CSMA/CD and CSMA/CA are given 


to be sensed before and after the IFS. -During 
J also requires ‘to be sensed. The channel is 
ntention window. If it is found idle, the 
d busy, the timer is stopped and continues 


nel requires 


, 
tention time slot 


transmitted, gg) How does CSMA/CD differ fr 


Ans. The comparison 


collision has occurred. 


The second difference is the sending of a short jammin. | 
enforces the collision in case other stations have not ees 2 
The third difference is the addition of the persistence a 1 
to sense the channel before we start sending the frame ese: AN 
persistence processes. “a i) |It employs the con- 


Flow Diagram Process for CSMA/CA — Fi cept of “sense before 
for CSMA/CA. CA— Fig. 3.9 showstiving |- | ransmitting”. 
Gi) | Itis used with LANs 


configured in a bus 
topology: 

Itreduces the likeli- 
hood of a collision. 
However, it does not 
eliminate the possibi- 
lity, and it does not 
Provide procedures 
to deal with them 
when they occur. 
A station continues 
ransmission of a 
tame until the end 


among CS. 


It also employs the con- 
cept of “sense before tra- 
nsmitting”. 

Tt is used with wireless 
LANs. 


It also employs the con- 
cept of “sense before 
transmitting”. 

It is used in wired LANs 
as a MAC method. 


Tt is same as CSMA/CD 
except CSMA/CA imple- 
ments steps to prevent 

collisions from occuring. 


It is same as COMA 
except that it includes 
procedures to detect 
collisions and deal with 
them when they occur. 


He 


Cl 


Wait IFS Time 


l (iv) 


Weneed to avoid collisions 
on wireless networks be- 
cause they cannot be 
ected. Collisions are& 
ided through the use 
CSMA/CaA'’s three si 
gies the interframe spi 
the contention: window. 
and acknowledgements. 


If a station is transmi- 
tting and a collision is 
detected then tramsmi- 
ssion of the wasted 
frame is abandoned. 


Contention window 
size is 7K—1 


After each slot, if idle, 
continue; if busy, halt and 
continue when idle 


NUMERICAL PROBLEMS 


I S, a 
: el, p “PPos S e 

£ Fach Station’ Sroup of N stations share a 56 kbps pure ALOHA 
bs Outputs 1000 bit frame on an average of once XC 
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100 sec. even if the previous one has not 


MAC Siblayes 44g 
buffer outgoing frames). What is the m 


yet been Sent eg 
aximum Vahie 5 * the 


Rapy. De, 

Sol. In case of pure ALOHA, the usable bandwj th 6, N 

= 0.184 x 56 kpbs = 103 

Because every station needs 10 bps,thus 
10300 


s 10 ~ 1030 stations 


ut of channel is given.by S= Gef = 72 


av) Throughp = 0,270 ie, 27%, oly 


opulation of ALOHA users manage to yeneratp <4 
rob.4. A nba both originals and retransmissions, Time is slotted in 
| “sec 
rege 


includi 
y r ss in the first attempt ? 
mits of #0 A tis the chance of success int 
d (Q) Wna Al pe probability of exactly K collisions and then sucezss? 
ue (R.GPY, May 2958) 


Prob.2. Ten thousand airline reservation stations are compos 
use of a single slotted ALOHA channel. The average station makes th 
hour. A slot is 125 usec. What is theapproximate total channel load) q 


RGRY, Jn 


Sol. Refer the sol. of Prob.3. 


Prob. efine HA? Apure ALOHA netooré: 

5, Di the throughput of pure ALO. ?. 

; it i sees frames on a Shared channel of 200 kpbs. What is the 
fransinuts Fe 


i ther) produces — 
if th stem (all stations toget: 
fs eel uae vont Romes per second (ii) 500 frames per second 
of 50 requests/sec. 50 1 (iii) 250,frames per second. 
Total channel load G = ——— = 4 
8000 160 


(RGPV, Jane 3913; 
$ Sol. Refer the ans. of Q.9. 


First, we calculate 200 bit 


issi ime = ———— =] msec 
Frame transmission time 200 kbps l 


sis] ie 
(i) Ifthe system produces 1000 frames per second, this is 1 re 
per m sec, 


Prob.3. A large population of ALOHA users manages to gee 


request/sec, including both originals and retransmissions. Time iss 
unit of 40 msec. 


The load G is 1. In this case, the throughput is given by 
S=Gxe2G & 

= 1x l= 0.135 = 13.5%)” ae 

fra This means that the throughput is 1000 x 0.135 = 135 frames. 


tran: mes out of 1000 will probably survive. 


G) TE system Produces 500 frames per second, this is 
T,= 50 request/seconds 


t 
G 
a $ me siot Perm 500. | dp 
@) When there i§ Hovother traffic during the s# o se |= L ), ie 


c 2, the P 
-chance o: i 


f success on the first attempt.is e79. With G =~ 
gives a probability of e2. 


ii ae iring ex 
(i) The probability of a transmission requiring 
by one success is 


aclly* a 


2 
followed 


p Dee 
w, i : S= Gxe2o ee ee 
-G -0)K = 0.135” T | in, 8 Means. th, > 4292 tr 
Py =e “(l-e ) s p per cit Sou ore ‘at the throughput is 500 x 0.184 = 92! 
` Gi) The expected number of transmissions. á Gi 1 will Probably survive. JEN 
; ; Lees Ë Systa, scond, this 
typed is then : 5 2 agx? X System Produces 250 fames per second, thi 
E= KPk= Ske Ee (259 


ie 1000 ke 3) > ke, 
eee < e? = 73890 


MAC Subs; 
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ding on a classic ethernet for th 
Manchester enco for the 
G= A e oun RGRY, Dec. 2015) 
2G l -xxl y stream 0001 eteh encoding is shown in fig. 3.10. 
Throughput, S= Gx eG- 7" ae Or 2 bi al THE Ma 
This means that the throughput is 250 x 0.159 = i Sly l 
frames out of 250 will probably survive. Fras, g | 


Prob.6. Consider a slotted ALOHA 
load G, = 0.1, G, = 0.15, G; = 0.2, G, 
individual throughput of each Station 


having five statig 
MS, If i | 
= 0.25 and G, =0. petai 4 
and channel rons i © Fige3.10: Manchester Encoding 
“GRY, š 
Sol. For finite population, slotted ALOHA Jy 


S; = Gje7 Gi 

where i= (1 to M) for M stations 
G; = The probability that station itra 
Offered load by station i 


S; = Probability of a successful tra: 
by user i (i.e., t) 


Il 


nsmits a packet in any gra 


i llision free protocols ? Explain. 
nsmission for a packet J 0.33. What are the various collision fr P i Pa 
Ans, The collisions can be completely avoided if we adop 


M Motocol. There is a reservation procedure adopted in each of maet 
Also S= Xs; sation that reserves the channel first get the chance to transmit 
i=l _ ithe important Protocols of this variety are — i ou 
where S is the total throughput. `; @ Bit Map Protocol —In this variety, the total contention period is 
Given, i=1to5 divided į 


i mo as many slots as there are number of stations. Now each station 
2 = 0.25077 18 a number and t 
G, = 0.1, G, = 0.15, G, =0.2, G; i hu 


ae ae ntention 
tee s aware of its position in the subdivided ee 
Nal. Whenever a i ission ends, contention period bess 
7 x -01 = 010905 p previous transmissio. a OP iti ir respective 
Then, S= GyeS1 = O1e a g% sii ga the stations those who want to transmit, transmita bitin ese el 
S, = Gye G2 = 915e 01 = 0.1 ae € situation for a 8 station bit map protocol is Bure alowed 
= Gan Oe P6 TIRE wens *8rvation period stations 1,3 and Trae, They are then allow 
S, = Ge S3- 02 uF Send thei ; 
S,= Gje 4 20250% = T 
0.3 = (0.22 
S5 = Gse~ 95 =03¢e PP ee 3 8 Contention SoN 
Individual throughputs, 


$ 1.2 3.4 S26: 
S; = 0.0905 x 100 = 9.05% T s 


rT 
pia 
S, = 0.1291 x 100 = 12.91% , ELLU 


S, = 0.1637 x 100 = 16.37% 

S, = 0.1947 x 100 = 19.47 2 
ee S; = 0.2222 x 100 = 22.22% 
.- Total (channel) thr 


‘oughput, 


= 0.8002 
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load when all the stations wish to transmit, the N bite 
ontenti 
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bered stations competing by seeing the result 


is distributed over N frames resulting in a ione É : um 
an efficiency of d/(d + 1). E moven ofonly Li gee that there 2 A e “atas 1001 and 1010 transmit their next bit. The 
(i) BRAP (Broadcast Recognition with 4g. pot a ee CONCE T be I eein he aon 
The basic bit map protocol has some drawbacks — the eat igh is ne are ORed the result comes out A ir 1; seeing it the Station 
get better service than lowered numbered ones and secon tthe el > id bit an finally by the time LSB is transmitte oni y-1010 remains and this 
of light load a station must always wait for the cubis Underthe T 00! iv a a chance to transmit its data, after which another cycle starts. The 
Scan top $ gationis 8i did g The disadvantage is that the higher 


before it may transmit. This protocol eliminates both th 
This is similar to bit map method, the only differ He 
below. As soon as a station reserves it gets a chiana, 
After its transmission is over the next station gets a is 
this case the waiting time after reservation is absent. a 


ravi, $ 


send the 


once been given a chance to reserve, the cycle repeats. Here the del 
$ ela fy 


dependent on the difference of number between the cure stina 
lon ani 
onditions of low channel loa 


station lost successfully transmitted model N. 


Fig. 3.12 


; The channel efficiency of BRAP is identical to the basic bit mpr 
its delay characteristics are better. i 


methodology. Each station has a address (unique) and that too in eq 
of bits, i.e., if there are 64 stations then each may be.assigned a unig” 
address of log364 = 6 bits. During the reservation process, each 
_ transmits the most significant address bit. When all have done ge 
MSB is transmitted and so on. Every time all the MSB’s waisted 


_ Station are Boolean-ORed and stored in a buffer. While (at 


Station in the contest they immediately give up transmission Pp? 
the higher address station. Thus by the time LSB s x 
transmission arrives the only station that remains 
a y arena is the one with the highestaddress. It 

nen transmits its data and again a reservation 
procedure starts: 


, The fig. 3.13 here indicates the situation among 


‘stations who wish to transmit among a group of or “i 
16. First all the stations transmit their MSB’s (bit sae W “i 
T time 0). These MSB’s are Boolean-ORed to get ‘ei jan e p 
the:result (1 here). Now. the stations who have Fig: i 


transmitted 0 as MSB (0010 and — 0100). 
y 7 ay yije PRJ 


ancy here iS 
E being efficiency 


my orde 
ce to eset 
Er every stai 


> bel 


(iii) Binary Countdown — In this type of method, thereisaa®)_ 


stato 


gt Olt mus; ; 
T A 
f 


respective bi Á ig a hig 
Tespective bits each station takes care that if already there 8? yy 


given aS d+ logaN 


address station gets preference, 


MLMA LAN protocol. 
Level Multi-Access Protocol) is a method that is very 
f high channel load but has.a shorter delay under 
i d. In this method, a station announces that it 
wants to send by broadcasting its address in a particular format. The idea 
ind itis illustrated by. means of an example using radix 10 arithmetic and N 
1000. An address iin this system consists of three decimal digits, each decimal 
igit represented by a group of 10 bits called a “decade”. For example, 472 is 
represented by setting bit 4 in the first decade, bit 7 in the middle decade, and 

bit in the last decade. 

bit oe station attempts to transmit during a frame slot, it uses the 30 
stip D set rae itself and then it sends its frame. The trouble arises 
T lanti cll ofine try to insert their addresses into the same header. 
Reade in every a of the addresses, the stations behave as follows..The first 
fumber. After the five slot corresponds to the hundreds place in the.staton 
e first decade is finished, stations that have not transmitted 2 
ir data, Callie ee until all the stations that did set a bit have transmitted $ 
decade, all ee occupied bit position in the first decade x: In the 
viou tl the highest a with x as their leading digit announce their ten’s 
irite {dresses bepj ccupied bit here y. In the third decade, all the stations 
Sin with xy may set the bit corresponding to their last- 


here g 
Rj are'atmost 10 of them 


0,34. Explain the 
“Ans. MLMA (Multi 


icient under conditions 0 


= 


a 


Bios 53-14 explain see ere 
thoy ° 722 aon this example for five stations, with addresses 122, 
hat 733.: 29. Here, x = 7 and y=2. After decade 2, all stations now © 
5 want to send, and that furthermore one Or MOE 
between 700 and 709, and one or more stations with i 
© four is y cahd, 199 also want to send, Decade three identifies. 
NOL yet fu te. for the ten’s place of all stations in: the hig] a 
tens pie ratified: In this case, the 100 series stations getto: 
have bk fi next, If station 342 had also set its bit in decace 
en devoted to the 300 series stations instead ofthe | Oy 
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an by limited contention protocol ? Explain any 


series. After the 100 series stations have broadcast their me 
knows that the highèst (and only) remaining group of Pi Plt phat do Y’ (R:GPV.,: June: 2012) - 
the following decade is used to separate them out, Finala is ty j on of the best properties of the contention and collision- 
numerical order of the station addresses. 5 Mei re «the combination new protocol that uses contention at low load to 
Bit ia a! rovides ‘sion free technique at high load to provide good 
Position 9 8 7 6 5 4 3 2 1 o je PO Joay and a collisio lled as limited-contention protocols 
7 Is are calle K x 
g jovide 7 , Such protoco $ 
popoooo0n0onn Decade k efficiency discussed below — 2 
` ily understand the adaptive 


(122, 125, yy 


ne such protoco 


tocol= We can eas: 
ep „ve Tree, Walk Pro : il 
efe] poooonnnn oo adaptive rT if we consider the stations as the leaves of a binary tree, as 
Er te fie walk Pr 15. In the first contention slot following a successful frame 
fofofofof: fo] pot fofe] Decade? sion in NE Je t0, all stations are allowed to try to get the channel. It is fine 
(722,725 Sera | transmission, S ot, = aes then during slot 1 
w rone of them acquires the channel. If there is a collision, then during slot 1, 
Pofofofot fofofofofo] Decade3 EY those stations falling under node B in the tree, may compete. If one of 
OS tem acquires the channel, the slot following the frame is reserved for those 
Decade 4 sitions which are, under node C. On the other hand, if two or more stations, 


(122; 125 Seni) 


DORE nOn 


Decade 5 
(122, 125 Send) 


Fig. 3.14 MLMA, The Recognition of Stations 122, 125, 105, Tp 


725 Requires 60 Bits 


oa 


which are under node B, want to transmit, there will be a collision during slot 
1, in which case it is node D’s turn during slot. B. 


Fi á 
"8: 3.15 Adaptive Tree Walk for 8-stations 


$ T shon : 

The channel ; - i put fora eden Ort, ifa conse: aes 
channel load, 30 a eee, tay to y cy in, ghee of le mes, o een takes place during slot 0, the whole tree is searched, ee 
the limit ofa very heavy load = fe ee. rit decades ofa ig, the tree. “pr, Tady stations. Each bit slot is associated with certain” 
data frames, for an eienn of da n which js close 10 Ae miy or Rode when, roh continues recursively with the left and night : 
the bit-map method The e "bie d j Oe of light 10? ai Pucca Station Sie takes place. Ifa bit slot is found to be idle or. 

: j y- under n y choit” oA eg Sals to transmit in it, the searching of its node can:stop~ 
ae. 5 oe that the choice of radix 10 was an arbitrary f er! Ihe hare Stations have bren ldk 7 a searching of its nou: : 
rx Would do to no ON the ated, a 
of only on iggy, 20de A. S¥Stem is heavy. iti the effort to dedica 
The fates ae per frame, consider some radix T wilh ed One stain es that makes ee nee penal vent whi 
es ev eR On has a ee y 3 y 
We seek to minim a Vier i : nde hee à frame to transmit, In similar way, one could argu 
KN Th ad, uld be Skipped as well for the same reason. Clearly, the- 


best, but 


Ne farther 
er down the tree the search should-again. 


e. 
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il eventually follow. Thereafter, D sends a Clear To Seng 
t wi TS frame has the data length copied from the RTS frame 
n after receiving the CTS frame from D, 4 


0.36. How adaptive tree walk protocol Works > 
Ans. Refer the ans. of Q.35. 5 


37, Di daptive t : 9) igsio 
0.37. Discuss adaptive tree walk and turn Protocol iy is Es uae simulation studies of MACA, Bharghavan fine tuned MACA 
Rep = ante basis mance and renamed it MACAW. To start with, they noticed 
Ans. Adaptive Tree Walk — Refer the ans. o Kf erfo! 


£Q.35 
Turn Protocol- Traversal using relayNAT (TURN, : : : 

approach that uses the TCP/UDP pinhole Opened throu Mother 
establish a bidirectional communication tunnel withaT i 
network. The device D is located in the private ne 
a communication with the public Internet, first 
server employing the TURN protocol. First, d r : 
and port for his own use on the TURN server. The TURN server alg n Jast, for improving system performance they add a mechanism for stations 
address and port (IP_t : port_t). Then, device D can advertise tipali exchange information about congestion and a way to make the backo 
and port to external IP devices that need to send packets toit Wheat 
Server receives packets on IP_t : port t; it simply forwards thesepal, 
device D employing the TURN protocol. The TURN protocol contel 
NAT function because it is based on a permanent TCP connectial- 
device D and the TURN server, or it uses symmetric UDP. 


eae a link layer acknowledgements, lost frames were not 

f jthou 

shat wilh il tl 
yansmitted w by using an ACK frame after each successful data frame 


0.38. Compare collision, collision free and limited conten | 
sublayer protocol with suitable examples. (R.GP.V, June 04i 

Ans. Collision protocols use carrier sensing as m 4 
contention in the MAC sublayer. When multiple stations in. H 
to a single channel they use CSMA or CSMA/CD appisad w i 
same. If a station can sense the carrier it can'always Ss! 4 OM Rts Fig. 3.16 MACA Protocol í a 
transmission is going on or not and hence'čän decide pt odat g, Plain URN protocol. (R.GPV, June 2 
it can avoid.a collision. However as many of the stations a 


A i 5 ý 
unt whe th ‘oh uniform resource name (URN) protocol is an Internet Din 
nature they all observe the carrier simultaneously Peit ant AUR ae unlike a URL has persistent significance (i.e. the 0 ek 
get freed (previous transmission ends) they alliry tena Mesuent Mes that someone else will always be able to find the rs paved. 
cach other. Still there isian improvement over the A i Ha ne We ' using the Web is that Web content is ope ae a 
‘@) ALOHA ~ Refér the ans. of Q.8. fom "à new page on the same site. Since links are m é 


Nresoy 
Ie lo 
ample, ca 


jsmovel 
(ii). CSMA ~ Refer the ans. of Q.19. tors (URLs), they no longer work when content eee 


Refer the ans. of Q.33 andQ.35. 


S a Might r 
Ssaries 


fa tern 
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se multiple access with collision detection 
: (i 802: de covera varjety of architectures that are generally based 
understanding where resources are assigned or Teassigng, User A cp) stam aliy proposed by Metcalfe and Boggs. 
Both URN and URL are types of a concept kroya do, Alis M pernet as orig ‘rhe token bus network standard describes how the 
identifier (URI). A URN can be associated with another, Wid b vo 


requires to know the name ofa resources. One or More a, 
enn 


rier sen! 
be able to locate the nearest copy of the resource Toei 4 13 — Cal 
i e X 


(iv) ak operates. 


uniform resource characteristics (URC), which permi Concent R . 
p f ts deser, P ne! network standard describes how the 
to be associated with a URN, like, author, date, lengt a ieig pen - 992.5 - The token ring 
> SNC 80 fog Y "7 vork operates- 
jen ring Trosg The metropolitan area network (MAN) standard 
ow HARAR of network covering bigger distances. Another MAN 
bes Pe puted queue dual bus (DQDB) by the ANSI is an adoption 
\e ue 
h R en MATAN standard. : i 

aes pon are : € i aad measuring metric forg f: e pii) 802:7 — The broadband Technical Advisory Group provides 
network ? Define ae of them. (RGPY, ipl dance to other groups that are involved in establishing broadband LAN 

Ans. The two important performance measures associated wif i rds. 

jaras. 


medium networks are maximum obtainable throughput ad tead © «ji g92:8 Tho Fibre Optic Technical Advisory Group provides 
aecess delay. Both are strongly influenced by the MAC deta as iggther groups that are involved in establishing LAN standards using 
share the available transmission capacity between the attached sid’ nce ew 
case of an FDDI, this is based on the use of a control token miki 
token rotation protocol. The important parameter associated witty 
is the target token rotation time (TTRT) and, since this must be prs 
same value in all stations, it is important to quantify its effect 
obtainablé:throughput and the access delay. 
The nominal throughput of an FDDI ring is 100 Mpbs, bear 
ring latency and access control mechanism, the maximum obtain: 
is less than this. Maximum obtained throughput (and access 4 pi : 
that there-are always frames:waiting to be sent on receipt 0 te iv ewer (vii) 802.12 — The demarid priority access method is one of the 


ring interface. The access;delay is defined as the time ei k ls which are involved inideveloping specifications for 100 Mbps 
arrival of a frame at the ring interface of the source F henoosË : 


o "€ twisted-pair wires, 
the ring interface at the destinationstation. Therefore, T gourcê wi! forking Gii) 802,14 _ Cable TV based broadband communication network 
any time spent waiting inthe ring interface queue pe oad i$ : : 


Soup, 
(early) token-arrives. It ismeaningful only if the otter e the inl 
maximum obtainable throughput of the ring, other itl 
continuously build up andthe access delay gets P sone ph’ 
0.42. Explain IEEE 802 standards for LAN. follows” 
Ans. The various standards of IEEE 802 a'e ae í 


= (ix) 802:9 — Integrated data and voice networks standards cover 
te architecture for networks that carry-both voice and data like ISDNs. 


Finnie) 802.11 — The wireless LAN standard covers multiple 
| "sion methods for wireless transmission. 


"16 ~ Broadband wireless access (BBWA) working group- 


4 M. AN 7- Resilient packet ring working group RY oe 
Gbps, 4nd WAN for transfer of data packets at rates scalable 19, 


s : z tandari 43 ie 

() 802.1 — The high level interface SO" panog” | OMB. ny oo 

related to network architecture, interconnection aP i on IbRp Pa IEEE 802.2 in detail, (R.GREs ee 
“ddata li 2.2 has been defined by IEEE as an error-controlled: fat 


it deals with issues related to the higher OSI lee ev 
Gi) 802.2—Logical link control LLO os | 
are two sublayers within 802:2:that are equivalen 


Nk pr 
Protocol. LLC can run on top of all the 802 LAN an 
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protocols. In addition, this protocol called LLC j 

h logicar p ; data frames :conta 
the differences between the various types of 802 Steal tin | ented services the : in a source address, a 
n-or uence number, an acknowledgement number and a 


* * Coy 
single format and interface to the network la el neton hy pnecti® ss, a Seq s : 
the data link layer, with the MAC layer below it oc forms te, [r aion ediro For unreliable datagram service; the sequence number 

7 


alion 

characteristics not shared by most other link cona fig. 3 1 ms em umber are omitted. 
G) It must support the multiaccess sharedme t ackno ye a short note on Ethernet (IEEE 802.3). 
(ii) Itis relieved of some details of link icine umna # g write @ 3., i (R.GP.V, May/June 2006) 
SS Dy ‘inet was developed by Xerox corporation in 1976. It was 


Network Layer | Packet) Ans. am d for connecting,about 100 terminals with nearly 1 km 
yey 


ignally ced 2.94 Mbps. It was further upgraded to 10 Mbps. Ethemet 


Luc] Festa) abl Se ment over earlier networks as it provided ways to manage the 

TINE was P # any stations tried to transmit on one wire (or cable) simultaneously. 
[mac Lc Tae Be ses carrier sensing for:data transmission. It is based on the multiple 
ecto 1-persistent CSMA/CD (carrier sense multiple access with 


ent n 


#2 


Physical Layer Network ion) 
PP collision detection). 
(a) Position of LLC , (b) Protocol Formas | Inthis category of LAN, ifa station wants to transmit data, it listens to 
Fig. 3.17 i ‘fecable. Ifthe cable is busy, the station waits until it goes idle. If the cable is 


The network layer on the sending machine passes a packetlllé fre, the data is transmitted immediately. If two or more stations want to 
the LLC access primitives. The LLC sublayer then adds an LICH tansmit at the same time, both the stations sense each other’s presence. Both 
containing sequence and acknowledgement numbers. The resulting tien cease transmission, wait a random number of milliseconds and transmit 
is then inserted into the payload field of an 802.X frame and trast} ain. The collision problem is thus solved. But Ethernet systems do not provide 
the receiver, the reverse process takes place. a ätknowledgements. 

LLC provides three service options — IEEE 802.3 standard defines two categories — baseband and broadband, 


n ʻ a i 
(i) Unreliable datagram service 'shown-in fig. 3.19. The 
Baseband Digital "+ [Broadband Analog 
(Manchester) (PSK) $ 


Me N Word base speci ar 
Gi) Acknowledged datagram service f signal nice 2 S 
à er encoding). 
10 Base 5 10 Base 2° 10 BaseT 10 Broad 36 $ > 
1Base5 100 Base-T ne 


(iii) Reliable connection-oriented service. Tie Word bronz oak 
n les an 
Fig. 3.19 IEEE 802.3 


ånalog sj 
Ñ B signal (PSK encoding). 


Ne 
4 ao are defined for 
 legory, one for analog 


Basep, 7 

z and R te n AE 

Mer and Wi ae implies that data is transmitted without the use of. 

nd ion, lie n y one channel defined in the system. While in broadband 
x àre multiple channels divided upto into diffe rent frequency 


htag, Cbroadbang ~; aere 
y "Video, -d Signalling supports the concurrent transmission of VOC — 


i Whap oy i 
AN p “Are the diffe ` : Ra a 
? ferent line coding techniques ? Which is used 


+—--- -< TReSP ose re S 
VG = Individual/Group CIR= nee frame pot"! A py, Table - (R-GRK, June 2019) 
“Fig. 3.18 LLC PDU in a Generic MAC Ëy 3 18 yh OS." 3.1 tists some Mee E LAN. 
The LLC header is based- òn HDLC protocol (Ee powie : avna me encoding techniques for representative: 
`i; For # k- it GS ii aia seat) OBS 


different formats are used for data and control: 
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Table 3.1, iter (SFD) — It is a one-octet field that marks 


P Delimi 
i siart aaa beginning of the frame. The SFD field warns the 
fhe pream tthis is the last chance for synchronization. This field is 
ne t it ends with two 1s. Reception of SFD 


stations pyte, excep 
reamble ys t byte is the destination address. 


Manchester 


10 Base-T (Ethernet) 


100 Base-T (Fast Ethernet) | 4B/SB. 7 a tgs 
Gigabit Ethernet ars ae 1 pticu irq, aol 1 fos that the nex atio 
4/10-Mbps token ring Differential sa fiber); Dmg | m pestination Address (DA) — Destination address (DA) field 
ae aki NET anchester, f AN (is and has the physical address of the packet 's next destination. 
Fiber channel “I (optical fibre), yp “ait 5% >? of a system is a bit palfern encoded on its network interface 
; 8B/10B_ . ete Ty physical addres NIC contains a.unique address which distinguishes it from 
Wireless LANs BPSK, QPSK, QAM a 1 faa MO. a packet must Cross from one LAN to another to reach its 
< ysical address of the router connecting the 


H NIC. 
Pay other he DÄ field'has the phi 
If the packet reaches the target network, then 


nysical address of the destination device. 


esiination, 


urent Li 


‘ ab to the next one. 
0.46. Give the frame format of IEEE 802.3 and explain ving] pa field has the p! 


Also, refer the ans. of Q.44. , 


Or (GRY, my. (iv) Source device to forward thi 
D i : ptes. It contains the physical address of the last device to forward the packet. 
Sg ene aE JEEE RONA ca cy iy On device can: be the sending station for the most recent router to receive 
O (R.GEY, De ind forward the packet. ; 5 
r 6) Length/Type of PDU — These next two bytes tell the number of 
PDU is fixed, this field can | 


Explain the MAC frame format. (R.GPY, Jae ‘yes in the coming PDU. When the length of the 
. i- > D 
Ans. IEEE 802.3 specifies one type of frame having sev ‘te wed to show type, or as a base for other protocols. 
(vi) 802.2 Frame (PDU) — This field of the 8 


preamble, SFD, DA, SA, length/type of PDU, 802.2 frame and tel. 
Ethernet has no mechanism for acknowledging received frames, 1] entire 802.2 frame as a modulator, removable unit. Depen 


02.3 frame has the 
ding on the type of 
here from 46 


what is known as an unreliable medium,Acknowledgn#t62). tamea 
3 i 5 nd the length i š 
implemented at the higher layers. Fig. 3.20 shows the format o BT 1500 bytes Cae ee field, PDU can be ay w. al 
frame is CSMA/CD. 4 Fhe 802.3 frama is produced by the upper (LLC) sublayer, 
A\ Fld thay oes Cyclic Redundancy Check (CRC) — This field is 2 four oe 
the header an 


Preamble | 56 bits of alternatin; 
g 1s and Os, i 
arttes a CRC-32 error detection code derived from 


SED Start field delimiter, flag (10101011) 


Preai [Destination | Source | Length | pata and Padding 


Tbytes bytes 6 bytes 6 bytes 2 bytes 


dta fields, 


A ttcheg the tok Gate 
led en bus is a linear or tree-shaped cable onto that 
with each 


nf 
i ; 5 of 8023 ah tition , SEC fig. 

cone: (@) Preamble — Preamble is the first De and Ls “bon Mowing ls Logically, stations are organized into a rin withe 

aims seven bytes (7 x 8 = 56 bits) of altering yn roniti iff ban "ing is initia, address of the station to its “right” and ten”: If the 
Teceiving system to the coming frame and enable it ‘o ing S ld re er tk itialized, then highest numbered station may transmit the first 
timing. Patter 1010101 provides only an alert and a tit ofl w Ff Uke ting ie done, it passes permi e a tian my a iahbou? E 
very easily aliased to be useful in indicating the caine ins sei ‘ates oo ehbour a special ont Eas iow ag a token. The 
HDLC combined the alert, timing, and start sy7° ron ee ihe 4 sy, frames. around the logical rin 5 it l ; token holder being allowed 
~ the flag, IERE 802.3 divides these three frame* etw token, Ollisions de tok o tha isn A only. one station at @ time 
start frame. delimiter (SFD) which the second field: š ccur because only E. 

TAr ia 


my 


‘Address (SA) — Source address (SA) field is allotted six ` 
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hold value, the station issues a claim-token frame and 


res! ome algorithm with random bits determines who 


dne a ry count 


Aaa ; penthis d 
Broadband ‘Logical S mode 
Coaxial Cable Ring x ihe ker" the frame format of IEEE 802.4 (token bus) protocol, 
i so. geplot (R-GBV, May 2018) 
: frame format is shown in fig. 3.22. It is different 
19 token bus Dine th verse 
Direction of Ans. The format. For synchronizing the receiver's clock, preamble 
Token Motion fo 302.3 fram? ielimiter and ending delimiter are used for making the 
Fig. 3.21 Token Bus j used. Statins Both of these fields have analog encoding of symbols other 
» oe es. j és 
The important thing to realize is that the physical dhiri k jane bound? fperefore they cannot occur accidently in the user data. Due ta 
stations are connected to the cable is not important, Bétaiveg high tan sias a fength field is required. 
inherently a broadcast medium, every station receives every Pee iis reas distinguish data frames from control frame, frame control field is 
__ those not addressed to it. If a station passes the token; -then jt ki i Peite frames, it carries the priority of frame. It can also carry an. 
© token frame specifically addressed to its logical neighbour intl at needing the destination station to acknowledge correct or incorrect 
a his indicator, the destination would not be 


irrespective to the physical location of that station on the cable. tiy 
important to be noted that when stations are first powered on, they wilm 
in the ring. Therefore, the MAC protocol has Provisions for adding sai 
and deleting stations from, the ring. i 


0.48. Give advantages and disadvantages of token bus (IEEE W 


Ans. Advantages — Advantages of token bus are as follows - 
(i) Ituses highly reliable cable television equipment. 
Gi). It can handle short minimum frames. 
(ii) It is more deterministic than 802.3 and so $ 
applications. 
d. 
(v) The throughput and efficiency are excellent at 
(vi) Broadband cable can support multiple clianiels 1i 
data, but also for voice and television. fe 
Disadvantages — Disadvantages of token bus are aS flee 
: (i) _ This protocol is extremely complex and requires m 
like modems and wideband amplifiers. l hat 
(i). It has a small installedbase of users. Gans: 
(ii) It is poorly suited for fibre optic implement 
(iv) It gives delay at low load. : 
_ 2.49. What happens in a token bus if a station 4 ie 
then crashes immediately ? How does the protocol A ee 3 
‘Ans. Ina token bus, ifa station accepts the token ane” 
then this problem can be O aaie the ving initial ia 
Station has a timer that is reset whenever a frame app® 


| ecipt of the frame. Without ti 


uitable for el 


(iv) It supports priorities among the frames to sen pil ; 
hi 
i] 


Oh). 
ve dre, 3, 


pmitted to transmit anything because it does not contain the token. The 


foken bus is turned by this indicator into something resembling the 
| acknowledgement scheme of Tokoro and Tamaru. 


2or6 0-8182 4 1 


1 2or6 


Bytes> 1.1 


Frame Control 
Start Delimiter 


End Delimiter 


Preamble 


and source address fields are the same as in an 

s a given network 2 all 2 byte addresses or al 

S ei S, not ` ork must use all 2 byte a 

its ize, diene on the same cable. The initial $02.4 standard 
ne vidual and group addressing and the local 

as to 802.3. 

82 bytes long if 2 byte addresses are used and 


802.3 frame, that was made short to stop one eyes 
too long. The timers can be used as an antog 
Py BN prt a ý 


and global 


Yle addresses are used. This is more than five times. 
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measure with the token bus but it is nice to b 
e able t 
Token Bus (802.4) 


Token Ring (802.5) 


when real-time traffic- is not an issue. Th trang, 
transmission errors. It uses the identical ts checksum is stig : ;; 
cal algorithm and a fy h It uses highly reliable |It uses point-to-point 
On cable television equip- |connections, 


Q.51. What conditions would have to hoig Omia 
circulate forever on a token ring without a m onit for a Corrupt gi 

fix this problem ? OF ? How dop, P, 
RGpy vee 


Ans. For a corrupted frame to circulate forever one ine 
monitor, the sender might either have failed or the frame’. à token Thy 
be corrupted so the sender does not recognize it, Pe $ SOuiceade | : 


$ = Tsj ’ ci 
are detected by the monitor bit of the access control fia R] 
«A monit 


fixes this by setting the monitor bit on the first pass. Frame with thoy y 
its second pass are removed. The source address does not matt ate 
Tal 


It is also deterministic. 


tipy 


Q.52. Explain why token bus is suited for real tj gi) | Htis non 
2 : ” time applic | istic whic’ 
= comparison to CSMA/CD with the help of suitable conn inappropriate for 


real time work. 
Iphasino priorities.) Token bus supports 
priorities and can be 
configured to provide 
a guaranteed fraction 
of the bandwidth to 
high-priority traffic 
such as digitized voice. 
It has excellent through- 
put and efficiency at 
high load. 


(R.GRY, June 2008, de yf 
Ans. Local area networks have a direct application in factory atmi 
and process control, where the nodes are computers controlin 
manufacturing process. In this type of application, real-time procesin 
minimum delay is needed. Processing must occur at the same speist 
objects moving along the assembly line. Ethernet or CSMA/CD isnotssi 
protocol for this purpose because the number of collisions is not pit 
and the delay in sending data from the control center tothe comps} 
the assembly line is not a fixed value. Token ring is also,not a suitable 
because an assembly line resembles a bus topology and not a ring D pi 
combines features of Ethernet and token ring. It combines the 
configuration of Ethernet (a bus topology) and the collision-free ni 
delay) feature of token ring. Token. bus is a physical busithat 8 

logical ring using tokens. w 
; l , q is passed amore” y 
Stations are logically organized into a ring. A token IS p he token- w 
If a station wants to send data, it must wait and capture the 


Similar to token bus, 
priorities are possible, 
although the scheme is 
not as fair. 


(i) 


l 


(iv) | At high load, the 
Presence of colli- 
sions becomes a 
major problem and 
can seriously affect 
( the throughput. 
P Delay at low load is| It has substantial delay 
kar ally zero [at low load (stations 
sey do not must always wait for the 
© to wait for a | token, even in an other- 


There is always delsyaty. 
low load because hesti. 
der mustwaitforthe token. 


3 ‘ token: : 
like CSMA/CD stations communicate via common oe prone owi mat they dist wise idle system). ? 

Token bus is thus limited to factory aes (vi) | haga i lately). : be fully digital |. 

has no commercial application in data communica! JEL: | los compere |Ttuses a lot of analog JCO E one 
P: 12,5. te Mod ponent. | engineering and includes s 
\ 0.53. Compare IEEE 802.3, re cag "alune 2006, d eins are not | modems and wideband Š 

4 GE Yo } A 
a t amplifiers. Like the token bus, short 


ye 
Or mGF 4 It can handle short 


frames are post? 


Compare the token bus and token ring. fat minimum frames. 
: Or 2.5 [EEE Si pee 
. Differentiate between 802.3, 802.4 ar s PV, June n WF 
thse ng tl 


pen RIP! 
‘Ans. Comparison of Ethernet, Token Bus and TONS: 
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itity, the standard defined three kinds of stations - 
ig of mobility, This type of station is either stationary or moves 


Ans. A wireless LAN is one that makes Use nication range of the communicating stations of 


medium. WLAN is a fast growing mark 
access into office, home, or producti 
restricted in their diameter to buildi 
operated by individuals, not by large- 
is to replace office cabling and, addit 
ad-hoc communication. Until relati 
used. The reasons for this included high Prices, low dat 
safety concerns, and licensing requirements. As these 
addressed, the popularity of wireless LANs has grown 


o-transition 
5 ii 
( the direct com 

in 


3 sjon — This type is defined as a station movement 
(i) aber s within the same ESS. In this situation, delivery 
ope BSS f° an sees that the addressing capability be able to recognize 
fo ine station n y 
i ation of the station. This type is defined as a station movement 
n ition — ` Š 
a rates, o (iii) Ess BSS within another ESS. This ie! is supported 

biens yee Ss in one i ove. There is no guarantee of maintenance 
Prone ha | Bs f sense that the station canm 


Uppo: y i ion of service 
i ted by 802.11. In fact, disruption o 
nnections Supp 

ofupper-layer co 


MY islikely to happen. 
0.55. Discuss Bluetooth 


: N 
MPUS single Toom Mey. i 
Scale providers, The main Me 


ionally to introduce a higte ih 
vely recently, wireless LAN 


chitecture and its applications. 
architectu: eee 


Or 


(R-GBV., June 2013) 
connect to a backbone distribution s 


isolated. The access point works as a bridge. The MAC protocol wil i ithout cables. 
pane : ; pron — A es (e-g., PDAs) witho š 
either fully distributed or controlled by a central coordination functionbos| connecting its mobile phones Leet ahs formed a SIG (special 
in the access point. The BSS corresponds to what is called as a cli ae companies (IBM, cae > Jio develop a wireless standard for 
literature. intrest group, i.e., consortium to d ! ssories using 
interconnecting computing, communication devices, and pi was named 
p 'tort-range, low-power, inexpensive wireless radios. The Pa aa 
Bhetooth, after Harald Blaatand (Bluetooth) II (940-981), aN bles : 
ifed (ie,, Conquered) Denmark and Norway, also without cal sdnias 
: ee : 
it „a lhough the original idea was just to get rid of the cables maps TANS 
í White began to expand in scope and encroach on the area of wy ates some 
compe 48 Move makes the standard more useful, it also oe the two 
i Ding for Mindshare with 802.11. To make matters sine noting that 
fray 'nterfere with each other electrically. It is also wort = computer 
ip eral, ard introduced an infrared network for come inabig 
. `, f; caug os 
y, Without wires Some years ago, but it never really caught "= 


Extended 
Service Set 


Distribution 
System 


1 mai s : 

Wireles, Boal of Bluetooth developing a single 

Atthe ie network technology. ty group within 
802.1) me time the Bluetooth development started, pal under: the 

iis eit Blew. na scussed | yess 
Mg five ai Personal area network (WPAN) dis E 3 


chip, low-cost, radio- : 


i E R 
Fig. 3.23 IEEE 802.11 Architecte tt} 


pe 
i rises of two en is p 
An extended service set (ESS) comprises tion SY agit? D pe. 
tapas The distribu ine! hg p, inet Iden riginally the study 
terconnected by a distribution system. ‘val LAN Second g entity ~- Originally the s 
backbone LAN. The ESS appears as a single log! Bi 02.11 standard. 
ontrol (LLC) level. : St 


group did no a 
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11 does not specify whether users should use their 


isi P EE 9 8 i 
(iii) Market Potential — How many applicat 2 Sig ication for reading e-mail, surfing the web, or something else. 
customers are available for a certain technology > ions, ing Apr computers th YLI specification names 13 specific applications to 
iv) Technical Feasibility — tyf piebot the BlUC™™ ifferent protocol stacks for each one. Unfortunate 
. ty — Prototypes ar PP pash t g provides f lexi 5 maey 
discussion, so the study group would not rely on 5 e Necessary i tae ported F A to a very large amount of complexity, which we will omit 
Ë siars aper wh fes h lead. i called profiles, are listed i 
(vy) Economic Feasibility — Everythi Abdee Work, "Ny js? th applications: which are profiles, ted in fig. 3.25. 
should be cheaper than other solutions and allow for hj Obed Within pe Me ag Description 
2 igh. : he : 
Bluetooth fulfills these criteria so the WPAN gh Volume my’ Bee L Procedures for link management 
Bluetooth consortium. group COoperaty “i Ge ver Protocol for discovering offered services 
x ice t for a serial port cable 
To understand the n ‘ ; fs Replafemca 
3 d etworking of Bluetooth devices a uicti Serial port 4 a | Defines client-server relationship for object movement | 
to its key features is necessary. ‘Wick inky! FGenerie object exchands Protocol between a mobile computer and a fixed LAN 
y * : - rotoco! 
Piconet is the basic unit of Bluetooth system. Piconet consi TAN access ne ‘Allows a notebook computer to call via a mobile ma 
node and up to seven active slave nodes within a distance of Om Diakup netw E Ronie fax machine to talk fo a mobile phone | 
i isti f Fa z = 
oe can nn in the same (large) room and can even E, Cordless telephony Connects a handset and its local base station | 
a bridge node as illustrated in fig. 3.24. A Scatternet is definia) [Intercom Digital walkie-talkie 
interconnected collection of piconets is. | [Headset Allows hands-free voice communication 
; There can be upto 255 parked nodes in the net for the sevenaciiedd Object push Provides a way to = ——_ 1 
‘nodes in a piconet. These are devices whic $ File transfer Provides a more general file transfer facility 
h the master has switched Synchronization Permits a PDA to synchronize with another computer | 


master. There are also two intermediate power states, hold andi. 

; The reason for the master/slave design is that the designers inlet 
facilitate the implementation of complete Bluetooth chips for under! vit 
consequence of this decision is that the slaves are fairly dumb; pasih oe! 
doing whatever the master tells them to do. Thus, a piconet isa cee 


TDM system, with the. master controlling the clock and determining") 
nications” 


Nevessai 


> Drofi 


doh “discover wha: 


he seria] port 


Fig. 3.25 The Bluetooth Profiles 


i The first one generic access profile is not really an application, butrather 
pe esis upon which the real applications are built. Its main job is to provide ii 
Hy to establish and maintain secure links between the master and slaves. 


generic is the service discovery profile, which is used by devices 
for = Soe an other devices have to offer. These two profiles are ; 
uetooth devices. The remaining ones are optional. i 
profile is a transport protocol that most of the remainins 
ates a serial live and useful for legacy applications. Th 


atively 


device gets to communicate in which time slot. All commu! s es use, t 
the master and a slave; direct slave-slaye communication 's ee perc Object en 
Piconet 1— piconet la aro; change profile defi ient- ationship for movin: 
ieonet 1 fe Dole: The next th fines a client-server relations pi rey 
Fad allows a Blu tee profiles are for networking. The LAN ac 
ni ct Competitor rho device to connect to a fixed network, This profile is. 
? Without computer te 802.11. The dial-up network protocol is used to allowa.> 
H a Wires, © connect to a mobile phone containing a built-in modem 
; ieg SAREN 
i a tee Profile is simi . ee 
eee oN ihe’ to send milar to dial-up networking except that itallows wireless 
Ag fy, he i 8nd receive faxes using mobile phones without a WIE 
Active 4 4 he eph Xt threg 
pS = Rhy, 0] rofiles a 
Se cenaoore wtf Men iw Y. The oa cordless telephony, intercom, 
Bridge Slave mä cal © Wirelegs ‘ing three profiles are for actually exchanging ¢ 
For evices. These could be-business cards, pictu 


> es Fig. 3:24 Two Piconets can be Connected 10 
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data files. The synchronization profile. in 
data into a PDA or notebook computer w 
data from it when it returns. 


arti x 
E n TR 1S iteng, ; 
avi k 

es tome, My 


0.56. Compare a piconet and scatternet, 
Ans. Compare a piconet and scatternet are 


RGey 
as follows T 


NETWORK LAYER - 


In this bluetooth network, device 
can function either as master or 
slave. 


It serves smaller coverage area 


It supports maximum 8 nodes. ) SERVICES PROVIDED, DESIGN 


)RITHMS — LEAST COST ROUTING — 


It is allows less effici than g : 7 
available bluetooth piece a At allows more efficiet | M, DIIKSTRA'S ALGORITHM, BELLMAN-FORD 
width. -| available bluetooth g M, HIERARCHICAL ROUTING, BROADCAST 


width hanet E Aiae Aa areata 
— ROUTING, MULTICAST ROUTING 


Also refer the ans. of Q.55. 
0.1. Discuss the need of network layer. What are the basic design issues 
ofa network layer ? 

Ans. The network layer is responsible fo 
‘subnet, i.e., from the source to the destination nodes across multipl: 
wf thesame network, or across multiple networks. This layer ensu 
i — delivery of a packet to the destination node. To perform thi 

choose a route. A route could be chosen before sending all the 


r routing a packet within the 
le nodes in 
ures the 
s, it has 
packets 


i ; : „f belongi Be aid 

sete Given, Stations, M = 20, Speed, R = 4 Mbps andb=255! | Sumy to the same message (virtual circuit) or it could be chosen for each 
he ring latency (in bits) is given as, ee node (datagram). This layer is also responsible for tackling the 

1 n problem at a node, when there are too many packets a r 

network 


Node to b 
q € forwarded to the next node. Where there is only one sma) 


20 x 100 x 4 x 10° ‘ 
2x10. ANT a ~ sn broadcast philosophy (e.g., a single Ethernet LAN), this laye š 
i SES has very minimal functionality. dedi 
oy etano ee issues of a network layer include the services Ol 
| ™ conneetign oor routing of packets through the subnet, See contol. 
OTKINS?- 


On ofan: 1 
z 22. D, f multiple networks together (internetw 
H lene. x unit, 
mendeng ae cape networks route each packet as a separar pe 
e ene all o 4 nae a Hite : 
each thers. Virtual circuit networks do tot Ra pee 


Mmea data 
l ac ' 7 
: that y; Packet follows a predetermined route. Does aes 
e pility to route isol 


trtua, ci J 

rcuit netw, 2 4 orite, 

m works do not need the cap o rou y 

Ag ary destination ? Explain, A j 
A (R.GP Ks Dec. 2 

ability im order te rou 

arbitrary destinati 


ies to 

i j Source to an arbitra 
4 Any, y 
top AS Vir 

Meg ittal e; 

eti al circuj x : 

ion Setup a Most certainly requires this cap: 

Packet from an arbitrary source to an 
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3. Describ te aga 
Q. cribe a way to do reassembly ofIp fragmen the full destination address, because each packet 


rry . :, 
ath ust car ntly of its predecessors, if any, 
Ans. For general case, the problem is Dontriy; ( Gay! wt pokes carried independe he of the other camp is i the subni 
out or order and some can be missing. On a ; Wial. Pra a Dy gostiti? other hand, the a n onorented service. In this view, ia 5 
fragmented in different chunks size. In addition pe iSsion, ten p” m ca reliable, cad quality of service is not easy to ea 
until the last fragment receives. Probab} > total sigs ay} ould PO ain factor a i l-time traffi i 
is to buffer all the pieces until the last ee Only Way to ma tag ee the subnet, especially for real ic such as video and 
cti 


: ent rece; na 
Then build a buffer of the right size and put ae the sone 
a 


maintaining a bit map with one bit Per 8 bytes Ents ingg 
P to kee tra Ob 

present in the buffer. The datagram is com let ae Of iti 

bit map. plete when all the bits me 


es of these camps are Internet and ATM. Intemet provides 
: etwork layer service and ATM networks Provide connection- 
cannectionless i layeriservice. But, it is interesting to notice that as quality of 
ae are becoming more and more important, the Internet is 
service 


evolving. 
05. What is routing ? (R.GP.V., May/June 2006, Dec. 2015) 


Ans. Almost everyone is familiar with the general concept of routing. t 
| means that if anyone wants to go from point A to point B, he has to decide a 
ph togo there. In the, same way, if anybody wants to transfer information 
between computers situated at two different locations which are connected 
ya a WAN, network protocols must decide how to get it there. > 
Inthe ease of LANs, organized around a single bus or ring, routing is not 
‘oblem. If their connection is with the bridges, the bridges make the routing 
, cis. Topologies are not very complex and bridges perform the routing 
Tather easily, 


0.4. Explain the services ‘Provided by th 

2 Y the network layer to te ta 
Ans. Network layer provides Services to the transport | 

layer/transport layer interface. Oftenly, this interface has 

due to another reason — it frequently is the interface between the cari 

the customer, that is, the boundary of the subnet. Carrier often Consist 


ayer atthe ney 


this interface must be especially well defined. Network layer Sèist 
been designed with the following goals — 
(i) Transport layer should be shielded from the numb tp 
topology of the routers present. 
(ii) Services should be independent of the router ome 
iii) Network addresses made available to the transporte 
use a uniform numbering plan, even across LANs.and WANs. re) Alorith 
With these goals, designers of the network layer have o wie Major 2a > select the routes and the data structures that they use aè à 
writing detailed specifications of the services to be provided ® iyi onting Wa vOrk layer design. ing 
layer. This freedom degenerates into a raging battle beiwer ie thle jg the Salgorithm isa Process by which a routing table is defined. ners : 
factions. Center of the discussions, whether the network laye Which ouput pE S network layer software which is responsible for deciding, 
connectionless service or connectionsoriented service. mut Or ne ine an incoming packet should be transmitted on. 
According to one camp (represented by the hema else. H . i 
no g 


Qó What do you mean by routing algorithms ? 
bs, The routing algorithms are a part of the network layer software 
Packet, mis are responsible for deciding the outgoing path foran incoming 
- In most Subnets, packets will need multiple hops for travelling. 


x 


e desired Properties of routing algorithm. 


that the routers’ job is moving packets around and how itis desi io!) AS Dogs (R.GRY | 
them, the subnet is inherently unreliable, no late and P Y keg. O ble properties of routing algorithms are as follows 
the hosts should accept the fact that aapon a ng leads n 4 aiy Correctness _ lt should get packets eventually 
control an Ives. This ‘onless: Y, of ii 

i d flow control themselv nectionless wat oy O Sim ; 


Pticity — This usually implies faster. 


conclusion that network service should be con gig, City 
ition, |? Stabin ilibri 
ng, ility It should converge to some equilibrium 


SEND PACKET and RECEIVE PACKET and A aeb n | 
ordering and flow control should be done, smee aoe ie 
anyway, and there is usually little to be gained by 
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(iv) Robustness — It should be able.to 


online, as well as, handle. other going off andie ne least cost routing algorithm. (R.GBY, Dec, 2006) 
2 ” & or malfuncti , Wito jscusS 5 t routing d á 3 
(») Fairness and Optimality — Thes tit, aD decision of the least-cost routing depends on efficiency ~ which 
oe eare y e ; st or; in networki Í 
For example, in the situation below it dane to Slay Ans: ne athways P oe aah tels s lah: the 
would not allow traffic between X and X a sit ccur that tg i phe avel yalue is assigne > Particular route js 


i e of the component links. In this context, the term shortest 
B 


uation whip» ‘fests 

tae 18 ng, a the total ies o things depending on the protocol. In few Cases, shortest 
i “neal eee ding the smallest number of relays or hops, For example, 
ans the rO m A to D would beiconsidered shorter than the route A-B-C_p 
` direct link T al distance covered by the latter is the same or less, For other 
> gen if the a meins fastest, cheapest, most reliable, most secure or best of 
Boy which ean make one particular link (or combination of links) 
ay 


eattractive than another. Generally, shortest means a combination of all of 
10 i 


a | these. 2 
Fig. 4.1 In hop-count routing, shortest means the pathway needing the smallest 


: i, i p : in which link is considered to be of equal length and 
4 Q. 8. Differentiate between adaptive and non-adaptive mn] mmber of relays, inw ie every <<a Š st q a g in 
orithis. (R.GPY, May/June 2006, D 20 utaj gven the value one. Hop-count routing becomes by using equal val 

‘ Or » Dec. 2006 Jime) Cne-hop routes are always equal to one, two-hop routes are always equal to 
Define th ; n voand soon. Routes require updating only when a link becomes unavailable. 
Ge he types of routing algorithms, (R.GPI, Je That casey the value of the link becomes infinite and an alternate is obtained. 


i í Usually, hop-count algorithms control the routes known by a single user te 


A’ B 


es with special needs (e.g., military transmissions which need highly 
- olhers y a these cases, few links will be given a value of oi 

vill have higher values and will be avoided. r 

dure is.also known as static routing. For example — shortest pal 
i] Medium (ie po mig a value to a link. Speed, traffic congesti 
8°) levant iias e line, satellite transmission, etc.) are these qu 
+ value or ligth s particular link are combined, a number whic 
in Y, Not a ahs link is issued. This number shows an as 
a physical distance, it is known as the symbol 


B 
wath h ine, on wh, 


ateve ites R Le pain 
w tina neti ever qualities are considered important 


ket" Work is assi a link i 
z g "i x lengths. T ai behar a TOuterg is | -signed a link in some proa vay iradi 

Use. information available there, such as queue le ne at iggy ot hhe li ithe half-duplex or full-duplex (has- two Way othe 

isolated algorithms, Lastly, there isa third class of algo ay yorib Aty diy ection. Vi direction might be different from the Tenet ai 

of global. arid local information. They are called dist" ypt dN eo, XCD 1m her factors, such as traffic load or quality © if ‘ 
; jng ? What are various 7 ae at Outings» Physical distance which the signal bas t00 e 

2.9. What do you mean by routing ? Wh (RGF bly > Caleu & the decision of ute is t 
oriths ? Explain any one. Mh 9 He op ey totalin, 
C ; ; M ate, MPC 
i ae 5. ee aont 
Routing — Refer the ans. of Q. «of Q8: nsidere 


ypes of Routing Algorithms — Refer the an nger than two-hop paths. However 


those Within 15 hops. A particular hop-count algorithm may be customized for -~ 
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ofa three-hop link may turnout to be shorter than 


that 
different links are assigned different lengths, at of, a twoy 


ie 


Q.11. How does link state routing take care Of the proby 
sequence numbers, crashing of routers and corruption o em ‘Fn 
of Sequence ig! 
|l 


G) Here, confusion will reign because of the 
wrap around. This can be reduced by usinga 32-bit sequency A 
` would consider 137 years to wrap around with one link state ie ne 
therefore this possibility can be eliminated. . : Pest 
(ii), It will lose track of its sequence number whe 
The next packet will be rejected as a duplicate when it starts again at re 
Gii) Because the current sequence number is thought to be yy 
a sequence number is ever damaged and 65540 is received instead ea 
bit error), packet 5 through 65540 will be rejected as obsolete, 
These problem can be solved by the age of every packet afterthe sega 
number and decrement it one per second. The information from that roti 
removed when the age hits zero. Generally, a new packet comes inevgl 
sec., therefore router information only times out if a router is down. Diy 
the initial flooding process, the age field is also decremented by eachrotl 


; "GR 
Ans. The link state routing has a some problemas- ! k, Jun * 


Sequence i 


Na router ever 


make sure no packet can obtain lost and live for an indefinitetime pet | 


(R.GBV, Jml 


Ans. Unicast routing protocol is a combination of gore h 
procedures that help routers to inform each other in case of any saat 
also permits routers to share whatever they know about the ee J 
neighbourhood. Unicast routing protocols may also be classifieds 
and interdomain routing protocols. ; 

: Thus, routing between autonomous system is known 281 a 
and routing inside an autonomous system is known as intr 


0.12. What are unicast routing protocols ? 


ferdonai™ 
main 10 


cols 


> i roto! 
Fig. 4.2. Popular Unicast Routing F. 


“any working areas. All networks inside an area should be connected. Routing. `; 


Im 
Mtetop g Asan 
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p Information Protocol) = RIP is an intiadomain 
(Routing on distance vector routing. It implements distance 
some considerations — , H 
th routers and networks (links) in an autonomous 
ve any routing table. In contrast, routers have it. 
twork A ia tion in a routing table is a network. It means that 
(b) ma a network address. 
n speci the metric. The distance can be defined as the number 
(c) RIP sa why, the metric in RIP is known as.a hop count, 
(inks). Tha es infinity as 16, which means that any route in an 


defin 
ONI RIP cannot have more than 15 hops. 


w 
oul 
eth (a 


pe ist om 


seorks 


tem using $ 
sloromous z The next-node column specifies the address of the router to 
ë : eed 3 
tih the packet is to be sent to reach its destination. 
ici 


(i) OSPF Protocol It is an intradomain routing protocol and based 
nlik state routing. OSPF protocol can be understood by defining it in area. 

Anarea is a collection of networks, hosts, and routers all contained within 
autonomous systems. Although, we can divide an autonomous system in 


ifomation is flooded by routers in areas. Special routers called area border 


{inlesare attached at the border of an area to summarize the information 
“®0ttarea and send 


i it to other areas. A backbone area is a special area and all 
Tsou inside an autonomous system must be connected to thé backbone. 
backbone area is called primary area and other areas are considered as 


Seon, : ihe 
ofth ary areas, Each area has an area identification. The area identification 
è backbone is zero R 


4 o Hasr Border gateway protocol (BGP) is an interdomain routing 
Ween two taut vector routing, In BGP, any exchange of routing information: 
petig etwa fakes Place in a session. A session can be defined as 
cen two BGP routers only for exchanging the’ row 
also uses the services of TCP for creating # rel ; 
l ee Program, a session at BGP level isa conn i 
unti Somethi CP connection is established for BGP. it can: Tea 
Das se 'ng unusual happens. That’s why, BGP sessio! 

mi permanent connections. Be east 
tien Kinds of sessions — external BGP (B-BGP) and 
Modes be lity. Thep sap these sessions are different from So ee 
iig Sion K ging £6 :tyy Session is used to exchange informato ras a 

a anto Used to © different autonomous systems: “ln cont? 

omous s Xchange routing: information betwee! 
em. We can understand. these sess 
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ting the shortest path between-two nodes of 
utin 


apms for CO is labeled with its distance from the source 
y gort ve node ni starting, paths are not known, therefore all 
fam now ath. In nee aT 
N i ba Kal known ‘As the algorithm proceeds and paths are obtained, 
i tong th ith infinity: better paths. A label may be either permanent 
Se. wt m fal ae ae reflecting in starting. When it is discovered that a label 
in, pee Jabels are a. from the source to that node, it is made 

Rig. 4-3 External and Internal BGP Session, "Oy hel o rtest possible 3 ih reafter. 

0. e d 

Q.13. Give the algorithm to Sind the Shortes the $ ver change 


weighted graph. Also find the shortest path, 


Fig. 4.4 


(R.GP.Y, Dec. 2003, May/June 2006, Nov/Dec m 
Or 
Explain Dijkstra’s algorithm with example. 


or [ 
^ A of hi a 
One method of measuring path length is the p aie 08 Ne 
metric, the paths ABC and ABE are equally long as s ick case ABE CO, B) BCA) 
metric is the geographic distance in kilometresy in’ w io Gy (0, 
longer ti a siol j A 
ger than ABE. - thle betides hops and phys ati A 
Several other metrics are also possible be! wh the mea” i MY 70.) 
As an example, each arc could be labeled ba determine? D” , 
transmission delay for some standard test packet a aph Jabeling i f 
runs. The shortest path is the fastest path with this 2 wit ae lustrati 2 Fig Aa REP 
the path with the fewest arcs or kilometres. uted asa a Braph ig the working of labeling algorithni R 
s ` Generally, the labels on the arcs could be ait fior oi ate Shortest fie. 4.5 (a) in which the weights ess ` 
; 7 i j St path py, i y- MAL! 
distance, bandwidth, average traffic, compon i orithm. ove roy denote E ath Rom A to D, We vate o n nbd 
measured delay and other factors, Then the a En mest” aN ra Node) a filled-in circle, Thenrgachei 
“shortest? path by changing the weighting func of crite: : eleg, it is ‘abeling each one with the dista 
any one of a number of criteria or a combination S also lab 


£ Path in th, 
Ii 


— B(2,A) 


; A ef} wi 
eled with the node: from 
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made, therefore the final path can be constru ted | 

of the nodes adjacent to A, all the tentatively libe Afi a 

whole graph and made the one with the smallest hen a 
e 


fig. 4.5 (b). This one is the new working node Thane i p rou sho 
Now, starting is done from B and all nod, a Sh ull fo f fig: 4.6 (b) ju 
5 nodes adjacent tp it ots In the first CO 


i i a 5 
sum of the label on B and the distance from B to the node beih o Steni mt puter vac delay to 


than the label on that node, a shorter path is obtained. there Sree consi 
g è label 


When all the nodes adjacent to the working node have been ; 
tentative labels changed if possible, the whole graph j a 
- o e graph is searched for | 
labeled node with the smallest value. This node is ma dè Or they 
working node for the next round. The steps ofthe algorithm ae i ih 
T 


Q.14. With a neat diagram, explain the Bellman-Fordront, 
(R.GPV, Jù Hn 
«GEV, June 2003, Dec, 29) 


jgnsee, 80 the to 
, Simi! 


espmsec. The 


for routing packets. o OS, fil gest route to ge 
i nher destinations thus up 
Describe the working of Bellman-Ford algorithm ‘ed 
example, ih iya 
Or 


Explain Bellman-Ford algorithm with example. (R.GBY, Myu ` 


Ans. Distance vector routing is one of the most popular dynamicnéj 
algorithms generally used in modern computer networks. It is esol} 
other names like distributed Bellman-Ford routing algorithm and te! 
Fulkerson algorithm. . 

Distance vector routing algorithm works by having each rove , 
a routing table (i.e., a vector) that contains one entry for, éach nae 
subnet. This entry contains two parts — the preferred outgome f 

‘the destination and an estimate of the metric used, to get et 
used might be number of hops (jumps), distance, time mid i a ne? 
of packets along the path, etc. If the metric is delay, the ee i 
directly with special ECHO packets that the receiver. just wee ino 
back as fast as it can, The routing tables are updated by a 5 i- y 
with the neighbours, by sending a list of estimated peat kn wiley 

Suppose if the time delay metric is used and the sae T mody 
to each: of its neighbours in the subnet, then once 1 ci jg 10 08° we 4 
exchange the information with each other. Zach router He ) ale r 

a list of its estimated delays to each destination. It $ alisi i 
similar list from each neighbour. Imagine thatit repel? h! 
router X, showing its estimate of X;, the time a oX EP mee” 
Now the router Y knows that the delay (time tak ri 1 ylation: Pi w 
reach to-router i via X in X; + m msec. Using this m nding : ; 
the best estimate and use that estimate and the ae a 
routing table. 


sid an examp 
co! tas 
jven 4 subne 

are B! r hto router 


ch its nel; 


since J can 8° 


ce Vector Routing — T 
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le with the help of the following fig. 4.6; 

hown in fig. 4.6 (a). The aim is to find the best 
G. The metric used is time delay. The first four 
the delay vectors received from the neighbours 


A claims to have a 12 msec delay to reach to 


40 msec delay to D, etc. Suppose J has already 


ighbours, A, I, H and K as 8, 10, 12 and 6 


t to A in 8: msec and A claims to be able to get to G in 


J to get to G, via A is (8 + 18) msec, i.e., 26 


jalis(10 + 31 best of these values is 18 msec (shortest delay). Thus, J finds 


j 
A 


rpa- ROR MEA wR PA 


JA JI JH’ JK 
Delay Delay Delay Delay 

is is is is 

8 10 12 6 
Vectors Received From oe 3 

J’s Four Neighbors. te tose 

rs outing: 

(b) Inputs From A, 1, H, Kandihe New R 
Table for Jo 
Fig. 4.6 > 
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i eading at theratè of 
the good news 18 spre of one-hop per 
j ater Clearly ose longest path is of length N hops, within N 
us na subre know about newly revived lines and routers, 
i everyone tuation of fig. 4.7 (b), where all the lines and routers 


There are two primary drawbacks in distance 
G) First, for choosing the routes ee Ector Toy 

delay metric and does not take line bandwi dih in Sider Qu, N 
Gi) Second, the algorithm converge © accoypg, “leg 


Poni atta a S vi il e i 

tricks like split horizon. “TY slowiy Vey ie gume the eB, C, D and E have distances to A of 1, 2,3 and 4 

Q.15. Write short note on count to infinity pp , Me all up + A goes down, or alternatively the line between A and B 
Problem; Pi ely. Sudden 7 ly the same thing from B’s perspective. 

oer Or RGry Oey ; “it that is effectiv hië fromA at the first packet exchange. Fortunately. 

How count-to-infinity problem is generated in ront Wi pdoes not hear a have a path to A of length 2.” Little does B know that 

ing alg cays"Do not soa B itself, For all B knows, C might have ten outgoing 

Ans. Bellman-Ford routing or distance vector routi “> dey os path ne ede path to A of length 2. As a result, B now thinks it can 

but has a serious drawback in practice ~ althou gh it paises Works ig ga} es all sea a path length of 3. D and E do not update their entries for 

answer, it may do so slowly. In particular, it reacts rapidly i ie) A V st exch eee ii cae 

800d ney Aon ‘nee second exchange, C notices that each of its neighbours claims to 


leisurely to bad news. Assume a router whose best route to desti 
: esting 
es aimee ee Nap pepe A suddenly reports sii | wea path to.A of length 3. It picks up one of them at random and makes its 
one vector exchange, the good heer the line to A to send taficti ew distance to A`4, as illustrated in third row of fig: 4.7 (b). Subsequent 
To see how fast good ne Processed. aithanges create the history shown in the rest of fig. 4.7 (b). 

subnet of fig. 4.7, in which pret aE bas ta Consider the fivenod (iy Thus, it is cleat from this figure that why bad news travels slowly — no 
down initially and all the other routers haga te number of tops ll cha aValile more than one higher than the minimum ofall its neighbours. 
recorded the delay to A as infi routers know this. In other words,te't} Grdually all routers work their way upto infinity, but the number of exchanges 
% Sanat, “reuced depends on the numerical value used for infinity. Due to this reason, 
A wise to set infinity to the longest path plus 1. When the metric is time 

Y, there is no well-defined upper bound, so a high value is required to 


J 
| 


19: & i 
A B 4 Afer EWE prevent ; A s 
Lecan 1 A Eea eaaa i, 10n delay tom being romed as me Be Aè 
E T E 5 4 a 4 Aa > | oaled the count-to-infinity problem. ae 
t nitially 6 56 “After 4B" 3 eee: ; 
EOF DAZ Aeae GA i AE MEA th Blain the Betlman-Ford routing algorithm. Disens e 
i Ti 3) eo After rr W Y f count to infinity in. Bellman-Ford algorithm. © =: ; 
2 3 4 After 4 Exchanges i Ang, (RGR; Dec. 2017) 
af ie ans. of Q.14 and Q.15 Mee 
É), tka How on pee Sema A 
».. —— ieee anple, Pen shortest path first (OSPF) work ? Expla baer 
Fig. 4.7 The Courteto-infinity Prowen tl ay, ` (R.i hei 
‘ < via the Yi A 
IWA comes up, the other routers learn about it vi a someN w O 
For simplicity, we will assume that there is a gigantic pare sil fd wh, 
Smk periodically to initiate a vector exchange on : the tim? d i 
learns that its. left neighbour.has zero delay to that Ai one hh oth Unk 
epange. Now B makes an entry in its routing table ‘At this Pm f hing i 
the-left. All the other routers still think that A is dow" of fig Ae k Sg 
row soil ba roy ach router actively tests. th 


table entries for.A are as illustrated in the secon 1 10 5: Soy 
next exchange, C learns that B has a path of length ig do ot 
Touting table to represent a path of length 2, but D2" 


Whice 
&S 'thig y fien Propagate it throughout 
W state information and builds a'conp 


à 
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7 ave is t0 Jave some nodes do the routing for others, A 
i : A . 
Ao alemi hie rarchical routing. eee 
appo” ting, the routers are divided into what we will cali Tegions, 
ical 100 all the details about how to route packets to destinations 
jer knowin owing nothing about the internal structure of other 


Many ‘of the autonomous’ systems in the Int 
and nontrivial to manage. OSFP breaks them ito met arg th 
a network or a set of contiguous networks, Nes eed ara 
be exhaustive, that is; some routers may not belon i Overly ay a 


generalization of a subnet and its topology and details aei but kn 


h A pach jon, iti 
area. Every autonomous system contains backbone Visible ti wi its ow? reg etworks arè connected together, then it is natural to regard 
area wf ihin eaifferent n n in order to free the routers in one network from 


areas are connected tò the backbone by tun OM a i 
ons- egio! 
Y tunnels. In thei, Sa] io as a separate T g cal structure of the other ones. 


represented by an arc and contain a cost. Ea, ‘Sap ay) one A ogi 
or more areas is part of backbone. Each nies fase oe S cony n a to know poe ol vol hierarchy may be insufficient. It may be 
and runs the same shortest path algorithm within an sites hak Jn large oe the regions into Clusters, the clusters into zones, the zones 
to two areas needs the database for both areas an, d fist te fial to Pd so on, until we run out of names for aggregations. 
algorithm for each one separately. In OSPF following th jo groups, . Full Table for 14 
required — intra-area, inter-area and inter-AS, As the wine ba a Dest. 
shortest path to the destination router, intra-area Toutes are the a a 5 1A 
are three steps in inter-area routes — go from the source to the bath, Fie | „a Region 2 1B 
across the backbone to the destination area and go to the destination, | “TB IA 2B, ok 3 
OSPF works by exchanging information between adjacent routers i i H 2B | 1B | 3 | Hierarchical Table for 14 

is not the same as between neighbouring routers. It is inefficientto be .2D 2c LIB 3 | jest Line Hops 
router on a LAN talk to every other router on the LAN. Thus, om 2p [E 4] 
elected as the designated router. It is said to be adjacent to all.the oten 3A 

aa 


on its and exchanges information with them. Neighbouring routes the 
adjacent do not exchange information with each other A backup “ 
router is always kept up-to-date. Each router periodically floods UNS! 


4A 
X 4B 
5 4c 


L 


SA - mi 
UPDATE messages to each of its adjacent routersiduring Se BA 5D 5A 
message gives its stat i sts used in the topological ewe SA et” 5, SE Le” 5B 
ge gives its state and gives the co Tesem Region 3 SE. z 


flooding messages are acknowledged to make them reliable. T! ae Region 4 Region 5 

also sent by the routers when aline goes up/or down ene íl SE 
DATABASE DESCRIPTION message give the sequence = is p w 
state entries currently held by the sender, These:messags are Use 


? @ 


jon Fig. 4. i Wit uting se da 
nformatlo ig. 4.8 Hierarchical Routing seit engi 
) Ahas 


is brought up. Either partner can request link state 1 pe ofthis y gy ; Mantitative exa, l ingi vel hierare! 
3 es. The resulto" ll} Yenin fig 4. ample of routing ina two-leve ! GEART 
one by using LINK STATE REQUEST messagi o has the most p Mentres, 8 (a). As shown in fig. 4.8 (b), the full rosing ehi je Ž arenis 


i p E 5 to see W! da a Touting į ; AS 
that each pair of adjacent routers cheeks to se ea this W. All wer fillthe oal ene is performed hierarchically as in fig. 4.8 ( dense i083 
and new information is spread throughout the ar ji the pieces tof ie pae uter p VCS as before, but all other regions have anei fine, buthe: 
are sent as raw IP packets. Finally, we can pta in its are? ofi ati nin bof eo all traffic for region 2 goes via the pene rouring 13S 
flooding, cach router informs all the other rou ae construct m wi tent table i Mote traffic goes via the 1C=3B line. Hiem N per of RB 
and costs. This information allows each router e are does! ae ieee 17 to 7 entries, When the ratio of mo pane increases 
“areas and compute the shortest path. The backbon' f af ap? these Per region grows, the savings in table ain a This. ; 

pa t is; Ains in space are not free, There is 2 penal st route 
: eat pouting ne A fog, PIS in eee Space are not free. There y the best TO 
<- Q.18. Write short note on hierarchical ra wae it? MY à s rm oPineransed path length. As an example ins oregon 
5 HORT gh fe Rs y, "ISVin kas 7s a ing all i $ 
Ans, Sometimes there are too many nodes #0 P pe | Yia Fegion 3 780M 2, but with hierarchical arte i 
si 


`- information efficiently. Treating each node as 4 


neg yiii 3 s 
and pas >» because that is better for most de 


5 x p are 
network generates too much information to $ 


158 ` Computer Networks (VI-Sem. ) 


Inthe case ifa single networ! 
have discovered that the optimal ee ASe; Ka 
N. requiring a total IEN ames ie levels for an Neha, 
the Increase in effective mean Path len * ia The 
sufficiently smäll which is usually acce m ig 
As-an example, assume a subnet ses 
entries when there is 
into 24 regions of 30 router. f 
Temote entries for a total eden he Tequires 39 tx et 
with eight clusters, each having 9 regions nie. 


Ans. (i) 
hosts require 


destinations. Practicall: i ibili i} 
t n lly, this may be the only possibility, but its 
desirable of the techniques. | iy ` 


ob 
Jë 


vill be 
: el 

produces a new copy of the packet for each output line vege 

in each packet only for those destinations which are ae gno 


vill carry ne nes the sep’ 
normal packet. Multidestination routing is similar game sou 


om tree 1S 
ot 0, When 


then router 0" i 4 
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ye, sink tree is explicitly used for the router initiating the 
> convenient spanning tree is used for that matter, A 
t of the subset which includes all the routers but 
each router knows which of its lines belong to the 
it can copy an incoming broadcast packet onto all the spanning 
„i the one it arrived on, In this technique, bandwidth is used 
cep psolute minimum number of packets are generated which are 
ently cnn’ But, there isyalso a problem that each router must have 
alto de anning tree forit to be applicable. Sometimes this information 
E or example, with link state routing) and sometimes it is not available 
example, with distance vector routing). 
last broadcast algorithm is an effort to approximate the behaviour of 


echnid 
pa other 
ig a subse 


decks tosseesif the packet arrived on the line that is generally used for 
msmitting packets to the source of the broadcast. Therefore, when there is 
a excellent opportunity that the broadcast packet itself followed the best 
ute from the router and is therefore the first copy to arrive at the router. 


M 
(b) Spanning Tree 


; L Bate 
© Tree Built by Reverse Path Forwarding. 
Fig. 4.9 Reverse Path Forwarding x, 
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orks (Vl-Sem.) 
anning trees for group | and: group 2 are 


This being the case. 
A , router forw; i 
arrived on. But, when th ards copie E 
: e broa S of it S 
ee a for reaching the mba hens arrived All. lings a 30 @) pra Pied only along the suitable spanning tree 
ig. 4.9 > Packet iş d; on ap. & ig ar 7 rs te 
a sii ey m example of reverse et is discarde en lino he cas packet rithms used to prune the spanning tree; like link 
fig. 4.9 (c) shows Ha ows a sink ke forwarding ay M we yarious ae routing, reverse path forwarding, etc. 
e reve: Tout » Fig. i stance 3 Š s 
i (ii) Multicast Routi Tse path algorithm hte ~ N Me dis! multicasting routing in brief. (R-GPV., June 2017) 
the group of widel ng — The pr Tks, ney plain a 
y separated Procedure AF git PT gis. of Q.19 Gi). 
The messa, Processes į Of send; ee {ie ans- 
ges are sent to well-defined pee a Network ig Pi 2 Mig, dis ni ou mean by routing ? Explain hierarchical, broadcast 
ps that a ed mace qy What do Y (R.GPY., May 2019) 


but small as co 
mpared to the re k 
processes work together in ei as a whole, e ume gy 
algorithm is called multicast routin oe Wher A 
Ig. System, Thy 
Th 


gi a roiting- 
re , gót POULINE: 
s aaa lcs! TO, of Q.5, Q.18 and Q.19. 
Multicast 

lulticasting needs group management to 


st routing ? (RGP. V, Dec. 2016) 


ce and one destination, i.e. the 
n is one-to-one. In this type 


n by unica 


se 
H has one sour 


02. fihat do you mea 
t communicaiio 


permit proc $ 
the fact R eka and join the groups, TIP and destroy ‘ps. Unicast urce 
that routers must kn Process joins a group, it must j pi routing isconen | tb between the source and the destination 1 ] 
cee hein now about which of their hosts a Orm its host. ising femmunication, both the source and destination addresses, in the P 

eighbours the informati elong to which gon igm, ave the unicast addresses assigned to the hosts. 

hnunicast routing, when a router receivers a packet to forward, it needs 
_ inde sortest path to the destination of the packet. The router consults 
1 iuing able for that particular destination. The next-hop entry corresponding 
ter knows the shortest 


ee is the start of the shortest path. The rout 
beplinally a ae which means that the router has a shortest me 
te isa shortest all destinations. In other words, each line of the ro! K 
was! routing, ae the whole routing table is a shortest path ee : 
ket however ch router needs only one shortest path tree to forward è 
fear the pias ch router has its own shortest path tree. The router MSY 
: unicast if it cannot find the destination address in | 
ost HEY ach the desti aet starts from the source S, and passes throu: 
SI ation D} as shown in fig. 4.11. 


ts routing PIE 


1 
gh routers w 


(a) A Netwo: = 
aris (6) A\Spanning Tree for the Lefm 
2 


e 
e , f 
c)A ; 

() A Multicast Tree for Group 1 (d) A Multicast Tree fol Got | 
Fig. 4.10 wf 
i ; «on, Som 
fig: 4.10 (a), a subnet with two groups 1 and 2, 6 given ; its A 

nese OP a| ong O23, M Fig. 4:11 
toader ‘h the he 


are connected 
Anected to hosts that belong.to one or both of th 
s explain H 
d 


tree for thé. | races 

a multicast eft most router is illustrated in fig. 4-10 ©) sap a 

spanning eon to a group, the first router of the st p 
; >, removing all lines not leading to the ho 


Any, ie routing, lp of suitable diagram 


let: 
Ne ans, of 
Ans. of Q.22 and Q.19. 
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0.24. What is the difference between. unic 
routing ? 


Ans. Refer the ans. of Q.22 a 


nd Q.19, ay 
9.25. What is the isolated routing ? Feon o A 
details. 


` ae >F, June 2015) 
itas fastast ee] 0 "Big. 4.13 RGR 
I j; far 
output queue, It Means that when el big 


2 


Algorithm =,Refer the ans. of Q.13. 
a 


i te, Sol, Dijkstr: 
the new packet to the end of the sh y 


instant of time. Here, 
lucues Corresponds to 


st, With only one Tol 


Packet on this queue. 


Fig. 4.15 (a) 


12, B) DE 
Fig. 4.12 Queuing within tell x 
A variation of this idea is to co 


eB il 
mbine Static routing Feel 
i i i : i alo 
algorithm. Here Static weight (cost wise preference is a 
queue length). 


HEA Gœ. ] 
Fig. 4.15 (c) 


BGA) CZB D 
5 istance $ 
Es the choice for traffic to H and records the aoe aller” yg 
T some time, ‘very IMP will find the shortest pa a 
Another 


; an pa? 
ideret $ g 
8 less than or equal to & napa and if? 
3 — 0 only shortest path is cho! ee 


H(8,A) GO, H)! 
Fig, 41549) 


164 Computer Networks (VI-Sem, ) 


a Network Layer 165 
F b (4, a) c (18, b) 
B(4,A) C(12,B) D (25, F) "i 


8, b 


g(10,e) - = h(18,g) 


H (8,A) G(9, m) F (11, G) 
Fig. 4.15 f) 
€ 2, B) D (19, C) 


LAD 


HGA) GO,H) F(1,G) 


Daa s ’ © (18,b) 


g (10,6) h (18, 9) 
h) 


H (8, A) COH Fag 
Fig. 4.15 (h) Fig. 415.) 
Prob.2. Apply Dijkstra’s routing algorithm to Calculate shores 
with source vertex “q’. A ' 


into various: 
j dresses into 
en What is IP addresses ? Categorize the IP ‘a GPV, June 2015) 


i scheme analogues 
Nes For Addresses, the designers of TCP/IP choose 4 sche! ed 


tg e 
i network Addressing in which each host on es address. 
nt called its Internet address 0 


Intemet is #551 


n inten 
m 


: ie i icular ma 
S an identifier fora particul wand Interne 
ry $8 also referred to as IP numbers? 
ber  NSists of e 


ac 
2 , periods and ¢4 
5 of four sections separated by pero for he 
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Byte3 1  Byte4 


The network portion of IP address į 
is 


under the authority of IANA (In alloc: te2 H 
f ; Sallocat, By : 
ISPs assign the host portion a nan Assigned Ni dto Ip, , 3 pytel i i i i 
operate. Which sections of IP add; pea to the macht Ail i eae e 
š ress sho Ines; DN i 
show the machine depend on the class of po ciwork a mn bos om 
ress, that ig Viele) 09 See ee 
is 


network. 


There are five classes of I 
P addresses — C]; 
D, and Class E. The classes correspond pis BSA, Clay a 
number of hosts that the network can singe A the sig i 
OF are reg 


purposes, such as multicasti H 
ulticasting and experimentation oe Ol 


Multicast Address 


The example of clas: 
as — s A, class B and class C IP addresses an. 
ae 


Class A 202.0.0.0 
Class B 127.54.0.0 cask Reserved for Future Use 
Class C 

234.154.222.0 Fig. 419 Five Forms of Internet (IP) Address 


antages of IP address. 


Here, the bold numb: ri dy 
> ers rey 
‘present the network and thé normal mni} 0.28. Write the advantages and disady 


Tepresent hosts on the netw 
many more hosts than the GrG E oie PR of Class A enspif © Ans, Some advantages are as follows — 
ass 
Class D is resery k ' © IP addresses are uni bers, i directly 
e E . igue numbers, i.e., no two systems y 
d for multicast addresses. Multicastingalliwo| ected to the Internet can have: the same P address. 
entions. 


ofa datagram to pa: 
passed to a select group of hosts rather than to an ini (i) IP addresses are standardized and follow global conv 
Al : are 
henetworks that are given by Internet NIC under the authority of Internet 
host portion of the 


host. ke E addresses are reserved for future use. 
ach Internet ad is l i ait pa th 
address consists of four bytes (32 bits), defining he nee ad Authority to the ISPs who allocate the 
o the machines that are connected to the network only. Only 


fields — i 
class type, netid, and hostid. : 
1 i emet hosts TP addresses. 


dependi 
pending on the class of the address (see fig. 4.18). Some d 
e disadvanta, 
‘ ges are as follows — 
Clas: © a 
‘mniting ee, are very difficult to remember and the possibility of 
Or ts quite high. 
rk grow 


(i) wi 
© are running short of addresses as the netwo 


Netid Hostid 
; ‘tantly 
Fig. 4.18 Internet Address aie? id 
eeds 0 i U) Ifa g itis 
r the n ici} Dossi a computer is transferred from one place to another, IES 


Ssible į 
its IP he 
using inconvenience. 


number of £250! 


Nhe | tiv) Routin ddresses will get modified thus ca 

three bytes i wi cans W y Mem & problem has arisen because the 
avail : A jon M as arisen becav 

able for hostid numbers. This meas class P oh 


ne orks: can accommodate for more hosts than © jds res f An : 
EER which provide two-and one-byte hosti fie be hig P addre eh addressing in brief. 
urrently both class A and Addresses 4%" l Me is “ssing, at its incepti sed the concept 
class B are full. : helas alleq blas. eption, used 
: Gy ful agg “ssful addressing. 


a ressi é 
MB, Bac, Sing, the address space is divided into 


C only. 
* Sach 
class occupies some part of the address 


~ Fig. 4.19 shows the form of each IP address class. 
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si e defines the netid and the first bit must be 0. 

A addressee s for the netid. Therefore, the maximum number of 
sÅ’ even DIIS 77 = 128. In class A addresses, there are 24 bits 
rk ID Therefore, there are 224 = 16777216 host addresses 
ph for he host $ x network address. In class B addresses, two bytes 
T for eaol oa. first two bits must be 10. Therefore, the maximum 
io eidand the adresses ist = 16384. In class B addresses, two 
m re 216 = 65536 host addresses 


Th 
4 x is ofc Ot ID. Therefore, there a 
address. In class C addresses, three bytes 


We can find the class of 
y ; an address 
notation or dotted-decimal notation. If the ae given the 
ress ig p; ad 


the first few bits can imi i 
mediately tell us the class of ty Ven in 
E a 


is given in decimal-dotted notatio 
à n, th l 
are shown in fig. 4.20. © first byte defines ns a wi oe 


© clasg, bot A 


First Second Thi 
Byte Byte Bua Fürth 


CICO 


Class B 
E I ] hi 
Cla ia p class B network ‘ 
ss C JC] Ñ sil for ara ID, and the first three bits must be 110. Therefore, the 
Cass D [mo J JI I -d E potene f clas3 C network addresses is 221 = 2097152. In class C 
Ces, res at rae defines the hostids Therefore, the maximum number of host 
Q —— e for each class C address is 28 = 256. 


Class E fa] CI Cy Cy Class E aN 


(a) Binary Notation 
Fig. 4.20 poet the Classes in Binary mate 
aooe E problem with classful era a 
e er INO Atie number of blocks with each block havingafu 
Table 4.1 Number of Blocks and Block Size in Classful IPv4 Addai 


i 0,31. Desc! 

Ans, To overcome addr 
pte internet, classless ad 
siene, there are no classes, 

Address Blocks — In classless addressing, 
tisto be connected to the Internet, it is grante! 
Tesize of the block (the number of addresses) Vi 


d give more organizations access 
dessing was designed and implemented. In this 
but the addresses are still granted in blocks. 

when an entity, small or large, 
d a blcok (range) of addresses. 
aries based on the nature 


ess depletion an 


‘adsize of the entity. 
in Restriction — To simplify the handling of addresses, the Internet authorities 
mse three restrictions on classless address blocks — ; 
after another. 


© The addresses in a block must be contiguous, one 
M24 T a number of addresses in a block must be a 
U The first address must be evenly divisible by the number a : 


power of 2 


th 
ble addresses were is ! 


In classful addressing, a large part ofthe availa ! 
Cla ee 
0.30. How many hOg" pee aire, pe mi w . ~ A better way to define a block of addresses js to select any: 
GE" u n k ; 
(R. kiim, the block and the mask. A mask is a 32-bit number in which then i 
à owever, in. classless 


st bits a 
wing t oe and the 32 — n rightmost bits are 0s. H at 
Venient tg pn aSk for a block can take any value from 0 to 32. en 
Th 8lve just the value of n preceded by a slash (CDR nowi i 
p hole block (he: 


Show with example. ct 
A,B i 


ein ae the /n notation completely define the w 

ast address and the number of addresses): vue . 
Lag, Shtmo: The first address in the block can be oe i : eee 

R ast St bits in the binary notation of the address "S= 

3 teh anosey ~ The last address in the block can be found 3Y s 

bits in the binary notation of the a ss to : : 


netid, and the remaining 24 bits m: 

the first 16 bits represent the neti 

hostid. With class C addresses, the first 2 
Temaining eight bits make up the hostid. 
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Address Mapping ~ There are occasions in which a 
addres but requires to know its logical address, This 
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Number of Addresses — The number of 
difference between the last and first address. It 
formula 232, 


ogic 
psie”! k ysical 
py its PP es — 
now o cas 


addre. $ 
can =e 1D the by 
asily be foung “hig 
Usir; 


k n ion is just booted. The station can find į i 

3 t et en in W tation 1S J its physical 

Q.32. Differentiate between classful and classless AU dre yr a diskless Si terface, but it does not know its IP address 
Ans. Difference between classful and classless addressing a by che in ization does not have sufficient IP addresses to locate 
Classful Addressing Classte 3 foly, ‘a (i) AP g uires to locate IP addresses on demand. The station can 

: SS Addressing sation, Í r 2 ress and ask for a short time lease. 
In classful addressing, the con-| In classless addressi pee its physical a dd x 
cept of classes was used to classes, but the ag te thee ag] fi BOOTP and DHCP = The neverse address resolution protocol 
designate the different type of | granted in blocks il nits a newly-booted workstation to broadcast its Ethernet address 
addresses. ores i Pay 48-bit Ehternet address is 14.04.05.18.01.25. Does anyone out 
. ` «fay RARP server sees this request. 

Here the address space is It incorporates Variable lengh ce my IP address ? The s quest, looks up the 


figuration files, and sends back the corresponding 


divided in five classes namely, ddress in its.;con 
class A, B, C, D, and E. Each 
class occupies some part of 


address space. 


blocks of IP addresses that 
essentially belongs to no class, 


fhemet a 
paddress. r a w 
Using RARP is better than embedding an IP address in the memory image 


house itpermits the same image to be used on all machines. Ifthe IP address 
neburied inside the image, each workstation would need its own image. 
Ademerit of RARP is that it uses a destination address of all 1s to reach 
ERARP server. Although, such broadcasts are not forwarded by routers, so 
RARP server is required on each network. To get around this problem, an 
‘mative bootstrap protocol known as BOOTP was introduced. Unlike RARP, 
OTP uses UDP messages, which are forwarded over routers. It also gives 
ess workstation with additional information, including the IP address of 


server holding the memory image, the IP address of the default router, 
£ subnet mask to use. 


Adisadya 
nt 
Yis Pade 


In this addressing, a large part 
of the available addresses were 
wasted: 


Classful addressing which isani 
obsolete, is replaced with clases 
addressing. 


0.33. Differentiate logical, classful and classless addressing technies. 
(RGBW, June 201) 


Ans. Refer the ans. of Q.26, Q.29, Q.31 and Q.32. 


Q.34. Justify the need of logical addressing scheme in networhil 

Also, explain how a physical address is mapped intoa logical "ae 
(RGPV, Dee 

host (comput 

i g 
M 

another computer somewhere else in the world. Usually, on 


a ransmitted by y 
communicate through the Internet. The packet er ae renchi” 


© of BOOTP is that it needs manual configuration of tables 
5 to Ethernet address. When a new host is added to a LAN, 
pa iS into te until an administrator has assigned it an IP address and 
“Pone step, BO, OOTP Configuration tables by hand. To eliminate this 
fitttatign OTP was extended and given a new name DHCP (dynamic 
1). DHCP permits both manual IP address assignment 


3 addres: 
Ans. Communication at the network layers host-to- 


computer), a computer somewhere in the world needs to com 


tangri ot Protoco 
Lie Rape i8nment, 


For this level of communication) we need a gl essary Ns! tits l ae OOTP, DHCP is based on the idea'of a special server 
called as logical addressing: Logical address are nena sM te LAN ag ra to hosts asking for one. This server require not be on 
communications that are independent of underlying phys” f where os tog, eg requesting host. Since the DHCP-server may not be 
addresses are not adequate in an internetwork environ a ay, Sting, a DHCP relay agent is required on each LARS 
networks can have different address formats. eae: Y ae hee” The add yar 

oot sac E CEPET rig «the ress, iscove 
is needed: in which each host can be identifie dest? iyo NCP ae *newly-booted machine broadcasts a DHCP discover 


4 A eg A 
underlying physical network. The logical addresse 


s; ay ag, : ts- 
eee ‘Ducp Y agent On its LAN intercepts all DHCP: broadcas' 


iscove, : o 
COver packet, it sends the packetas a unicast packet t 
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the DHCP server, possibly on a distant network, 


b. Routing tables based on next hop 
The Only p; ii i ; ; : 
S Y piece Routing Table Ẹ 
the relay agent needs is the IP address of the DHcp server, 4 for Host A 
Newly-booted Host 
Looking for its DHCP 
IP Address 


DHCP Discover Packet Unicast Packet from 
(Broadcast) DHCP Relay to DHCP Server, 


Fig. 4.21 Operation of DHCP 
An issue that occurs with automatic assignment of IP addresses fron 
Pool is how long an IP address should be allocated. Ifa host leaves the neta 
and does not return its IP address to the DHCP Server, that address Will be 


permanently lost. After a period of time, many addresses may be lost, Ty 
prevent that from happening, 


of time, a method known as 
must ask the DHCP for a rene 
denied, the host may no long 


Fig, 4.22 Route Method versus Next-hop Method 


-specific Method — A second 
IP address assignment may be for a fixed perii | Network-specifiic Method Sand Goat the searching process is 
leasing. Just before the lease ‘expires, the host thnique to reduce the routing i re, instead of having an entry for every 
wal. If it fails to make a request or the requestis_| ulledthe network-specific method. Here, 


z -specific 
ine? hysical network (host-speci 
er use the IP address it was given earlier, destination host connected to the ae ae address of the destination 
nehod), we have only one entry tha ected to the same network 
0.35. What is packet forwarding ? tiwork itself. In other words, we treat all hosts sac Host-specifie routing is 
Or Sone single entity. Fig. 4.23 shows the concep viding security measures. 
Explain the term forwarding. __ | Wed for purposes such as checking the route or pro 
Ans. Forwarding means to place the packet in its routeto its destination 


When a hot Mating Table for Host S based 
Forwarding requires a host or a router to have a routing table, A Net 
= hasa 


Fa work-specific Method 
s rwa 

packet to send or when a router has received a pata to fa Sa tis 

it looks at this table to find the route to the final wen ste Intenet 
simple solution is impossible today inan intërnetwork such a 


: d make t 
because the number of entries needed in the routing table woul 
lookups inefficient. 


2.36. Describe Several packet forwarding techniques. AG ro 


jze 0! i 
Ans. Several forwarding techniqu es can make to cn itl oi 
table manageable and also handle issues such as security. 

these methods below. 


RI 
york-specifie VEEN” e 
ord | y i Pig. 4.23 Host-specific versus eee nyse 
nique (° 0 | dey, Ault Method — Another technique to $! ae 

Next- thod — One tec ig tech Saule no! a ected to 
contents s Oa ge es method. rnin us itr Rood, ln fig. 4.24 host A meee connected I of listing 

a jnstea lowe.) SOUter n ackets to te ged. 90 1 k 
3 s e 2 : jusl 

ue See Toute (route Shona routing Y?! up va’ in the entire Internet, host Acan jt 
sistent with one another. Fig. 4.22 sho 


0.0.0.0). 
ira “rally defined as network adress 
simplified by using this technique. 5 eee 
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Routing 7, 
for Host aoe 


Rest of the Internet 


Fig. 4.24 Default Method 
0.37. Write short note on fragmentation and reassembh 
da 


Ans. Fragmentation is the divisi 
vision of a datagram ; 
accommodate the MTU (maximum transfer at) fad into smaller units p 
designers decided to make the maximum length of Pi ata link protocol, The 
65535 bytes to make the IPv4 ‘length of the IPv4 datagram equlio 
When we use'a protocol ‘ik Protocol ihdepetidertiof the physical newak. 
col wit SOA : il 
more efficient. Howev an MTU of this size, this makes trasnisin 
pass through th er, we should divide the datagram to make it possible 
fragmentation a for other physical networks. This is knowns 
router. in the sath Aa may be fragmented by the source host or ay 
source. The T RER is a tendency to limit fragmentation only atte 
because each fra ly of the datagram is done only by the destination hst 
do the Beene becomes an independent datagram. So it is Jogical 0 
reassembling ma at the final destination. Angeven stronger objection 0 
0.38 oe ets during the transmission is the loss of efficiency tin™ 
1.38. Write i 
Abe ae introductory note on ICMP, Also give ICMP messages" ‘ 
delivery, It nee Snow that the IP gives connectionless and unreliable date 
A datagram fro made this way'to make maximum, use of network resou 
Atagram from its original sour, 5 ISG OnE o mandi 
Protocol which i ginal source to.its final destination is deliver 
lack of assista £ a best-effort delivery service. But lack of error contro 
Thee nce mechanisms are the two drawbacks. Whe 
happens fee no error-reporting or error-correcting Loa pl 
ust discard a datagram because it cannot nae n a 


final destinati 

10] z 
when amia Or because the time-to-live field has a zero value? jont“ 
mustdiscard dre wrong ? What happens when the final de fag 
Wi ents ofa datagram because it has not obtain w 
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cks a mechanism for host and management queries, 
r termine ifa router or another hostis alive, Sometimes 
T peti at ds information from another host or router. The 
wt adminis! ed to compensate for the two above drawbacks. 


k 
3 7 
hyp has p message has an 8 byte header and a variable size data section: 
fal e type general format of header is different but first 4 bytes 
co pri Fig- 4.25 shows the general format of ICMP messages. 
com e defines the type | 8 bits | Sbits | Bbits Bhi 
4.25, YP fies ME e eH 
fn fig. ode field specifies 
psa THE 
rea 


Rest of the Header 


Data Section 


He had the error, the data section in 
Ye ges carries information. 
Me data section carries additional 
formation depend on the type of the 
gery in query messages. 

0.39. Explain Internet Protocol (IP). Also show its position in TCPAP 
potocol suite with the help of diagram. 

Ans. The Internet Protocol (IP) is the transmis: 
teTCP/IP protocols. It is an unreliable and connectionless datagram protocol 
bist-effort delivery service. The term best-effort means that IP provides 
er ere: or tracking. IP assumes the unreliability of the a 
tihto does its best to get a transmission through to its destinare : 

guarantees. Fig. 4.26 shows the position of IP in the TCP/IP sutte- 


aor messa, 


Fig. 4.25 


sion mechanism used by 


Transport 
“ayer 


Network 
Ayer 


Daty 
Link 
Lin 
‘Yer 
Phy Underlying LAN or WAS 
L Ysieat Yechnology 
Ayer 


E vol 
“Fig. 4.26 Position of IP in TCP/IP Brotons 
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If reliability is important, IP must be Paired with 
as TCP, An example of more commonly understood b a reliąl 
is the post office. The post office does its best to delg fon 
always succeed. If an unregistered letter is lost, it jg a the maj ut 
be recipient to discover the loss and rectify the Da the Sender o 
IP is also a connectionless protocol packaged fora ne 
that uses the datagram approach. This means that à 
independently, and each datagram can follow a different rout, 
This implies that datagrams sent by the same source to the to the des 
could arrive out of order. Also, some could be lost A Same de 


A 3 š Or Corry . 
Again, IP relies on a higher level Protocol to take care of pee i 
Problens 


Q.40. What is IPv4 Protocol ? (R.GPY, J, 
Ans. Internet protocol version 4 (IPv4) is the fourth han me 
Intemet protocol. It is widely used protocol in data Communication the a 
types of networks. This protocol is a connectionless protocol emni a 
packet-switched layer networks like Ethernet. It provides the logical pits 
between network devices by providing identification for each device, 
0.41. What do you mean 
each field of IPv4 datagram, 


Ans. Packets in the IPv4 layer are known as datagrams. An IP datagan 
Consists ofa header part and text part. The header has a 20-byte fixed partan 
a variable length optional part. Fig. 4.27 shows the IPv4 header format. 


32 Bits. ——— +} 


Service 
Identification pM Fragment Offset 
ee mao f maraa 


Source Address : 
Destination Address 
Options (0 or more words) 


Fig. 4.27 The IPv4 (Internet Protocol) Header 


asia | the 
b The Version field keeps track of which version ofthe P eis of O10 y 
elongs to. The current version is 4(IPv4), with a binary Y? L! oi 


Since the header length is vari i header ugis 
is variable, a field in the! Jue 1 
tell how long the header is, in 32-bit words. The minimum 


ketswitch; 
each datagrar th 


by datagram ? Give a brief descriptions 


Oci ii ae 
cyt eich limits f 


w” [Me 
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ions are present. The maximum value f this 4-bi < 

ó o adei to 60 bytes, and thus the pt tas p is 

of Service field is one of the few fields that has changed is 

e ver the years. It was and is still intended to distinguish between 

ani jasses of service. Several combinations of reliability and speed are 

gerent or digitized voice, fast delivery beats accurate delivery, For file 
ible or-free transmission is more important than fast transmission, 

ae the 6-bit field contained (from left to right), a three-bit 

Jd and three flags, delay, 


The identification field is required to allow the destination host to determine 
vich datagram a newly arrived fragment belongs to. All the fragments of 2 
diagram contain the same identification value. 

Next comes an unused bit and then two 1-bit fields. DE starts for don’t 
figment It is an order to the routers not to fragment the datagram because 
tecestination is incapable of putting the pieces back together again. 

_ MF stands for more fragments. All fragments except the last one have 
Ai set. It is required to know when all fragments of a datagram have 
_ The Fragment Offset is a pointer that defines the offset of the data in the 
"ginal datagram, S 

Ti Time to live field shows the number of hops a datagram can iav 
a discarded, The source host sets this field to an initial valve, when 

‘atagram. 


ihe $ Protocol field defines which upper-layer protocol data are è 
$ datagram 


tgier checksu 
Wi errors ge 


sum is useful for 
m verifies the header only. Such a aang algorithm 
nerated by bad memory words inside ok complement 
the 16-bit halfwards as they arrive, using It, For purposes of 


then take the one’s complement of the Fes! 


5 arrival. 
J T r èro upon amiy 
os Header checksum is assumed to be 2 ik number 
m 


be address and Destination address show 
E; 


the netwo! 


IP datagram. It can 


Opti 
È fields urce routing record 


i m field provides more functionality 0 oo 
Md times Security, strict source routing, loose 
Q4 "estamp s 
¢ 2, È a 

Xplai : 
Ang, Refi an the frame format of IPv4. 


r y A 
the ans, of Q41. 


(RGR y, June 2017) 
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0.43. Describe the reasons for developing IPy6, 

Ans. The original network-layer protocol in the TCP/IP 4 
Internetwork protocol, version 4 (IPv4), which was designed Proto sui 
to-host communications across the Internet. However, the Intenet 
significantly since its inception in the early 1970s, leaving Iva yan 
inherent shortcomings, such as following — wit 

G) Limited number of IP addresses. ie 

(ii) Inefficient use of IP addresses, 

ii) Inadequate delay and resource reservation, strate; 
time audio and video transmission. ! 

(iv) No provisions for encryption or decryption. 

(v) No provision for authentication. 

(vi), Inefficient provisions for routing. 

(vii) Inefficient use of options. 

(vili)Inadequate type options. 

To overcome the shortcomings of IPv4, the Area Directors of the Intent 
Engineering Task Force at the Toronto IETF meeting on July 25, 1994, created 
a new generation of IP addressing called Internet Protocol version 6 (IP), 
which is sometimes called [Png (IP next generation). 

IPv6 was designed as an evolutionary and radical progression from IP. 
IPv6 can be installed as a normal software upgrade in the Internet devices, 
it is interoperable with the current IPv4. The deployment strategy for Iré 
designed for immediate implementation, which is possible because IPv6 is 
flexible and capable of running on high performance networks, such as 4 
and at the same time efficient enough to be used on low-bandwidth nto 

such as wireless. 
State four major improvements of IPv6 over IPV4- 

Ans. IPv4 Header Format — Refer the ansof Q-41. 

IPv6 has following advantages (enhancements) over iy “si 

` @. Expanded Address Space — IPv6 uses 128-bit om space w 
of the 32-bit addresses of IPv4. This i$ an increase of ad : jero ga 
factor of 2°6. It has been pointed out that this allows on n Even gad 


unique addresses per square meter of the surface of the es secure. 
m 


gies for Teal. | 


- -ip ofra neat dig" 
44. Explain IPv4 header format with the hele P yy, De 208) 


places 


are very inefficiently allocated, this address space $ee ions oe PB 
x terea ni 

: (ii): Improved ‘Option Mechanism — IPv6 am 4 eade! a 

Separate: optional headers. that are located between the h pego 

_ transport ‘layer header. Most of these optional headers wifes and wi 

Soar any router on. the packet’s path. This gi ane 


essing of IPv6 packets compared to [Pv 


It easier to. add additional options. 


] st 
inge? é 
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5 Autoconfiguration — This Compability provides for 


S; 
ddre f IPv4 addresses. 


na A 
gament © ea 

Š reased Addressing exi ility — IPv6 includes the 

(iv) TPE , for which a packet is delivered to just one of iert 


address > ie i 
scalability of multicast routing is improved by adding a scope field 


oe 
p ult 


(vi) Support for More Security = The encryption and authentication 
gions in IPv6 provide confidentiality and integrity of the packet. 

(vii) Better Header Format — IPv6 uses a new header format in which 
gions are separated from, the base header and inserted, when needed, between 
kase header and the upper-layer data. This simplifies and speeds up the routing 
mess because most of the options do not need to be checked by routers. 


0.45. Explain the salient features of IPv6. (R.GPV,, May 2019) 
Ans. Some of the salient features of IPv6 are as follows — 
i @ Resource Allocation — IPv6 supports resource allocation by 
bh the mechanism of flow label. A transmitter can request special handling 
pecker in the Internet by using flow label. 
(i) Address Space — An IPv6 address is 128 bits long. which can 
y handle the problems generated by a limited IPv4 address space. 
‘Hons, an Support for Security — IPv6 supports encryption and decryption 
8tve authentication and integrity. 


tieetive 


tetegan Modified Header Format — IPv6 separates option apo 
tine c his helps speed up the routing process since most of the options 
Checked by routers. 3 


0.46, Discuss i 
ns, °S the IPv6 structure in brief. 


et) has the following 


` An IPy 5 
form — 6 protocol data unit (known as a pack 


Th 

tp Pe ony RON 
Meq oY hea, 6 header. This 1s 

de + N « Pr a. yi € 
fig size it ne ou is referred to simply ek hs 20 octets for the 
. ale Pg stets compare: se , 
ben Potion. oe ngth of 40 octets comp ving extension headers 
letineg Of the IPy4 header. The Followins 
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(i) Hop-by-Hop Options Header — 


require hop-by-hop processing. 


Defines Special Option 
: 8 th; 
(ii) Routing Header — Provides extended Touting 


source routing. Similar tg M 
(iii) Fragment Header — Contains fragmentation and 

information. Tasseny, 
(iv) Authentication Header — Provides Packet intep. 

authentication. egrity ang 


(v) Encapsulating Security Payload Header ~ Prov; 

(vi) Destination Options Header — Contains optional 
be examined by the destination node. 

The IPv6 standard recommends that, when multiple extension header 

are used, the IPv6 headers appear in the following order, 

G) IPv6 header — Mandatory must always appear first 

Gi) Hop-by-Hop options header 

Gii) Destination options header — For options to be processed bytte 
first destination that appears in the IPv6 Destination Address field phs 
subsequent destinations listed in the routing header 

(iv) Routing header (v) Fragment header (vi) Authentication header 

(vii) Encapsulating security payload header 
2 (viii) Destination option header for options to be processed only by 
the final destination of the packet. 


ides priva 
information 


A Octets : 


Mandatory 
IPv6 Header 


Optional 
Extension 
Headers 


3 Variable 


Pi 
4 20 (Optional variable 


Variable 
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g shows an example of an IPv6 packet that ine! 

rig. ș except those related to security. 
aces IPvó header and each extension header include a Next Header 
le joti identifies the type of the immediately following header, If the 
| This = an extension header, then this field contains the type identifier of 
ender therwise, this field contains the protocol identifier of the upper- 


pieder using IPv6 (typically a transport-level protocol), using the same 


ludes an instance 


ye Jpv4 protocol field. In fig. 4.28, the upper-layer protocol is TCP 
ae et pper-layer data carried by the IPv6 packet consist of a TCP 
te followed by a block of application data. 
047. How can you compare IPv4 and IPv6 ? (R.GRY, June 2010, 2011) 
j Or 
Write the difference between IPv4 and IPv6. (R.GPV, Dec. 2012) 
4 Or 
Give a comparative study of IPv4 and IPv6. (R.GPY, June 2014) 


Ans, Comparison between IPv4 and IPv6 — 


Source and destination addresses | Source and destination addresses 
| ate 32 bits (4 bytes) in length. are 128 bits (16 bytes) in length. 
IP;s¢:support is optional. IP ec Support is required. 

IPv4 header does not identify IPv6 header contains flow label 
Packet flow for QoS handling by | field, which identifies packet flow, 
Touters, for QoS handling by router. 
Both routers and the sending host| Only the sending hosts fragment 
fragment packets. packets; routers do not. 
Header includes a checksum. Header does not include a 


Header includes options. 


Internal Gro 
Protoco] (I 
rembershi 


up Management 
GMP) manages 


S. 


vi) P in local subnet s. | local subnet group: ; 
_ | secedeast addresses are used to | IPv6 uses a link-local scone ak 
i : cS. 
") | Mus Tic to all nodes on a subnet.| nodes multicast ai aR 
ally © configured either manu- a 


g through DHCP. 
ost address (A) resource 


r 
ONS) to. domain name system furce reco Yoy6 addresses 
Pldresseg CP host names to IPv4 | names to a 
iat Supp a 1280 byte pac 
Je oe a 576 byte packet | Must support E  ntation). 


ply fragmented). 
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0.48. What are the limitations of IPy4 ? Compare i 


14a 
RGpy Pa 


Ans. Refer the ans. of Q.43 and Q.47, i, Jue ay 


NUMERICAL PROBLEMS 
Prob.3. A host in an organization has an IP 


subnet mask 255.255.240.0. What is the addres. 
the ranges of IP address that is host can have 


address 1 50.376. 


on this subnet p t 


(R.GPY, 


, June 2012, Dec, my 
Sol. 2 
. IP address (decimal) 150 37 64 34 
IP address (binary) 10010110. 00100101. 01000000. 00100010 
Subnet mask (binary) 11111111. 11111111. 11110000. 00000000 
Result of ANDing 10010110. 00100101. 01000000. 00000000 
Subnet Address 150 37 64 0 


Subnet Address = 150.37.64.0 


Ranges of IP Address — To find the ranges of IP address, first of allie 
find the first and last addresses of this subnet, 

Then first address is obviously the subnet address and it is given) 
150.37.64.0. 


For deriving the last address we can makerightmost 32 — Migs ise 
the binary notation of the address to 1s. 
Thus, 
First IP address : 10010110.00100101,01000000.00000000 
Last IP address : 100101 10.00100101.01 0010111111111 
(150.37.79.255), by co 
The number of addresses for subnetwork'cani be found by 
number of Os in the subnet mask, 
`. Number of Os in subnet mask = 12 
z: Number of addresses per subnet = 2!2 = 4096 
150,37.64.0 ----150,37.64.255 
150.37.65,0 ------. 
150.37.66:0 


unting be 


~150.37.79.0 


m 3. 
S of this Subnet 9 fania | 


s| 


TRANSPORT AND 


APPLICATION LAYERS 


Ql What do you understand by transport layer ? 


Ans. Transport layer is situated between the network layerand the session 
lierofan end system. Transport layer is implemented only in the end systems 
‘tetethe applications are implemented, while the network layer and theother 
hwer layers reside in all the end systems and intermediate systems. Taan 
between peer transport layers are end-to-end. These are made possible by the 

transfer service provided by the network layer. Like other OSI ee 
Pasport layer is defined by the service it provides to the users that are : 
*sion entities and by the transport layer protocol that is used by the transpo! 
"ilies to provide the service. 


22. What is the Purpose of transport layer ? 


between 
ni Transparent, reliable and cost effective transfer of obi pa 
i m tities in the session layers is made possible y w En ie nariais 
ee implies that the transport entities do not his Reliable means 
ent of the data units received from the user ent the user entities. 
ata units are received as they are transmitted DY ication is ive 
He ree ind of error takes place during the transfer, at nt ck service 
tli river, Cost effectiveness means that the underlying service requested 
'n the most Optimum manner to provide the quality ofS 
t entities, : 


* Dis 


S 
ay a valid transport 
i ort layer entities 


ransp 
Add res es known as name 
lice OS acess kn! 
Nailab ses, A special: pre 
© network addresses. A S$ 
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server or directory server is used for Providing addresse; 
service name. Whenever a new service is created, it nust for erg 
the name server. The name server maintains an internal die ity ted 
information is added. The addressing method is hierarchical so 
entity will be able to locate the machine easily, 


(ii) Connection Establishment and Release — 

Data Unit (TPDU) is the data unit for the trans 
the network layer and frames of the data link layer Connection 
connection accepted TPDU are interchanged to establish a co 
the transmitted units get timeout and retransmitted a number of; 
the number of units in the network. This problem usually a 
networks when different packets are routed through differe 
it is needed to restrict the packet lifetime to avoid duplicati 
There are two ways to release connections — Symmetric and asymmetrie 
release. In asymmetric release, if connection on one side is released the other 
side is also released automatically. In symmetric release, both the ends demani 
for a separate release. The main issue in asymmetric release is data loss dueto 
abrupt release. Symmetric release also suffers from a similar problem. The 


transport layer protocol must be designed to make efficient and reliable 
; connections and releases. 


Wi 
thatthe 


-Fansport P 
port layer similar to gs 
of 
nection, 
times, iting 
rises in d 
nt routes, He 
on. = 


(iii) Connection Management — The two main issues in the 
. connection management are flow control and buffering. The flow col 
techniques are used to prevent slow receiving ends from fast senders. Buffering 


is used to offer reliability at the transport layer level, when the network iy 
unreliable. 


2 yt 
(iv) Multiplexing — There are situations in which rd 


s pse 
(v) Crash Recovery — Recovery from hostor router ai i piwe 
issue: For transport entities using virtual circuits, recovery ae f 
- -can be done by establishing the circuit again and retransmit le fail 
s not received. If datagram serviceis used, recovery seen ers 
done by tracing out the sequence numbers of missed pees taentifiol 
them. Host failure is a serious issue and is to be handle overing 
. failed host, intimating other hosts about the failure, and rec° 
before the crash are big problems. 


. Q4. Write short note on UDP. 
SAR LEUTEN Or 
=- Explain the working of user datagram pr atocol 


: spo 
Ans. UDP (user datagram protocol) is another m Pess pro 
- thats a part of TCP/IP suite. It is an unreliable, conne 


age? 


4 
W 
ol Jnly, 
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tee delivery and dup icat protection, UDP is basically just IP 
header added. It provides non-sequential transport functionality 
MEN lity and security are less important than size and speed. 
pe) reliabi vides a Way for applications to send encapsulated raw IP dat 
upP po lishing any connection. UDP is more appropriate than TCP in 
spout em like it is more robust atlower layers. UDP has very little to do, 
her a port addressing capability to IP. Since its header is shorter, it 
a less overheads. posan 
m upPis used by the applications that do not want TCP’s sequencing and 
control and wish to provide their own. It is widely used for one-shot, 
server type request-reply queries and applications in which prompt 
sivery is more important than accurate delivery, such as transmitting speech 
video. Thus, there is a place at the transport layer for both connection- 
rented and connectionless type of service. UDP is described in RFC 768. 
UDP provides a connectionless service for application-level procedures. 
Terefore, UDP isan unreliable service. However, the overhead of the protocol 
shy, Which may be enough in several cases. An example of the use of UDP 
sin the context of network management. 
The relation of IP, TCP, and UDP is shown in fig. 5.1. 


Layer (OST Names} 


Application 


Fig. 5.1 Protocols and Networks in TCPAP Model 


rimary importance 
«example of specific case. 
make a good transport protocol. Give ef June 2012) 


Qs, 


d What is : oe 
{op = a is UDP ? In case where reliability is not a) 


Incas Or P would make 
toog ne Where reliability is not a primary imp epee 
$ Port protocol. Give examples of specifie “RGPKs Dec. 2016) 
si ; SN 
Taye OP ~ Refi : jented User: 

Memice Refer the ans. of Q.4. ction-oriente 
iss . connec! 5 yeen 
ein Street Controt Protocol (TCP) prov iges to ical connection bent 
Itp teg an, vam service, This means it provides 2 4 f bytes peter i 
Sarti Capable of transmitting a sequence o ent, 1038 contro! 
Protocol that provides flow control © 
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and sequencing. TCP provides guaranteed data transfer. If; 
reliability is not of primary importance, then UDP would mk in 
protocol because UDP is preferred when speed and i 
UDP is simpler than TCP since its header is shorter tl 
involves less overhands. 

FTP, TFTP and NFS are protocols of TCP. In FTP, File Ty, 
is the standard mechanism provided by TCP/IP for copying a Sean Proton 
to another. Transferring files from one computer to another is on OM one hogt 
common tasks expected from a networking or internetworking id Of the 

Although transferring files from one system to another Seems sj 
straightforward, some problems must be dealt with first. FTP of 
facilities beyond the transfer function itself. oe OMSTS many 

(i) Interactive Access — Although FTP is desi: 

programs, most implementations provides an interactive į 
humans to easily interact with remote servers. 


iza st BOOK ty 

han Tope itp 

CP header an ie 
S 


igned to be used by 
interface that alloys 


(ii) Format (Representation) Specification — FTP allows the cien |: 


to specify the type and format of stored data. For example, the user en 
specify whether a file contains text or binary integers and whether text files 
use the ASCII or EBCDIC character sets. 


(iii) Authentication Control — FTP requires clients to authori 
themselves by sending a login name and password to the server before requesting 
file transfer: The server refuses access to clients that cannot supply vil 
login and password. 


0.6. What are the advantages of UDP ? 
Ans. The advantages of UDP are as follows — : 
(© Simplicity — For the network not for the programmer abil! 
(ii) Does not Include thë Overhead Needed to Deted eet 
_ and Maintain Connection Oriented Semantics — UDP packels 


F veiving hosts- 
considerably less processing at the transmitting and receiving pi g 
ssa per 
(iii) Less Heavy to Manage for the OS - Many ray canso 


impose limits on how many simultaneous TCP/IP connections 
M : 


: _ 0-7. What are the uses of UDP ? 
Ans. Some of the uses of the UDP protocol are £ 
G): UDP is suitable. for a process with interna ie 
mechanisms. For example, TFTP (Trivial File Trans 


iven below = 


ow ande 
H protocol 


: yea 
includes flow-and error control::It‘can easily use UDP. ed simpl? "i 
Gi). -UDP is appropriate for a process which n and of ia 
Tesponse ‘communication. with little. concern for 7 gn 


ae A ires t0 
Generally, it is not used for a process which requires ast 
suchas FTP. i foal 


ROLE AYN r 
Rap ABY H MEIT 7 


1 Mg | 


] ava 


Vironmen, | 


ù 
Mees n ) Source Port Number — This is the port numbe 


ty, in ran a 


age num Y the UDP software running on the soure 
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«cial used for management processes like SNMP. 
o UDP is used for some route-updating protocols 
v 
a protocol RP). 
0) UDP is suitable transport protocol for 
Me These facilities are built in the UDP software 
ing- 
ds 


such as routing 


multicasting and 
but notin the TCP 


3, Why is UDP needed ? Why can’t user program directly access {P} 
(R.GPY, Dec. 2017 

Ans. Refer the ans. of Q.7. , 

Applications cannot access IP directly due to Tack of application level 
w) addressing. UDP adds a port addressing capability to IP. It also includes 
tional checksum for the user data which provides error checking. 


oop! 
09. Give the format of UDP datagram. (R.GPY, June 2017) 
Or 
Write short note on UDP header format. (R.GPV, June 2014) 
i Or 
Explain theiheader format of UDP protocol.  (R.GBV, Dec. 2015) 
i Or 


Write short note on packet format of UDP. (R.GBRV, May 2018) 


Ans. UDP packets, called user datagrams, have a fixed-size header of 8 
The format of a user datagram is shown in fig. 5.2. 


8 Bytes 
Ha 


estination Port Number 


16 bits 


Fig. 5.2 User Datagram Format P 


Th 
€ fields are as follows — 


r used- by the 
that the port 
host is-the 


Nnin, : x It means 
8 on the source host. It is 16 bits long he source 


ad by the process 
: uested by i 
is an ephemeral port number ae host. In most cases, 
e host is the server 


Be from 0 to 65, 535. In most cases, if 
tt number 


Ner senq ÎS a Well-known port number if the soui 
M à 4 response), 16 bits long. This is the 
Slt °Stination Port Number = Itis also" ination host. In most 
“the on sed Y the process running-on the dest! the destination host 

tt number is a well known port number we 
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is the server (a ‘client sending a request) and the port Dumber; 

port number when the destination host is the client (i ty an Phen 

response). For such a case, the server copies the ephemeral» Sending 

has received in the request packet. ot tbe 
(iii) Length — This is a 16-bit field which defines th 

the user datagram, header plus data. The 16 bits can d tol 

to 65,535 bytes. However, because a UDP user data, 

datagram with a total length of 65,535 bytes, the total 

less. 


efine a total | 

7 en, 
gram is Stored Shot 
length needs totem 


Ii a UDP user datigmin, the.length field is actually not essential Ih 
datagram a user datagram is encapsulated. In IP datagram, there is a feld a 
defines the total length and there is another field that defines ihe heade hae 
So we can deduce the length of a UDP datagram which is encapsulated inini 
datagram when we subtract the value of the second field from the first 
; UDP length = IP length — IP header’s length 


(iv) Checksum — It is 16 bits long. This field is used to detect eros 
over the entire user datagram. 


Q.10. Explain per-segment checksum error control in UDP. 


Ans. In addition to the port numbers, the UDP header also gives a lit 
checksum field for checking on the integrity of each datagram, Since li 
checksum computation for a UDP datagram is optional, it can be disabled by 
setting the checksum field to zero. The sender generates the checksum i 
and fills in the checksum field, which is to be verified by the receiver '* 


< Fi i jies l 
receiver recalculates the checksum with the received datagram and veil! | 


the result matches the value stored in the UDP checksum field to adn ? 
each received datagram is exactly the same as'the one sent by the ii rath 
receivers will drop the datagrams whose checksum field does aan il) 
result they have calculated. This mechanismensures per-segme" 

but not per-segment data reliability. 

The UDP checksum field can store the 1’s comp 
all 16-bit words in the headerand payload. Its calcul 
checksum calculation. If a UDP datagram has an odd a 
be check-summed, the last octet is padded at thor ed that ft 
make a 16-bit word for checksum computation. It is pecksum veril 
not transmitted as part of the datagram because the 5 eat 
at the receiver follows the same padding procedure in the! lef 
covers a 96-bit pseudo header, composed of four fie rotocol, ® 
the source IP-address, the destination IP address, Poel 
Checksum covering the pseudo header enables on 
datagrams with incorrect delivery, protocol, oF Jen pref 


case that the checksum computation results in ake 
-the field: 


zero 


Meng p 
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psum is optional. However, itis highly recommended 
cols do not perform error control. 
link F, ecksum becomes mandatory as IPv6 
pv6, cree um is omitted only for some 


dl. ‘ter 
! cy and ji 


0 e 
When implementing UDP 
does not provide checksum 


real-time applications where 


between the. application processes are more critical than 


control. . c 
f 11, Discuss the role of UDP in carrying unicast/multicast real-time 


fi Due to its simplicity, UDP is an appropriate carrier for unicast or 
slicast real-time traffic. This is because real-time traffic has the following 

ries: (i) it does not need per-flow reliability (retransmitting a lost real- 
ine packet could be meaningless because the packet might not arrive in time), 
ol (ii) its bit rate (bandwidth) relies mainly on the selected codec and is 
sikely to be flow controllable. These two properties simplify the transport 
ger for real-time traffic to provide the addressing service only. 

However, in addition to the basic process-to-process communication 
fice, real-time applications also need additional services, which are 
guhronization between audio and video streams, data compression and 
kompression information, and path quality statistics. These services are 
usly provided by the RTP. 


(R.GPK, June 2011) 


Q12. Write Short note on TCP. 


Or 
i chine Aand B 
age exchange takes place betw a bp Dee. 2014) 


Expl i 
“pla 
inp Tt how mess, 
Connection 


= 


ides a connection- 
ier control protocol (TCP) por a logical 
tion be °-user byte stream service. This means it oe a sequence of 
etween two sites and is capable of transmithng E segments 

ott É sequence 
em, It divides a byte stream into a seque window flow 


© the destination via a variation on a establishing, 
t provides the initial handshakins deliver 
m, De, es the initia < requests to de 
ae tion (nd releasing connections. It handles vederation since the 
r à destination reliably, an important co CP receives data 
Rests from Not guarantee about delivery pepan and gives it to 
N p f r3 èl 0 -a 1 
Which jou tts User, stores it in a TCP segment » subsequent routing 
e oF 8 own in fig. 5.3. It plays no role in the 
‘formation, - 


190 Computer Networks (VI-Sem.) Transport and A pplication lajas ii 


xplain the main features of transmission Control protocol, 
git Ps (R.GPY, Dec, 2912) 
rare following features of TCP as given below — 


The! 
Ans." Numbering System — The TCP software track Of the segments 
iy r received, in the segment header, there is no field to a segment 
ing aS 


jar value. Instead, there as & ei ews the sequence number and 
pl ynowledgement number. These fields-refer to the byte number and not 
ceil number. 

(i) Byte Number — TCP numbers all data bytes which are sent in 
annection. Numbering is not dependent in every direction, It stores them 
ihe transmitting buffer and numbers then, if TCP Teceives data bytes 
fm a process, The numbering does not essentially begin from 0. TCP 
poluces a random number between 0 to 232— 1 to the number of the first 


byte. 


TCP User Way 


s 


Fig. 5.3 TCP as a User-to-user Service F 
Each byte on a TCP connection has its own 32-bit sequence number, 


In case ofa host blasting away at full.speed on a 10 Mbps.LAN, theoretical $. - fie 
A sajli cki 2 

the sequence numbers could wrap around in an hour, but practically i ines ly nimbe a semeni Number The P me 
takes much longer. Sequence numbers are used both for acknowledgement intermore ieac f e next byte which the party “expec = = 
and for the window. mechanism, in.which separate 32-bit header fields ae ty takes th nowledgement number is comulative, it means that the 
used. ` HL to it e number of the last byte which it has received ‘safe and sound, 
> nd announces this sum as the acknowledgement number. 
trove oe Control — TCP implements an error control mechanism 
n M p f'ta for ea lE Service. Thus error control assumes a segment as the unit 

Differentiate between TCP and UDP. ; IR. GPV, Dec. a (vi) ae error control is byte-oriented. 

; UD S i ike U is provided by TCE. 

a) j i P are as fllo¥*” Perego; ow Control — Unlike UDP, flow control is provided by TCE 
Le es 2S heen. awe ae ies tot jt Nets of data Controls th ich are to-be transmitted via 
: ` © TCPis areliable connection-oriented Protocol that pro” jate iy Mitter. “pp: s the data amount which a renee 
‘Control, ‘error control; loss control and se mencing, While UDP isa mat Nop Meg With "S Can be performed: to prevent-the-receryer mbèrine 
‘connection-less protocol that-provides a sequencing of data, er" Stmits ror To use a byte oriented flow:control, the nu g 
‘and loss: control ; ; ae 


0.13. What is the difference betwe ae , 
(RGP. Vs June 20 


Or 


ves aos 
give ngestion in 


vii) i pret 
nok The eestor Control — TCP takes into account co 


a eee r upP Con 
4 (i) “TCP: provides aranteed data transfer while E he RR 1 
-Suarantee. a ‘ comet H receives Sanat transmitted via a transmitters S mere 
ee, ae ; ; Tr, i 3 $ gestion le 
(iii) TCP is slower than UDP since there is 2° yl, 9 “t is also computed by the conge 
S tablishment and termination of circuit required in UDP., rbn May “Is he 


X a Tiy . js sho 
header a (iv) UDP is simpler than TCP since its header 8°: a 
Sacer and thus involves less overheads. Vig m e | 


e O TCP is prefered when reliability and ecur En 
whi yp; n reliability and secure, 
Salle UDP is Preferred when speed and size iş, more impor 


: zi 5 byte payload field of 
CP segment must fit in the 65,315 se X 65,515 
© TCP header is a minimum of 20 bytes, 


Wer p 
Ver for P data 
a. 
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0:16. Give the advantages öf RPC on UDP over transacn 
RGR, y Te 
Ans. RPC need not use UDP packets, but RPC 
and UDP is commonly used for RPC. However, when the opet ^ Bog ft 
is not idempotent (i.e., cannot be repeated safely, such as when lo 
a counter) or when the results/parameters may be larger than : cre} 
UDP packet, it may be necessary to set up a connect S 
over it rather than use UDP. 


Q.17. How connection is established and terminateg 


i p din TCP ys; 
way handshaking mechanism ? Describe in detail, (R. USING thre 


GRY, 
Or 


With neat diagram explain the process of connection establishment ang 


release using 3-way handshaking in transport layer. (RGP V, Dee iiy 
Ans. TCP Connection Establishment — Connections are established in 


TCP using the three-way handshake. To establish a connection, 
the server, passively waits for an incoming connection by executin 


and ACCEPT primitives, either specifying a specific source 
particular. 


The other side, say, the client, executes a CONNECT primitive, specifing 
the IP address and port to which it wants to connect, the maximum TCP 
Segment size it is willing to accept and optionally some user data (¢g,2 
password). The CONNECT primitive sends a TCP segment with the SYbi 
on and ACK bit off and waits for a response. 

When this segment arrives at the destination, the TCP entity there hi 
to see if there is a process that has done a LISTEN on the port given in W 


ite peT 
destination port field. Otherwise it sends a reply with the.RST bition to 1 
the connection. 


One side, let 
ig the LISTEN 


3 incoming 

If some process is listening to the Port, that processis given an 
TCP segment. Then, it can either accept or reject the connection. ! seq 
an acknowledgement segment is sent back, Fig. 5:4(a) shows ane 
of TCP Segments sent in.the normal case. Note that a S YN sep igot 
1 byte of sequence space so that itcan be acknowledged a aconmett™ 
x In the event that two hosts simultaneously attempt to establis hov 
between the sa 


A jon is & 
fig. 5.4 (b). The result of these events is that just one connection 


: ints. 
Rot two because connections are identified by their end P one do" 
Setup results ina connection identified by (x, y) and the s¢ 
Only One table entry is made, namely, for (x, y). 3 A y 
<a A clock-bäsed sc 


additional safety, when a host crashes, it may not m pet 
packet lifetime (120 s 


as revi 
are still ; €c) to ensúre that no packets from P 
: m roaming around the Internet somewhere. 


RK J l 
and UDP 9.” 2a 


^s June 2015 | 


or nobody in | 


y is as 5 dd 
me two sockets. This sequence of events 'S. abl 
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Host2 Host1 


Host 2 


post! 
SYN (SEQ = x) 


Time 


(a) TCP Connection Establishment 
“in the Normal Case 


(b) Call Collision 


Fig. 5.4 


TCP Connection Release — However, TCP connections are full duplex, 
ounderstand how connections are released it is best to think of them as a 
nit of simplex connections. Each simplex connection is released 
aependently of its sibling. To release a connection, either user can send a 
IC segment with the FIN bit set, which means that it has no more data to 
tansmit. When the FIN is acknowledged, that direction is shut down for 
a data, However, data may continue to flow indefinitely in the other 
fiestion. When both directions have been shut down, the connection is 

released, Generally, four TCP segments are needed to release a connection, 

TREN and one ACK for each direction. However, it is possible for the frst 


Cand the Second FIN to be contained in the same segment, reducing the 
count to three, : 
Simi 5 x 

ang ce as with telephone calls in which both people say goodbye an 

Pry 


i ; send 
© Phone simultaneously, both ends of a TCP ee ae A 
nents at the same time. These are each acknowledged EE a 
° connection is shut down. In fact, there is no differen 


Q. Nb releasing sequentially or simultaneously. 
8. 


18, i » the connection is 
"lease naaa the working of TCP protocol and how th 


(RGPK. Dec. 2014) 
Ans, 


P 
Tep isd Protocol — 


Refer the ans. of Q.12: 
h Onnection Release — Refer the ans. of Q.17. k ? Discuss 
“19, $ vork ? 

“roug Ow does TCP manage connections in the nei 


Or 


Short > (R.GEV, Dec. 2012) 
note on finite state machine. y 
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Ans. The steps required to establish and release Conner: 
represented in a finite state machine with the 11 states gi n 
each state, certain events are legal. When a legal event haj 
may be taken. If some other event happens, an error is o, 

Each connection starts in the CLOSED state. It leayı 


complete the state returns to CLOSED. } 
Table 5.1 The States used in the TCP Connection Man 
Finite State Machine i 


agement 


Description ; 7 
CLOSED No connection is active or pending ! 
LISTEN The server is waiting for an incoming call 
SYNRCVD A connection request has arrived; wait for ACK 
SYN SENT The application has started to open'a'ćonnection 
ESTABLISHED | The normal data transfer state ' w 
FIN WAIT 1 The application has said it is finished. 
FIN. WAIT 2 The other, side has agreed to release,’ 
TIMED WAIT | Wait for all packets to die off *. i 
CLOSING  --f Both sides have tried to close simultaneously 
CLOSE WAIT | The other side has initiated a release 


LASTACK Wait for all packets to die off 


theses. í 
ng the PP a 


fe 


eal 


segment. Notice that many connections may be open (OF n j 
_ Same time on behalf of multiple Sn so the state 1S per con seit 

- Recorded in the connection record. When the SYN + ACK # 
the final ACK of the three-way handshake and switches into the 
State. Now, data can be sent and received. í 


PPens, so eh 1 
courred, tion 
Es that sta 


I TCPenin o i | 
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(Start) 


CONNECT/SYN 
(Step 1 of the 3-way Handshake) 


CLOSE/- 


CLOSED) 


LISTEN/-? Ẹ CLOSE/- 


SEND/SYN 


SYN/SYN + ACK (Simultaneous Open) 


(Data Transfer State) 


` CLOS 
(Acti 


3 
$ 


(Go Back to Start) 
Fig. 5.5 T ; agement Finite ee ae 
en Connachion VITI LOSE primitive, which 
ait for the 


State Machine 


Uransi: 
Stipe is made to state FIN WAIT 2 and onè FIN‘ 
nomoa When the other side closes, t00, 3 waits a 
Mixin edged. Now both sides are closed, but Ter ts fom t 
have ga Packet lifetime to guarantee that all packe į was lost. 
ling; off. Similarly, in case of acknowledg? mes 


5 Off, TCP deletes the connection record: 


When the 


yom the s' 
: “nto see WhO 
IYN og, Sever does a LISTEN and settles dow? gota the SYN 
Wien t Ne “sit is acknowledged and the server a three-Way 
e ‘Server's SYN is itself acknowledged, y 

and the server goes to the ESTABLIS. 
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0.20. Explain TCP connection management. 


R. 
Ans. Refer the ans. of Q.17 and Q.19, ` Ger, 


Q.21. How does TCP achieve reliability in dat, : ; 
Or a transmission ? 
How does TCP achieve reliability in data transmission 9 
on ? 


Ans. The reliable stream delivery service site hy June 2017) 
of data sent from one machine to another without du Ton eliver a str 
TCP uses a single fundamental technique known as positive at OF data logs 
with retransmission. The technique requires a recipient to f nO Wedge 
the source, sending back an acknowledgement (ACK) masaa Nicat with 
data. The sender keeps a record of each packet it sends Ai ASt receiyeg 
acknowledgement before sending the next packet. The serdi vee 
timer when it sends a packet and retransmits a packet if ie Slats a 
before an acknowledgement arrives. Fi g. 5.6 shows how the sim lest Ea 
acknowledgement protocol transfers data. pb Sst postive 


Explain 


Events at Sender Network Events at Receiver ; 
Messages r? 
Send Packet 1 
Receive Packet 1 
Receive ACK] Send ACK1 
Send Packet 2| 
Receive Packet 2 
Send ACK2 


Receive ACK2| W 


Fig. 5.6 TCP Using Positive Acknowledgement ' 


The final reliability problem aries when an underlying packet delves 
system duplicates packets. Duplicates can also arise when networks experi"? 
high delays that cause permature retransmission. Solving duplication regir 
careful though because both packets and acknowledgements can be dupli : 
Usually, teliable protocols detect duplicate packets by assigning each pac a 

: Sequence number and requiring the’receiver to remember which seq 


i jeated 
numbers it has received i i dor cup 
: To by delaye 
acknowledge Si avoid confusion caused by 


ld 
a equent 
ositive ackn t protocols se" ciale 
‘numbers back is ae owledgement p oily 0880 


owledgements, so the receiver can come 


acknowledgements with packets. 
0.22. How flow control is exercised in TCP/IP ? 
: 10: pa y, Dee 09 
-Explain flow control in TCP. mar p nd 4 


Ans, Flow cans 
7 ingal control speci a source 
-Fecelving an acknowl, pecifies the amount of data ase, 2 


i f c 
edgement from the destination. In a 121%?” 


s Mey ay | 


Tajout WO 
tou ewhelm 


y 

TCP prov 
er of data © as 
gp sends as muc 


pomplish flow ¢ : i 
mection. The window, spans a portion of the buffer containing bytes that 2 


int can send before worrying about an acknowledgement from the other. 
ist The. window is known as the sliding window as it can slide over the 
kras data and acknowledgements are sent and received. 
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a sid eend 1 OF proves is very sou ent 
proloco! Ae next byte. But this process is very slow. Ifthe datas traveling 
sending the source is idle while it waits for an acknowledgement, 
distance, ‘extreme case, a transport layer can send all of the data it has 
je other about acknowledgement. This speeds up the process, but it 
nee receiver. Moreover, if some part of the data is missed, 
ceived out of order, or corrupted, the source will not know until 
hecked by the destination. 
ides a solution for it. It defines a window that is imposed on the 
delivered from the application program and is ready to be sent. 
h data as is defined by the sliding window protocol. 


gidig Window Protocol = TCP uses a sliding window protocol to 
h flow control. In this method, both hosts use a window for each 


2 
z 


ated Te 
pas been c 


fig. 5.7 shows the sender buffer. In fig. 5.7, the bytes before 200 have 


len sent and acknowledged. Now, the sender can reuse these locations. 
hes 200 to'202 have been sent, but not acknowledged. The sender has to 
ltp these bytes in the buffer because they can be lost or damaged. Bytes 203 
Mil are in the buffer but have not yet been sent. + 


Occupied Part of the Buffer 


2 Sent and 
Sent, not Acknowledged, 
\ ) Acknorledged} Recycled 


Enpty to be 


Med by 
by Process Can be Sent Immediately 


Pe ED re eT 


Next Byte to be Sent 


Now as Fig. 5.7 Sender Buffer : 

wee the Me a situation in which there is no sliding W! 

> ‘Ne sender a 

i, Without rder can go ahead and send all the 2a ate 
My “gard to the condition of the receiver 


ndow protocol. In 
(upto 211) in tts 
*s butter, 


tg limi ii cess is not 
ving ivi on Could completely fill up as the eet ye receiver 
i i. oe enough; The S088 Uy trove numberof locations 


Se tansmissi PREET: 
"Lat the pa sion. The sender must adjust itself t 
“ceiver site, 


e en oW ~ The receiver buffer is aes 

209 wsUMed by the process is byte 194. ikin 

from the sender, Generally if the to! sly 
ocations are already occupied, then 0 


1 in fig. 5.8. Now, the 
receiver expects (0 
e of the receiving 
p-Q.more bytes 
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can be received. This value is known as the receiver windo; 
P= 13 and Q =6, this specifies that the value o m 


Empty, to Receive 


more Bytes from Network Occupied Part of th Consumeg and 


Recyteq 


i ce 


Fig. 5.8 Receiver Window 
Sender Window — Flow control can be made if the sen i 
window with a size lower than or equal to the size of the Tetive Creates 
This window includes the bytes sent and not ackn T Window, 


owledged and 
can be sent. The sender buffer with the sender window is shown ss ta 


| Size = Receiver Window | 


See 
207 [206] 205]204]203 202] 201z] T] 
Se ee 


e Buffer 


Next Byte to be Sent 
Fig. 5.9 Sender Buffer and Sender Window 
: Here, notice that the size of the sender window (i.e., 7) is equal to the size 
< of the receiver window. But this does not implies that the’ sender can send7 
- more bytes; it can'send only 4 more bytes as it has already sent bytes. Alo 
note that although bytes 207 to 211 are in the sending buffer, they also cant 
be sent until more news arrives from the receiver. 
~ Sliding the Sender Window — Here, we see how messages from 4 
receiver change the position of the sender window: Consider, in ee 
_ that the sender sends 2 more bytes andian acknowledgementis receive 


| Size= Receiver Window | 
Á. 

Ene en NS ee 
———— 


|_| [21 [210fzosJooe] 


(a) Before 


| Size = Receiver Window j 


EEE AEE al 
ENTE TG x 
CET a ESE 


(b) After 3 
Fig. 5.10 Sliding the Sender Windov 


FOr; 
f the Teceiver win ion i j 
157, 
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ecting byte 204) with no change in the size of the receiver 
7), The sender can now slide its window and the locations 
bytes 200-202 can be recycled. The position of the sender buffer 
window before and after this process (event) is shown in fig. 
i second part of the figure, the sender can now send bytes 205 to 
ieee re bytes). , eiia 
ding the Sender Window — The size of the Teceiver window expands 
gspandi process consumes data faster than it receives. This situation 
jhe o indow size. Inefig. 5.11, the receiver has acknowledged the 
eases Smee bytes and at the same time has increased the value of the 
seipt at dow,to 10. In the’ meantime, the sending process has created 4 
pever Wi d.the sending TCP has sent 5 bytes. 


ee Size = Receiver Window 

l-— -i : 1 
[pis|2ts[213]212]211 ]210]209 [208 ]207 oe] zos" | TT | 
ed 


Fig. 5.11 Expanding the Sender Window 


Shrinking the Sender Window — The size of the Teceiver window decreases 
he receiving process consumes data slower than it receives. This is the a 
iten the receiver has to inform the sender to shrink its sender window sen 
925.12, the receiver has received the 5 bytes (205 to, 209); honani 
teiving process has consumed only 1 byte, which implies the moba aa 
Wations is reduced to 6 (10 — 5 + 1). Itacknowledges bytes m to aa 
“pecting 210), but also informs the sender to decrease its prin = = 
“to send more'than 6 more bytes. If the sendef has already sent 2 more - 
hen it receives the new and has received 3 more bytes fom ree = 
à We have the following window and the buffer as shown in fig. 3. 


Mocess, 
eee | Size = Receiver Window | 
he api 
O [11 
sa EEE 


toing the Sender Window + If the receÌ 
k re he teceiver window value is zero. When this is rè 
"ug My p Sloses'its window (left and right walls overlap?” 
, Ytes until the receiver announces a nonzero fi 
ty ts os Tan congestion control is exercised ae iss wi network is more 
itean ha estion occurs when the load providet to deal with congestion, 
ndle, Although the network layer attemp oa 


E se 
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most of the heavy lifting is done 
is to slow dower date rate. E 
Theoretically, congestion is handle 
TCP tries to get this goal by pS lle, ia Packets con 
first step in dealing with congestion is detecting E e the window gi 
congestion was tremendous task. A timeout occu: A ergi days, ene 
could have been occurred by either noise on a ‘i due toa 
discard at a congested router. In recent days. packet on line o 
errors is usually rare as most long-haul trunks are fibr She to 
transmission timeouts on the Internet are due to con ni Salli 
Internet TCP algorithms consider that timeouts ogi a Thn 
and monitor timeouts for signs of trouble. £ 
Before going on the discussion how TCP rı i 
specify what it does to try to stop it from F E Vibe 
_ window size has to be selected when a connection is cidteetae 
depending on its buffer size can also be specified by the receive pa 
transmitter sticks to this window size, problems will not happen be = 
buffer overflow at the receiving end, but they may still take place ea r 
internal congestion within the network. P 
The Internet solution is to consider that two problems exist — receiver and 
network capacities — and to monitor each of them individually. To do so, each 
sender preserves two windows — the window the receiver has granted and 
second window, the congestion window. Each indicates the number of bytes 
the sender may transmit. The number of bytes that may be sent is not he 
maximum of the two windows. Therefore, the effective window is tke 
HAER of what the sender thinks is all right and what the receiver thiaks's 
all right. 

When a connection is established, the congestion wi ecto. 
by the sender to the size of the maximum segment in use on the conn pl 
Then it transmits one maximum segment, If this segment Is ae 
before the timer goes off it adds one segment’s worth © ils 
congestion window to make it two, maximum size segments ^ 
two segments. Since each of these segments is acknowledged, ce, 
window is enhanced by one maximum segment size. In as 
` acknowledged doubles the congestion window. The oe swin y 

enlarges exponentially until either a timeout occurs oF the pa an 096b) 

is attained. The rationale is that if bursts of size hé a 

work fine, but a burst of 8192 bytes causes 4 timeout, t ngesti 
be setto 4096 to eliminate congestion. As long 4S me Cc úed; n 
fixed at 4096, no bursts longer than that will be transmi t 0"? 
much window space the receiver grants. This al 
start, but it is not slow at all. It is exponential. 
needed to support it. 


tual solution to 


SMissig 
ult, ‘Most 
S, all th 
due to Congestion, 
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in about the various fields of TCP header with the help of 


(R.GPY, 
Or » June 2012) 


note on TCP header format. (R.GPY, June 2014) 
ormat of the TCP header is shown in fig. 5.13. Its size is 
petween 20 to 60 bytes. 

Source Port Address — This 16-bit field specifies the port 
per of the application program in the host that is sending the segment. 
al Destination Port Address — This 16-bit field specifies the port 
ication program in the host that is receiving the segment. 
uence number — This is a 32-bit field that specifies the 

the first byte of data contained in this segment. 

(iv) ‘Acknowledgement Number ~ This is a 32-bit field that 
gecifies the byte number that the receiver of the segment is expecting to 
peiye from, the other party. 

(») Header Length (HLEN) ~ 


may4-byte words are contained in the TCP 
‘eween20.and 60 bytes. Thus the value of this field will be 5 (5 


(15 x 4 = 60). 
(vi) Reserved — This 6-bit field is reserved for 
(vii) URG — The URG bit is set to 1 to indicate 


ugent pointer field is valid. 1 
32-bits ann 
Source Port Address : 
16 bits 


Sequence Number 
32 bits 


avin 


(i), ; 
aber of the appl 
(iti) Seq 
umber assigned to 


This is a 4-bit field that tells how 


header, The header length can be 
x4=20)and 


future use. 
that the value of the 


Destination Port Address 
16 bits 


Acknowledgement Number 
32 bits 


Window Size 
16 bits 


urgent Pointer 
sr bits 


nd Padding 


Options a! 
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(viii) ACK — 
field is valid. 
(ix) PSH — This 1-bit flag specifi 
(x) RST ~ This 1-bit flag is us 
become confused due to a host crash or s 
(xi) SYN — This 1-bit long fla: 
(xii) FIN — This 1-bit flag is used to release a c Re: Connection, 
the sender has no more data to transmit. 10. tells tg 


(xiii) Window Size — This is a 16 
window, in bytes, that the other party mus 
16-bits. It means that the maximum size 


ACK bitis setto 1 ifthe value ofthe kn 
ackno 
Mien 
es PUSHeq data, 


ed to reset a con 
Contnectig, 
Ome other reagon, CON tha has 


g is used to establish a 


-bit field that ş 
t maintain. Th 
of the window 


pecifies the size of 

th 
e length of this field i 
is 65,535. bytes, 


TCP checksum field is set to zero. 
(xv) Urgent Pointer — This 16-bit field is vai 
flag is set. This pointer is used when the segment cont: 


(xvi) Options — This field Provides’ a way to add extra facilities not 


covered by the regular header. There can be upto 40 bytes of optional 
information in the TCP header. 


lid only if the Urgent 
ains urgent data, 


0.25. Briefly explain two protocols used in transport layer for Internet 
Explain the TCP service model and segment header. (R:GPV, June 201) 


Ans. Refer the ans. of Q.4 and Q.12. 


TCP Service Model — TCP service can be found by consisting sade 
transmitter and receiver generate end points, referred tosockets: aed ‘Gai 
contain a socket number having of the IP address of thehost explii 
number local to that host, known as part. A connection should bins A 3 
established between socket on the transmitting and receiving nn that two o 
same time, a socket is used for multiple connections. It pe identifies 
more connections can terminate at the same)socket. Pra 2), Jo vitut 
identify connections at both ends. (i.e. sockets and, = p connections 
circuit numbers or other identifiers can be employed. All sail connect m 
Point to. point and full duplex. Point-to-point means that ffic can g0 100 
exactly two end points and-full duplex means that pe roadoasting 
directions at the same time. TCP does not suppo e boundarie "ol 
multicasting. A TCP connection is a byte stream. site it 
Preserved end-to-end. Another feature of the TEP ation puts cT 
mentioning here is urgent data, The transmitting eat the DELO ik 
information in the data stream when an interactive user dy begun fap p 
key to break off a remote computation which has a causes ; 
it.to. TCP along with the urgent flag.. This even s ageclion im 
accumulating data and send everything it has for that € 


ism and 


pas Segment Header — Refer,the ans. of Q.24, 
P Se 


TC maplabe tn detail about the TCP timer management, 
26. ral timers are used by TCP to perform its task. The important 
Ans. eT timer. When a segment is transmitted, a 
jae is the re ‘timer is started. The timer is stopped if the segment is 
ne Bee ore the timer expires. On the other hand, when the timer 
ce el the acknowledgement comes in, the segmentis retransmitted. 
im 


iliy, fiis timer is not the only one which is used by TCP. A second timer known 


spersistence timer is also employed by the TCP. is et ki Heen 
te following deadlock, An acknowledgement with a windon aes 
mismitted by the receiver, telling the sender to wait. After this, a on 
isupdated by the receiver, but the packet with the update is lost. low a 
tesender and the receiver are waiting for each other to do something. oa 
ender sends a probe to the receiver when the persistence Lie ae = 
Tte window size is given by the response to the probe. If itiss er 
ksistence timer is set again and the cycle repeats. If it is nonzero, 
My be transmitted, - i : 

A third timer known as keepalive timer is used by some eas 

fna connection has been efficient for a long time, the nie it Ifitishat 
ine out to cause one side to recognize if the other side is ee poke 
ssf to Tespond, the connection is terminated. Intum, rf rahe 
S controversia] as it adds overhead and may terminate a ie AR ach TCP 
to transient network partition. The last timer per epee Rees 
twig ots the one used in the TIMED WAIT state ml term 

‘ce the maximum packet lifetime to ensure that wI ee 


» all packets created by it have died off. Š 
reated by i uliplexing. 


227, Explain transport layer multiplexing and A GPV, May 2019) 


exing 


hr 


t t ; nits multipl 
at As shown in fig. 5.14, the addressing mechanism perm 


emultint 
Multiplexing by the transport layer. 


Reka a blexing ~ There can be many oe ioy one transport layer 
l the transmitter site. At any time, the 


înlexing. The 

s multiplexing. 
Sar’ iS Many-to-one relationship snd en ai; diferentiat 

ti wre accepted by the protocol from nie passes the packet to the 
Ssi a; 

la ened Port numbers. The transport lay 


er after adding the header. 


hich require to mn 
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Demultiplexing — At the receiver site, t 
and needs demultiplexing. The datagram ja 
from the network layer. The transport layer 


he relationsh 


Teceived h to. 
A tl ‘ 
delivers hs transpo U 


ID is One, 


suitable process based on the | 
port number, aJe 
of the header. > after error checking ain to te 
topping 


The multiplexing and demultiplexing is shown in fj 
1g. 5.14, 


Processes 


Processes 


Multiplexer 


9.28. What do you mean by WWW ? 


pans: The world wide web is known as WWW or W3 or Web. The wot 
wide aw eb is an architectural framework for accessing linked documents 
repository of information spread all over the Internet. The WWW has a unig? 
hat distinguish 


combination of flexibility, portability and user-friendly features tl 
in reason for is 


it from other services provided by the Internet: The ma! 
popularity is the use of a concept called Aypertext. Hypertext isan 
information storage and retrieval, which enables authors to structure oo 0 
in novel ways. An effectively designed hypertext document can ail of 
rapidly locate the desired type of information from the vast meas 
information on the Internet. Hypertext documents enable this by usin 
of links. A link is a special type of item in a hypertext 


ew way 0 
alion 


cl 
ocument, WAI? ne 
F information about 


the document to another document that provides m 
linket item. p pas r 
i- = Hypertext documents on the Internet are know? as Varp vi 
pages are created by using a special language called hyper for creatin 
(HTML). HTML is becoming a de-facto industr jal standar jald 
0 
ie 


`. pages: 
-The WWW uses the client-server model, ang 
hypertext transpòrt protocol (HTTP) for interaction >° 
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computer on the Internet, which uses the HTTP protocol 


et. 4 
pe mer ep server and any computer, which can access that server is 
p client. À 

Web page, one requires an address. For any data access 


ss a 
0 on ‘over the world, WWW uses the concept of locators, Any kind 
pute be defined on the Internet using the standard URL. URL 


(jst! 
thod, host computer and pathname. 


information Can 
Ce three things — MS 
What is World Wide Web ? Explain the architecture of WWW. 


29. 
Q. (R.GPV., June 2015) 


Ans. World Wide Web ~ Refer the ans. of Q.28. 
Architecture of WWW — The basic model of how the Web works is 
Here, the browser is displaying a Web page on the client 


gown in fig- S15. i r aW 
machine. When the user clicks on a line of text that is linked to a page on the 
spod.com server, the browser follows the hyperlink by sending a message to 


theabed.com Server asking it for the page. When the page arrives, itis displayed. 
Ifthis page contains a hyperlink to a page on the xyz.com server that is 
icked’on, the browser then sends a request to that machine for the page, and 


soon indefinitely. 
Client 


Server 
Server xyzcom 


abed.com 


Current Page 
Displayed by 
Browser 


Browser 
Program 


The Client Side — Let us now examine “es 


gram that can 


ayed pasè: y j 
the Towser follows the hyperlink and fetches | n A 
naga hyperlink needs a away 2 ant cators): A 
named using URLs (Uniform Reso 
tD://www.abed,com/products-html 


det, 

ail, 

tateh a essence, a browser is a pro: 
Ouse clicks to items on the displ 


the | 


age 
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For the moment, it is sufficient to know that a 
(i) The name of the protocol (http) RE hag three 
(ii) The DNS name of the machine whe $ ats. 
(www.abed.com) Te the page is | 
(ii) The name of the file containing the Page ny categ 
If a user click on the hyperlink, the browser RS) (Products hing, 
in order to fetch the page pointed to. Consider a user ig : Out a serieg ots, 
finds a link on Internet telephony that points to ITU’s ate the Wep = ] 
http:/www.itu.org/home/index.html. Let us trace the ‘OMe page, Which i 
this link is selected. Steps that oceu Whey 
G) The browser determines the URL ` Oval 
(ii) The browser asks DNS for the Peng select, 
Gii) DNS replies with 156.106.192.32. oe 
Gv) The browser makes a TCP connection to port 80 on 156.106.19232, 
(v) It then sends over a request asking for file /homelindex, hal: 
(vi) The www.itu.org server sends the file /homelindex timi , 
(vii) The TCP connection is released. i 
(il) The browser displays all the text in /home/index.html. 
- (ix) The browser fetches and displays all images in this ile. 
The Server Side — Now, let us take a look at the servenside. As We 
saw above, when the user types in a URL or clicks on a line of hypertext, the 
ee poe the URL and interprets the part between http://and pj 
the browser. eia etp look up; Armed with the Piaddressof “pl it 
sends over aco: ihesa TEP f onnection to gah30 X sae 
aE read containing the rest of the URL, whic the browse ® 
e erver. The server then returnsithe file for " 
‘play. y cok 
u Pe ee a Web server is given the name ee 
l . The steps that the server performs in its main 
: © “v Accept a TCP connection from a client (a browser) 
i) Get the name of the file requested. . 
Git) Get the file (from disk). 
Gv) Return the file to the client. 


pot 
x X Release the TCP connection. nco, ti is w 
odern Web serye : but in essen”. 
WED Server dacs ts have more features, ya wi 
y cont iat 


URLs (Uni , 
to other = antes Resource Locators) ~ Web Peet eae io 
? eb pages. When the Web has first create 


that» Skies ar amen ads 
tit dogg | Te Commonly used to rotate the panne 
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ing one page point to another Web pa i z 
got a M ooating pages. In particular, these A a ris a 
joo jected page could be displayed. : answered 
pore? se What is the page called ? 
(ii) “Where is the page location ? 
(iii): How can the page be accessed ? 


ypevery page ee po ~~ a unique name, there would not be 
wy? mbiguity in identifying pages. Nevertheless, the problem would not be 
ged. = i f i 
The solution selected identifies pages in a way that solves all three 
oblems at once. Each page isiassigned a URL (Uniform Resource Locator) 
int effectively serves as the page’s worldwide name. URLs have three 
parts — the protocol (also known as the scheme), the DNS name of the 
nachine on Which the page is located, and a local name uniquely indicating 
the specific page (usually just a file name on the machine where it resides). 
Asan example, the web site for the author’s department contains several 
videos about the using university and the city of Amsterdam. The URE for 
the video page is 


http://www.cs.vu.nl/video/index-en.html. 
The URL consists of the three parts — The protocol (http), the DNS name 
ofthe host (www.cs.vu.nl), and the file name (videofindex-en-hunl), with 
certain punctuation separating the pieces. The file namcisa path relative tothe 
efault Web directory at cs.vu.nl. i ; : 
i oon — A cookie is information that a website puts 0n your ies 
„at itcan remember something about you ata later time. (More technically 


ttis informati f by the server on ear ‘a 
_ .otmation for future is stored X d = a 5 
acl use that 1S Sl Is your pi ference S 


tad roe Particular site. Using the web’s hype T is 
Bon, E a Web page is independent of all o ee ate 
“erprevig eb page server has no memory of What PRET =, mechanism 
tat allow, usly or anything about your previous visits: Aw ar on the users 
Mm com S the server to store its own information about ua on your hard 
ük aiat You can view the cookies that have been sto è mù! h 
YO) The Bh the content stored in each cookie may not make # 
Mores location of the cookies depends on the browse 
ha a opa as a separate file under a pinak < them in a single 
es dat file. in a single cookies.txtfile. Ope! 


rea 


that a site sends s0 


Sh 
Ot keep sending the same ad. 
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Q.30. Write short note on H' TTR (R. GRY, p 

Ans. HTTP (Hypertext Transfer Protocol) is 
application-level protocol used to facilitate the trai 
from a Web server. HTTP provides a simple. 
between the client and the server. The pro! 
must ask for data from the server and ho 
not specify how the data is actually transferred, this is upi 
protocols such as TCP, 


HTTP is based on the client/server Principle. It allo 
a connection to the server and make a 
connection initiated by the client and sen 
identifies the resource that the client is 
action to take on the resource. 


to lower-leyve] netart 


WS the client to 
request. The Server accepts th 
ds back a response.. HTTP : 
interested in and tells the rics 


establish 


usage, the http:// at the beginnin 


g of URL often is left out. 
When a user selects a h 


browsers, the hypertext links will be highlighted and we can navigate between 
‘them using the keyboard. When we select any of the hypertext links, ne 
identifying a particular resource and asking the server to send it back to 0 
Computer in the’ format that our computer can display or store. called 
Hypertext is the text that is specially coded usinga standard TR Jinks- 
HTML or Hypertext Markup Language. HTML codes are used to ¢ 

These links can be textual or graphic. 


ee : ye formal 
9.31. Write the HTTP request and HTTP response messag ray 2019) 
eee q (R.GRV, May din 
2 tratei 
SCANS. 


illus! 
The HTTP request and response message Lower a header 91e 
A request message is comprised of a request 7 ie consists 
ometimes a body as shown in fig. 5.16 (a). The Sper (a). imes 
equest type, URL and HTTP version as shown in fig. 5- der ands a 
A response Message is comprised of a status line, 4 = 5 p vers 
‘body as shown in fig. 5.16 (b). The status line conss 


tatus code and status phrase as shown in fig. 5:17 (b): 


- fig. 5.16. 
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(@) @ 
Fig. 5.16 HTTP Request and Response Formats 
Space Space 


men) | Car | Gam 


(a) Request Line 
Space 


Space 


warren | | 


(b) Status Line 


iad Fig. 5.17 
€ various fields are given below — 
Ù Re 


first line i west 
288, j quest Line and Status Line — The first line in a Hi : 
SiS.called a request line and the first line in the reponse iri 
one line, There is one common field.as shown mi p . 3 
Sige H (a) Request Type — This field is employed int prac 
(i Nes Version 1.1 defines various request wpe wi ama 
Nog, Table o Säge into types of messages known asme 

© 5.2 gives a methods and their functions. 


Table 5.2 


m the server to the client. 


Transmits a document fro a document but aot the 


Requests information about 
document itself. i 
Echoes the incoming request: 
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GET ~ Requests a document from the seryep 32 Elaborate the use of FTP. Explain also the FTP process mo del. 
OPTION ` Inquires about available Sptions? Q AP stands for file transfer protocol. It means that transferring files 
POST Transmits few information from the aliai Ms omputers of different types across the network. A protocol enables 
CONNECT Reserved: “nt to the Server een o communicate to one another. FTP makes files and folders publici 

` J a r the Internet. y 


juble for transfer ove 
FIP is not designed to enable access to another machine to execute 
ns, but it is the best utility for file transfer, FTP uses a client-server 
gt inwhich files are stored'atthe central computer and transferred between 
Fas uter and other widely distributed computers. The central computer 
software called FTP server and the software at the other, widely distributed 
(d) . Status Code — In the response message, status code saputer runs sonia Nee tage mee FTP, the client requests that 
employed. This field is comprised of three digits. The codes can Boii jie transfer be pier yen then the client an Ea exchange data. 
in general terms as follows — are es FIP is interactive, a user invokes the FTP application that presents the 
Codes in the 100 range — Informational only - swith a prompt and waits for the user to enter a command. During interactive 
Codes in the 200 _ Sh fil xion, FTP responds to each command the user enters, and then prints the 
opes Ane FARES yO a Successtul request mpt when it is ready to accept another command. For example, when a 
Codes in the 300 range — Redirect the client to another URL ion begins, user enters command to identify a remote computer. Then 
-Codes in the 400 range.— Show an error at the client site. establishes a connection to the remote computer. Similarly, to terminate a 
Codes in the 500 range — Show an error at the server site, 


(b) URL— All Web pages are assigned a uni 
them. The name is called URL. It is used for specifying vi 
on the Internet. 

(c) Version — The version field spec 
used. Version 1.1 is the current version of HTTP. 


que name to ideng 


rtually al] information 


ifies the version of HTTP 


ion, user tells FTP to terminate communication with remote computer. 

(€) Status Phrase — Status phrase field is employed inthe f. When we log onto the FTP server a connection called a command link is 

response message. The status code in text form is described by the status eg pa between the PC and the server. All commands like changing the a % 

; (ii) Header — Header can be used to exchange additional information 4 taling files, etc., are sent from us to the server via. this =. Fie 

between the server and the client. HTTP headers can be one or more header it en the actual downloading process begins a second link cat 

Teas os r ai “nare, a colon, a space established, It is over this data link that the actual download takes pi 

lines in which every header line comprises of a header i 2 connection cai 3) ie. bi d ASCH. In general, we use 

and @ ‘header value. There aré four header categoriesas given below- hy appen o two modes, bes binaryan cethe AS : 


a tat wid 
‘ (a) General Header — All HTIPsmessage, hese a 
the same general header and general header provides gener al inform 
the message. General header may be available in both a response 
"= = < (b)-Request Header —This type of head Sr “gor and te 
in request message. Request headers specify the client’s con 


$ = log out of the FTP that the command link gets broken. d port 21 isthe 
"Ses two channels. TCP port 20 is the data channel, and port 2 

: port 20 is the S oa S 

O gel FTP is different from most other TCPAP appt FTP 

ange CS USE two channels, enabling simultaneous FTP conducts 


ds 2 A i taspect — 
document format preferred by the client. emitted m 14s ta Fi : data. It also differs in one other ene eae words, FTP 
= headers are PO aio fis ers in the foreground, instead of background. In O ss in real 
(c) Response Header — Response erver’s come A pi Spoole ain watching the transfer process in © 

in response message. Response headers specify the $ Na Sing Tep pre ues: so we are wa hout reliability or connection 

P ge- Resp of W fee, E TCP, FTP eliminates the need to worry al functions properly. 

$ ia]; : st. body” | Sem these functions “4 
and special information about the reque: about the 5° pat 

: n 


t since FTP TCP to perform ents 
; ee f f atio h can rely on „lient has three compon 
(O Enty Header =De soy header ay Sost wel Kt ines god of FTP is shown in fig. 5.18. Theclien 
ani 


Sea EIN A 7 + client data transfer process. 
document is given by the entity header. Entity tver h Ace, the client control process, and the clien 


and the server data 


3 as . cess a 
Tesponse message. Although request messages such e P V two components the server ose the control processes. 
can also use entity header. t or FesP° : d by Cae he control connection is made wafer processes: 

(ii) Body — it can be present in a SEQ op recet?" “ction is made between the data trar 


2 itte! 
Generally the body has the document to be trans™ 
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o » Block Transmission Mode — Data are delivered from file transfer 
Use P wk (ii) to transmission control protocol (TCP) in terms of blocks, 
i to! ae each block can be proceded by a three byte header, The first 
pot wore the block descriptor and the next two bytes Tepresent the 
repre 
4 ee size in bytes. . . . 
Control ee sed Transmission Mode — In this mode, the data are 
Process (iii) Compres: : 
anan ed when the file is large. Generally, the run length encoding scheme 
> H : tor compression. Forthis scheme, consecutive data unit appearances 
Tm =| Data Connection te replaced by one occurrence and the various repetitions. 
Client = z Žž fr) i 
eran Server 0.36. Write short note on SSH. (R.GP.V, June 2016) 


i irei z i int-to-point protocol that is designed to 
During the enti te ; Ans. SSH (Secure Shell) is a poin 3 á ji 
Smed. The aa paar a P session, the control Connection remaing psencrypted traffic between two specific hosts. Along with tunneling traffic 
transferred. It opens each time Sa an and then closed for each file Jahe presentation layer, SSH also can provide application layer functionality, 

pero ey etal soe transferring files are icuding a login shell similar to telnet, and FTP-type services. The SFTP 


used, and it closes when the file is transferred. O. 
oe - On the other hand, the control igen i i SSH. 
connection opens when a user starts an FTP session. The two FTP connection yem is an implementation of an FTP-like protocol over SSH. 


control and data, use different strategies and different port numbers, 9.37. What are the phases involved in SSH protocol operations ? 
Q.33. Discuss any two protocols of application layer. Ans. The SSH protocol operates in the following five phases — : 
(R.GPY, Dec. 2010) () Algorithm Negotiation — SSH supports 2 Vaney ©” 
Ans. Refer the ans. of Q.30 and Q.32. Bp eephic algorithms. Upon the initial connection, the systems ® a 
. ` ; ,, . p H versions 2 

0.34. What is FTP ? How FTP differs from other internet-applications Ada aphic algorithms that SAU be ised piran a is required for 
and also gives the important features of FTP. (R.GBY., Dec. 2016) Haul en aun ‘sco algorithms. For aom ver algeitinis sich 
‘Ans, ETP — : mpatibility between SSH clients and servers. PDRE 
P — Refer the ans. of Q.32. “DES, IDEA, CAST, AES, and Blowfish, are optional. SSH authentication 


i E l jon of 
a ee olhopilient/senfer p, co id nf use RSA or DSA keys. The integrity algorithm depends on the vers ae 
‘connections among the hosts. One connection can be used for con The older version, SSHv1 sine MDS for performing ines © 


x j iyidation 
information (commands and responses) and other for data transfer. Dividali : Sv uses SHA 1. 


: apace 
_ OF commands and data transfer makes FTP much more efficient. a fy The SSH al orith iation is very similar to SSL- ean 
Connection requires more complex rules because of the variety Se rules “ofsupported a h en er ad the server responds with S Hately 
transferred. On the other hand, the control connection uses Very ee oft G K ae sie sale ġ ithm negotiation is pane 
of communication. Ata time, we require to transfer only a com i ihe FIP | Uoweq with k Negotiattan ae Diffie-Hellman (ph) algorit itan 
response line. Therefore, the difference in complexity is not i A P, rfo S key a key exchange using the ally every hour. nar 
level, Both control and data connections are treated the same 3 me Oes bl a R a a only a Ceara 
* ? 1 “nage to ident > ` Q ses a > 
2.35, What are the various transmission modes of A June KLA big gation is corapicasine, Goal that SSM sion within aasa 
: Lal otocol em Meam. larger), an attacker is unlikely to c 


ee ca if Ki ‘3 £ 
Ans. There are three transmission modes of file ae 
< aS given below. — 
oo @ Stream Transmission Mode — It is a def i 
g ses i ' 
delivered from file transfer protocol (FTP) to transmisio? i 
- (TCP) as a continuous stream of bytes. 


fo! change, all 

: ing the key exchange, a! 
! n somnpleting the c z 

i hk (iti Serpe, + tiny After compe Mites E 

mode- Da ot I Mation ; erver Authentication aa ail: datat ns ed 

ult! sontrol P L serye Lig transmitted using encrypt! À never peen seen betore, a 

pit iy Mey. ifthe seai Er idation, the server's k 


Dr er val 
MIs the user to validate the key- Afte 
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added to the client’s list of known. servers, 
seen before, then the client compares the ke 
cache does not match, then the client usu: 
prompted to continue when the server fails 

Most SSH clients associate serve 
Unfortunately, servers are occasionally rei 
The result is a mismatch between the s 
The user must resolve the issue, and t 
SSH clients — 


However, if the server 
y with the Cached Were been 
ally aborts, the SSH 
to validate, 
T keys with Networ 
installed or assigned ‘er 
erver’s key and the client's ra 
he resolution Varies with dite, 
(a) OpenSSH — The OpenSSH client is u; 
systems. For OpenSSH, users must manually edit their hosi 
"remove the mismatched server entry. The file is stored 
| directory — $HOME/.ssh/known_hosts. For users who co; 
| servers, this can be a very large file. To resolve mismatche 
| must edit the file and delete the line for the offending serve: 
+ different from HTTPS, where most browsers prompt users to continue, 


i (b) PuTTY — For Windows SSH clients, PuTTY is common, 


f PuTTY stores the host-key cache in the Registry under HKEY CURREN 


f USER\Software\SimonTatham\PuTTY. But rather than editing the Registry, 
i PuTTY prompts the user when the host key does n 
E 


ot match. The user has the 
option to accept the new host key and overwrite the old one. 


(c) Mocha Telnet — For PocketPC, WindowsCE, Palmos, 
mobile phones, and most other platforms, Mocha Telnet is available for 
supporting SSH. Unlike OpenSSH and PuTTY, Mocha Telnet does not cache 
Server keys. As a result, all servers are always accepted. ke 
 „__Other SSH clients, like F-Secure SSH, ZOC, and Pragina SSH all w 
different caching methods, Resolving mismatched kéys requires kaoni 

ecific type of SSH client. 


" AR erven, 

` Giv) Client Authentication — After authenticating o a 

ient is ‘authenticated. The Client may transmit ay identifier fo" 
ora digi cess 


t-key cache files to 
in the user’s home 
nnect to many SSH 
d cache entries, users 


BS 


= & 


aS 


ai 
s epeate 
SH ‘servers May permit multiple password retries, but rep 
Tesult in a disconnection, : 


: exchangi"? 
10) Data Transfer — After negotiating the algorithms, 
2ys, and authenticating both the client and’server, añ eaten Jogi 
established: The SSH VPN permits multiple channels. Forè av 
annels, SSH Supports many simultaneous connections. 
Shell 


nel ls 
may be on channel #0, an X11. graphical traffic on chan 


{kes 
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1 #2. All of this data transfers across an encrypted tunnel that 
ne 5 i 


on cha aray few minutes. 


ic mail. s 

pctronie m tronic mail (e-mail) is a process of sending data from one 
Ans. oe This is also called offline service. The message (data) 

uter to a i 


to several minutes to reach its destination, 
om a few seconds 
anywhere fr 


Sed on most Unix 


T. This is significant ly 


st be passed from/one network to another, until it reaches its 
u gigs 
“tt provides various facilities — 
(i) Speedy data transfer (ii) Bulk data transfer in low cost 
(iii) Better acknowledgement (iv) Structured data 
implicity i i ‘bon copies 

v) Simplicity in making carl is i 
oa Integrated message, like combination ofaudio, video, text, ae 

The e-mail proposals were initially published by pensar 
These proposals were called RFC (request for comment) 821 an 22. 


è standard 
TheFC 821 defines message format. The CCITT defined _X.400 si 
fre-mail. i 


eause it 
pstination. 


» Services of E-mail — The e-mail system consists of two r t 
@ User Agent — It allows people to read ae r a a 
(ii) Message Transfer Agent — It moves the ae bei 
rce to the destination. The message transfer agents run in g 
vtile the user agents run in the front. 7 
E-mail system supports five basic functions — gh eee 
(0) Composition — It refers to the, process o a Se ae 
ce ‘Owledgements. While answering the mail, the m 
nator’s address and subject field to make a rep ae at a 
‘ute (ii) Transfer — It refers to the e connections to the 
desti ° to destination, It is responsible for 


th message and releasing 
A i ; utting then > 
thy ‘tion o Some intermediate machine, outp 
nection, ` 


te Origi 


ble for making replies oT 
ty of acknowledgements. 
: in proper format. It 


is concemed with 


6 il. It F 
f e-mail There are. various 


ceiving it. 
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Q.39. Explain SMTP Protocol in detail, 
QGppy 


Or Deo, 2016) 
Write short note on SMTP. R.GEBV, June 2011 20 
Or 70072, May a01 


from a user interface presents the u: 
` SMTP does not speci 


: fy how mail is stored or how frequently the mail 
system attempts to send 


messages. i 

Fig. 5.19 shows the interaction between local mail, SMTP, and TCP. 
Whena user sends mail, the local mail facility determines whether the 
address is local or requires a connection to a remote site. In the latter case, 
the local mail facility stores thé mail, where it waits forthe ae ee 
When the client SMTP delivers the mail, it first calls TOD to establish 
connection with the remote site. When the connection is made, the aa 
and server SMTPs exchange packets and eventually deliver the mail 


«ue if to the 
the remote.end, the local mail facility gets the mail and deea A 
intended recipient: 


Mail 


| i pe ia 


Mail 


e< 


Mall —$$ E 
Call Mail Facility erie Store Mail in Mailbox 


; Retrieves 
to Send Mail Mailbox Ree sible 
fa Remote coe 
$ (CP, its 
Mail Mail Mail en Accord P 
‘Deliver Malo Mail a Service i 
te Hos! 
Recipient Service peliver Mal Rem ; 
ecipient È, 3 à p 
e d TC 


Fig. 5.19 SMTP Interacting with Local Mail a" 


| tis it ca, 


Transport and Application Layers 217 
e four parameters in SMTP protocol, 


Sending Mail — To send mail the user throu 
mail that looks very similar to postal mail, | 


ere at 
igh the UA (User 
p, creates t has an envelope 
pt), 
a messag: e r 

(ii) Envelope- The envelope generally contains the sender address, 
yer address, and other information. 


perecer (iii) Message — The message contains the headers and the body. The 
ders define the sender, the receiver, the subject of the message, and some 
va information. The body contains the actual information to be read by the 
repent 
(iv) Receiving Mail — The user agent periodically checks the 
milboxes. If auserhas mail, the UA informs the user first by giving a notice. 
ifthe user is ready to read the mail, a list is displayed in which each line 
wtains a summary of information about a particular message in the mailbox. 


0.40. What is the role of SMTP and POP 3 in a mail services ? 
(RGR, June 2016) 


Ans. SMTP is used to transfers the email message from the SMTP server 
ifthe sender to the SMTP server of the recipient. The main function of SMIP 
ito carry the email message between the sender and the recipient. POP is 
ed for retrieving emails from a remote server for a mail recipient. In a 
"ords, any user who wants to receive emails but does not have a permanent 
“tection to the Internet uses a POP client to pull emails from a POP server 
All emails are stored on a centralized email server called Sees 
he SMTP server expects the destination host to be online all the time. eat 
Nnot create a TCP connection with it, and therefore, pare Soie 
‘smail message to the destination host. Thus; POP is introdu ais ol 

Problem. SMTP server receives and stores all he pemi wena 2 
x user and forwards the incoming emails to the user. ; opens the mailbox 

"SPOP client connects to the POP server, the PO current version of 

OP ig a Sè and sends the new emails to that uset- POP 3. 
> and therefore, it is sometimes also called as 5 
? Explain its headers 4 
) is an extension to 


pan, What do you mean by MIME ions 

" `] Extensio 

thy tre MIME (Multipurpose Internet lees ae of the problems 3 
Mitai framework that is intended to addres il, Some limitations 


~- electronic mai 
‘thes NS ofthe use of SMTP and RFC 822 fotelon vt Z-bit ASCII format. 
ea 

ny 


5 in B 
Not ha 28 SMTP can send messages an by T-bit ascitcharstis 
eh a be used for languages that are not mae «nese and Japanese). Also, 
Sots ‘Tench, Germen, Hebrew, Russian, O o or audio data- 
be used to send binary files or to send vice 
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Multipurpose Internet Mail Extensi 


I on: . 
protocol which permits non-ASCII data to is (MIME) Sa Suppl Jtipart Parallel Same “5 above, but no order i 
nota mail protocol and cannot replace ae Sent through SMTP mentary lo Multip Digest Similar-to Mixed sub types, but the 
MIME transforms non-ASCII data at the one Menson ee | f default is message/RFC827 
data and delivers it to the client SMTP to be gs Site to qyp o Alternative | Parts are different versions of the 
server SMTP at the receiving side recei nic through the Inte S sea message 
itto MIME to be transformed back “ at the NVTAScH data anda RFC822 Body is an encapsulated message 
fig. 5.20. © original data, MIME is ae a Message Partial Body is a fragment ofa bigger message 
m External-body Body is a reference to another mes: 
ae sage. 
- a | Image JPEG Image is in JPEG format 
. GIF Image is in GIF format 
0) Video MPEG Video is in MPEG format 
(i) | Audio Basic Single channel encoding of voice at 8 kHz 
(i) | Application | PostScript Adobe PostScript 
Octet-stream | General binary data (eight-bit bytes) 


7-bit NVT ASCIT 


‘Fig. 5.20 MIME 


__. MIME defines five headers that can be added to the original SMTP header 
MIME headers are as, follows — 


»(().- MIME-version=This header defines the version of MIME used. 


The current version is 1.1. This field indicates that the message conforms P 
RFC 1521 and 1522. S i | 


2 > GD Content-type — This header defines the type of data 

the body ‘of the ‘message. The content type and the content 5 a 

separated by a slash. Depending on'the subtype, the header may p 
other parameters. ' 


| 


he ‘ 


ta used in 


; content-Type : <type/subtype; parameters” i d in table 53. 
., MIME allows seven different types of data, These are liste ‘ 


oii ashe. Table 5.3 Datatype and Subtype in MIME, ss 


Unformatted text ie of 
Body. contains ordered par ait 
different data types si 
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(iii) Content-transfer-encoding — This header defines the method 
encode the messages into Os and 1s for transport. 
The five types of encoding are listed in table 5.4. 


Table 5.4 Content-transfer-encoding 


Description 
NVT ASCII characters and short lines 


Tit 


tit Non-ASCII characters and short lines 

Binary 

B 3 ; characters 

= 64. 6-bit blocks of data are encoded into Sit ASCH Sina 
*led-printable | Non-ASClI characters are encodedasanequilsiza 


by an ASCII code 
ncoding. Although no 


We (a) 7-bit — This is 7-bit NVT ASCII e ex 
‘op .c"@Sformation is needed, the length of the fine shoul’ "° 
‘aracters, i 


CII characters can 


(b) 8-bit — This is 8-bit encoding. Non-AS 


en ed 100 charac 
MMp Cut the length of the line still should not ing SMT rotocol must 
ying SM 


Say Not do any encoding here; the under! s, therefore not 
a transfer 8-bit non-ASCII characters: 

ded, ers can 

1l characters 

és ; ing, Non-ASC! es not 

(en and tl (c) Binary — This is 8-bit encoding “paractets- MIME pane 

bing? ene rhe length of the line can exceed 1.0 le toe: 

ary EER: 


x tbe ab 
col. nus! 
ata Ing here; the underlying S MTP protec 
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(d) Base 64 — This is a solutio; 
when the highest bit is not necessarily zero. Base 64 transfe Made o 
data to printable characters, which can then be sent as yay, is 
any type of character set supported by the under! CH ch 


lying m il 
Base 64 divides the binary data into 24-bit blocks, <— 


(e) Quoted-printable — Base 6 
scheme, that is, 24 bits becomes four characters, and eventual 
bits. If the data consist of mostly ASCII characters with a mg as 32 
proton. We can use quoted-printable encoding. If a character is Pei | 
sent as is. If a character is not ASCII, it is sent as three chatacters The i is 
character is the equal sign (=). The next two characters are the hexadecimal 
representation of the byte. Hý 


(iv) Content-Id—This header uni 
in a multiple message environment. 


(vy) Content-description — This header defines whether the body is 
image, audio or video. 


n for sendin, d 


Cters 
nsfer mechanism 


4 isa redundant encodin, 


quely identifies the whole messige 


0.42. Write short note on Internet Message Access Protocol version 4 
(IMAP-4). 

Ans. Version 4 of the Internet Mail Access Protocol (IMAP4) is at 
alternative to POP3. IMAP4 is similar to POP3, but it has more features. 
IMAP4 is more powerful and more complex. 2 f 

Like POP3, IMAP4 defines an abstraction known asāmailbox. Mailboxes 
are located on the same computer as a server. Also like POP3, a user oe, 
IMAP4 client that contacts the server to retrieve messages! Unlike ey 
however, IMAP4 allows a usér to dynamically create, Melete, or 
mailboxes. : > trieval and 

IMAP4 also provides extended functionality for message “ne header 
processing. A user can obtain information about a message a one searc! 
fields without retrieving the entire message. In addition, a “S arial retrieve! 
a specified string and retrieve specified portions of a pene it means? set 
is especially useful for slow-speed dialup connections because 
does not need to download useless information. 


0.43. Write short note on DNS in the Internet. 
Or 


(RGR June 2010) 


2013; zoi) 


2011, 
(R-GP.V, June wis 


Jun 
y: R.GP. K 

_, What is. the utility of DNS ? : erarchical 

_ > Ans. The essence of DNS is the invention of as for imple 
based naming scheme and a: distributed database SY’ 


< Write short note on DNS. 
Or 
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ng scheme. The pri imary use of DNS‘ for 
1 


i destinations to IP addresses but.can al 
de zë 


aN isä distributed database. It is used by. 


term distributed because no single site on 
p tion. Each- site maintains its own database 
l 


mapping: host names 
$0 be used. for other 


TCP/IP application. We 
the Intemet knows all the 
of information and runs a 
et (clients) can query. The 


erver to communicate with 
ich other. zi 


On Unix hosts, the resolver is accessed primari] 
ixctions, gethostbyname(3),and gethostbyaddr(3), which are linked with 
application when the application is built. The first takes a hostname 
sd returns an IP address, and the second takes an IP and looks up a 
wame. “The resolver contacts one or more name servers to do the 
ping. h 
The resolver is normally the part of the application. It is not part of the 
ting system kernel as are the TCP/IP protocols, , 

RFC 1034 specifies the concept and facilities provided by DNS, and RFC 
85 details the implementations and specification. 


y through two library 


944. DNS uses UDP instead of TCP. If a DNS packet is lost, there is 
‘tomatic recovery. Does this cause a problem ? And if so, how is it 
we (R.GBV., June 2016) 
a a DNS packet is lost or a DNS server is unable to rpn, ier 
ane Problems with applications. DNS is used to handle the reso oteton 
eo to IP addresses. Without this information, an application ami 
$ mle connection with the appropriate host on the network or es 
Madde if you type www.yahoo.com. into your browser then D) epi 
hag tied 66.94.230.38 and the browser try to connect this a“ 
Vhen there is a problem with DNS, you see the browser ies se 
it will come back and tell you that it could not fl ape os 
Mplicati S packet using UDP is lost this problem must 
Ther ‘on layer, 
‘compre Some ways to solve the DNS problem. Fi 
er fa; iter to use multiple DNS servers. In this case, i La ORT 
ut ‘he backup servers will be used to try to m ications is to 
KON ERN Very graceful, way around this with critica k 7 ey SE 
alto ames at all, but to use the fixed IP address M $ 
e vei DNS process completely. brs isi 
. vithout harm. When a process ma - 
fthe timer expires, it just makes the request again. 


q 
jc Ponse ol 
Tain, | 


a 


irst is to configure 
f the primary DNS 
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i : te in both the TCP/[p 
> 5 r , designed to operate | and OSI e 
Q.45. Explain the pas Provided by DNS. RGRy, Ma sn? plemented in commercial products. 
fe pg are aes awd a by DNS ~ ig 18 ae has some shortcomings that include functional defficiencies and 
£ iá cera ~ A host with a complicated hostname Securit ‘facility. Due to this, enhanced versions of SNMP: SNMP? 
one or more alias en r example, a hostname such as rely MP3 are defined. SNMPv2 contains a number of functional 
ede eae in thi ave, say, two aliases such as enterprise, a : ents and provides good:security features, SNMPV3 provid 
New Wi cnlerpuse come injthisiease, the hostname relayl -West-coast enter ee privacy and access control. ee 
is said to be canonical hostname. Alias hostnames, when pre, Tprise.cor pry 2 


m | pentication, y 
s a present, 5 i! 3 
more mnemonic than canonical hostnames. DNS canbe nop neal The SNMP model of a managed network consists of four components — 


nVironment, 


application to obtain the canonical hostname for a supplied alias i an (i) Managed nodes (ii) Management stations 
well as the IP address of the host. i jista me as Gii) Management information (iv) A management protocol. 
(ii) Mail Server Aliasing— DNS can be invoked by a mail application | The model is illustrated in fig. 5.21 and discussed below — 
to obtain the hostname for a supplied alias hostname as well as the IP addres | The managed ‘nodes are the hosts, routers, bridges, printers or any 


of the host. In fact, the MX record permits a company’s mail server and web 
server, to-have identical (aliased) hostnames; for example,‘a ‘company’s web 
server and mail server can both be called enterprise.com., , 


(iii) Load Distribution — DNS is also used to perform load 
distribution among replicated servers, such as replicated web servers. Busy 
sites, such as cnn.com, are replicated over multiple servers, with each running 
on a different end system and having a different IP address. For replicated 
web servers, a set of IP addresses is thus associated with one canonical 
hostname. The DNS database contains this set of IP addresses. When clieals | 
make a DNS query for a name mapped to a set of addresses, the server J 
responds with the entire set of IP addresses, by rotates the ordering of n 
addresses within each reply. Because a client typically sends its am 
message to the IP address that is listed first in the set, DNS rotation distr 
the traffic among the replicated servers. k 

DNA rotation is also used for/é:mail so that multiple 
have the same alias name. Also, content distribution companie: 
have used DNS in more sophisticated ways to provide web con 


0.46. Explain the concept of SNMP. 
Or. 
Write short note on network management. 5 $ 
mi agl 
Ans. Simple nëtwork management protocol (ENM arder 10 me of 
network management. As networks grow larger, they es A gystemalle x 
For this reason, SNMP has been devised. It provi? 
monitoring and managing a computer network. 


lie devices capable of communicating status information to the outer world. 
hbe managed directly by SNMP, a node must be capable of running an 
WMP management process, called an SNMP agent. Each agent maintains a 


wal database of Variables that describe its state and history and affect its 
erations EEE 


Management Management Pee 
Station Erocess iia 


y Host r Router: 


SNMP Protocol 


mail servers ca 
s such as ASi, 
tent distribution}, ee Bridge 
x ‘8 5.21 Components of the SNMP Management Model 
Et yit 3 a. a se are 

ip VOT Management is done from management stations- mR: 
(k GEV M y ig eT h the agents over the 

3 tool fo Nth: ` Ssui gement stations bear 
intellig ; 


Purpose computers that communicate wit 
ng commands and getting responses. Mana 
ence in the y 
e network. ae 
$ i amei pation 
: Conta rges Portion of the SNMP model is the management er fa 
i w feio 8 the definition of whom has to keep track of ba och objects 
tiy is ¢ : : ARRET 
bles) p> Communicated, Each device maintains One 


im 
pr defines 2 Mes 


implicit a P. aLa a at all possible objects i 2 
2a EG Simpewy is-the strength of S p of scalar vant hig) is ai Nt describe its state, The collection of al Poent information 
implemented management information base ( io commune y, 9), Ven in a data structure called the MIB (manas ; 
dimensional tables. This protocol allows managers ds to the l 


as er ; pman | E : : hts 
inside devices to read out their status and issue CO” si j i 
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The SNMP protocol is used interact the Manage 
agents. This management protocol allows the man, Ment stati 


a n wi 
the state of an agent’s local objects and change thi Bement Station od the 


"Y. Most of 


em if. Necessa, 


SNMP consists of this query response type communicati 
i on. 


B.E. (Sixth Semester) EXAMINATION : 
5 
(Computer Science & Engg. Baniy. 2011 
COMPUTER NETWORKING 


[CS-604N)] 


Query 


n 
Attempt one question from each Unit. All questions carry equal marks, 
Unit-I 


yote : 


|, (a) Write difference between OSI and TCP/IP model. 10 


(See Unit-I, Page 36, Q.36) 
(b) Define three layers of X.25. +19 
Or 
1. (a) Write a short note on TCP & UDP. > 10 
(See Unit-V, Page 189, 184, Q.12, Q4) 
(b), Compare ATM and Frame relay. batt) 
Unit-II 


' (a) Given an error free 64 kbps satellite channel which is used to send 
512 byte data frames in one direction with very short acknowledge- 
ments coming back the other way. What will be the maximum 
throughput for window size of 1, 7, 15 and 127? 15 

(See Unit-Il. Page 86. Prob) 


5 


©) State various design issues for Data link layer. te 
(See Unit-Il, Page 56: Q 

Or 
(a) What is meant by bit stuffing ? Explain.(See 


%) Draw and explain about the frame structure 
m HDLC, ; 


$ Unit- 


(a) á i 
What is need of minimum frame sizè 
andwidt 


Unit-IF, Page 60. QS) 105 


e jous frame types: 
and various fram R 


2 See V nit-IH, Page 114, Q.28), 


Ethernet’ 
me ‘i h for 100 mbps 

litis 64 byte, then calculate loss of b i zI 

y twork ? 


4 included in syllabus © 
5 according to new revised syllabus of! R.GP.V» itis notin ‘ 


(1) 


Computer Networks (VI-Sern.) 
(b) Define FDDI. 
Or bil 
6. (a) How can you compare 1-persistent CSMA and P. 
“Persistent CSM; 
A? 
(b) Explain the MAC frame format. 
Unit-IV 


7. (a) How many host per network in each IP a 
Show with example. (See 


(b) Define the types of Routing algorithms. (S 
Or 


3. (a) How can you compare IPv4 and IPv6 ? 


ddress class can exist ? 
Unit-IV, Page 168, Q30) 8 


ee Unit-IV, Page 146, Q8)12 


10 

(See Unit-IV, Page 181, Q.47) 

(b) What are unicast routing protocols? (See Unit-IV, Page 148, Q.12) 10 
Unit-V 


9. (a) How would you define congestion control and QoS ? 


*k 10 
(b) What is the difference between IP addresses and port number? **10 
Or 

10. Write short notes on the following — al 
(i) Virtual terminal protocol 

(ii) H.323 layering ; 
Gii)SMTP (See Unit-y, Page 2160) 
(iv) DNS. (See Unit-V, page 220,04) 


12 
——— ie SE N, June 20 
J] B.E. (Sixth Semester) EXAMINATION i : 
RG - (Computer Science ey RKING 

PV COMPUTER NETWOR 


5 j marks. 
; ; jons carry eq 
Note’: Attempt one question from each Unit. All questions 


psy 
dedin sy’ 
i x inclu 

“Now, according to new revised syllabus of R.GP.V. itis not 


(2) 


Computer Networks (VI-Sem 
Unit-I 


What are the components of Computer Network 9 


Explain goals 
pê Computer Network. Cand 


(See Unit-1, Page7, 0.5) 10 
(b) A 100 km long cable runs at T, data rate. The pro 


pagation speed ir 
the cable is 200000 km/$ëc. How many bits fit pad 


in the cable? 4 

te 

(c) Describe the design issues for the layers. (See Unit-I, Page25,0.24)6 
Or 


1, (a) What are the various network topologies ? List the factors that affect 
the choice of a topology and transmission medium in a LAN. 10 


(See Unit-I. Page 11.9.8) 
(b) Explain connection oriented and connectionless services with 
examples. (See Unit-I, Page 21.Q.21) 6 
(c), What is the difference between Internet, Intranet and Extranet ? ** 4 
Unit-II 


. (a) Given an error free 64 kbps satellite channel which is used to send 
512 byte data frame in one direction with very shori 
acknowledgements coming back the other way. What will be the 
maximum throughput for window size 1, 7, 15 and 127 ? 10 

(See Unit-II, Page 86, Prob) 
©) What are various framing methods ? Explain. Ls 

r (See Unit-II, Page 57, Q3) 

itl, Page 64 Q194 

(©) What is Piggybacking ? (See Unit-I, Page 64, Q.14) 


Or 
4, ` y of 20 ms 
MA channel has a bitrate of 4 kbps and propagation delay oF aye 
or what range of frame size does stop and wat R Prob. D8 
cfficiency of at least 50% ? (See Unit-1, Page 


ri upapa 68,Q.20) S 
) Explain Sliding window protocol. (See Unit Il, Page aed 
e 
) Compare bridges and layer-2 switches. 
i ( Unit-HI 


a) Ẹ a SR a 
Explain slotted ALOHA protocol. Derive etic 
is Protoco|, (Sve Unit- 


pV, itisnot 


ency for slotted ALOH! 

11l, Page 107. Q18) 10 
i in syllabus 

= included in sy 

' “cording to new revised syllabus of RG 


(3) 


Computer Networks (Vi-Sern.) 


(b) What do you mean by limited contention Protocol ? p, 
“EXplain a; 


NY one, 


(See Unit-t, p, 
27t age 125, Q3 
> N35) 10 


Or 
6. (a) A large population of ALOHA users ma 
sec, including both originals and retra 

unit of 40 msec — 


nages to generat 


Ei: e 50 
nsmissions, Tim requ 


€ is slotted in 
G) What is the chance of success on the first attempt ? g 
Gi) What is the probability of exactly k collisions and the 
ii) What is expected number of transmission attempts 
(iv) What is throughput of channel ? 


N a Success 9 
needed ? 


(See Unit-IIl, Page 118, Prob3) 


(b) Differentiate between 802.3, 802.4 and 802.5 IEEE standard, 10 


(See Unit-IN, Page 136, Q.53) 
Unit-IV 


7. (a) Ahost in an organization has an IP address 150.37.64.34 and a subnet 
mask 255.255.240.0. What is the address of this subnet %What are 
the ranges of IP address that is host can have on this subnet? 10 


(See Unit-LV, Page 182, Prob3) 
(b) What are the limitations of IPv4 ? Compare IPv4 and IPv6. 10 
(See Unit-IV, Page 182, 043) 
Or 
8. (a) What do you mean by Congestion in Subnet ? Explain ¢ 
control in datagram subnet. 
i o 
(b) What do you mean by Routing ? What are various ee 
~~ algorithms ? Explain any one! (See Unit-IV, Pag! 
; Unit-V 

9- (a) Explain about the various fields of TCP head ai 

diagram: (See Unit-V, Pag 


(b) What is UDP ? In case where reliability 
UDP. rt proto 
AR would make a good transport p: ‘ahd Unit-V, Page 
; ifi 
Or otincluded ins 
ee i era) i 
**Now, according to new revised syllabus of R.GP.V- it ism 


(4) 


congestion 
+* 10 


f routing 
QD) 10 


of neat 

er with the helP © fp 
i importan? 

is not a primary imei 


0) 
col. Give example? gs10 
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ite short notes on the following — 

io. ) Digital signature 
D virtual terminal protocol “ 
D SMTP (See Unit-V, Page 216, 039 
(d) VolP. ») 


5 eact 
as 


B.E. (Sixth Semester) EXAMINATION, Dec. 2012 
COMPUTER NETWORKING 
(CS-604) : 


Note: Attempt one question from each unit. 
All questions carry equal marks. 
Unit-I 
1. (a) What is the principal difference between connectionless 
communication and connection oriented communication ? 10 
(See Unit-I, Page21, Q21) 
(b) Consider 2"-1 MPs connected by the following topologies — 
(a) Star 
(b) Ring 
(c) Complete interconnection 
for each give the no. of hoPs needed for the average IMP-IMP rc 
2 Or P 7 O2 
" (8) Explain the OSI Model in detail. (See Unit-, Page 27. Q27) 10 
©) What is computer network and how it is different from sane 
System ? (See Unit- Page 3. Q2) 10 
Unit-I1 x 
? (a) Explain Go-back-N Protocol in detail. (See Unit, pena 
b) A channel has bit rate of 4 Kbps and propagation Tiro 


vait give an efficiency of 
or what range of frame size does stop and wait give S Roi) i 
at least 50% (See Uinit-I1, Page SS. k 


Or 
evel data link control protocol. 


(a $ 
) Write short note on high 1 


> pa an Unit-Ll, Page 72,Q.24) LC 
` ) Explain | bit sliding window protocol. (See Un ne 
itisnotineluded in sylla! 


ow, 7: 
a ccording to new revised syllabus of R.GP.V» 
(9 


Computer Networks (VI-Sem.) 


Unit-T 


5. (a) What is the difference between slotted ALOHA 


and Pure ALOHA» 


(See Unit-1 ? 
(b) How does CSMA/CD differ from CSMA/CA F Page 10s, QB) 19 
0 


(See Unit- 
2) 


(See Unit-In, Page 142,Q 56) 


Or 
(a) Compare a piconet and Scatternet. 


(b) Write short note on FDDI Protocol, 
Unit-IV 
7. (a) What is the difference betwee 
routing ? 
(b) Write the difference between IPv4 


1 
U, Page 117,93 


** 10 
n unicast routin 
(See Unit-Iv, p. 
and IPv6, 10 
(See Unit-IV, Page 181, Q.47) 


8g and Mülticast 
age 162, Q.24) 10 


Or 
8. (a) Explain Dijkstra algorithm with example. 10 
(See Unit-IV, Page 150, Q.13) 
trol and flow-control, 10 


Be 


(b) Differentiate between congestion con 


Unit-V 
9. (a) Explain the main features of transmission control protocol. 10 
(See Unit-V, Page 191, Q.14) 
(b) What is network security and write the aspects of network sectifity ? 


10 
y Or gi 
10: Write short note (any 2) — 5 
(a) Digital signature pa 

(b) ATM 


+ 
(c) Cryptography 


` 193, Q.19) 
(d) Finite state machine. (See Unit-V, Page 


I o 5 2013 
B.E. (Sixth Semester) AMINATION PE 
‘(Computer Science Engg. Bra 


“COMPUTER NETWORKING 
“=. (CS-604) 
> equal mar 
Note : Attempt one question from each Unit. All questions carry k 
4 i Unit-I of computer New 
1. (a) What is computer Network ? Write aavan ee Unit- Pab 3, Q 3 
i + gylld 
cas ded insy 


isnot incl 
*#Now, according to new revised syllabus of R.GP-V., iti 
Sie (6) 


Computer Networks (VI-Sem, ) 


what are the reasons of using layered protocol ? 10 
(See Unit-1, Page 18,Q.1 6) 
Or 


> Explain in detail TCP/IP reference model. (See Unit-t, Page33, 0.33) 10 
1 @ 


) Explain the difference between a virtual channel connection 
and a virtual path connection (VPC). 
Unit- 
] Describe the working/of aiselective repeat protocol. 10 
1, (a) (See Unit-Il, Page 82, Q30} 
(b) Explain the finite state machine model for protocol verification. 10 
(See Unit-Il, Page 87, 035) 


(VCC) 
tt 10. 


Or 
i (a) Whatis bit stuffing ? Ifthe bit string 01 11101111101 111110is subjected 
. to bit stuffing. What is the output string ? (See Unit- Page $0) i 
(b) Explain sliding window protocol in detail. (See Unit-I, Page 68.0.2} 
Unit- 
i i ALOHA is half of slotted ALOHA. 
$ (a) Explain why the efficiency of pure aici gee a a 
i Jnl 19 
(b) Explain CSMA protocol in detail. (See Unit-IM, Page 108. Q.19 
Or pee 
© @) Explain FDDI in detail. E ie 
©) Ten thousand airline reservation stations are Scales Iepa 
a single slotted ALOHA channel. The average sta 


Joad? 
5 x yimate total channel 
hour. A slot is 125 u sec. What is e get Page 118, Prob.2} 10 


Unit-1V ive routing. 10 
1 ; á ing and non adaptiv COS 
(3) Differentiate between adaptive routing pe Unit-IV, Page té, hese 
ý 3 Explain any - 
«cation subnet ? Exp è 
%) How congestion effects the communication 3 ale 
Strategies for controlling congestion. 
Or 
4 (a) ; cribe 
What is internetworking ? Des f internet 
concatenated virtual circuitry way © sh of flow contre’ 
Xplain the packet discarding approach 


i vorking of: 
in brief the wort 10 


orking. 10 


10 


4 Unit-V yet? í 
k ansport lay 32,930) 
(a) What are the services provided by transp (See Unit Page ‘uta 
in sy! > 
` jpisnotinduded ins 
ToO “ 


i r 
PY 
| According to new revised syllabus of RE 
@” 
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b) What i i i 
(b) 1s network Security and write the aspects of 
Network Se 
Curi 


ty? 
: Or sai 
10. Write short notes on (any two) — 

(a) Bluetooth 
Stii 2% 
(b) Mobile IP Soot SAA Paes, 55) 
(c) Cryptography * 
(d) DNS. a 


(See Unit-v, Page 220, Q.43) 


B.E. (Sixth Semester) EXAMINATION, Ju 
(Computer Science Engg. Branch) oN 
COMPUTER NETWORKING 
(CS-604) 


ote: 1. There are five units. 

2.. Attempt one question from each unit, 

_ 3... All questions carry equal marks 
Unit-I 

(a) Explain the ISO-OSI model of computer network. Give the function 

of each layer. (See Unit-I, Page 27, Q.27)7 
(b) Explain queueing system. Discuss Little’s theorem. iat) 

Or 


(a) Explain TCP/IP model in brief. Differentiate it with seven layered 
model. (See Unit, Page 36, Q37)7 


(b). Explain the working of — — 
(Gi) -Connection oriented and 


Gi) Connectionless services. What are their advantages, di 
and appplications ? "3 ye 21, Q-21)7 


sadvantages 


(See Unit-1, Pa 


: Unit-II «a flow control and 
: (a) Name important functions of data link layer. Explain rege Ql 1 
error control (See Unit-11, Pa? 


Wi ili: 
' jon for ut! 

i i |. Derive the express! ; 
- (b) Explain zop and wait protoco! oie a 


(Se : 
bu 
| 4 itis not included in sy! 
+*Now, according to new revised syllabus of R.GPVsitis 
(8) 


Computer Networks (Vi-Sem, ) 
g window protocol. Also explain how do 


ain slidin: 
ain (See Unit-IT, Pag 


0 reduce congestion. s 
what is piggybacking ? 
write 4 note on HDLC. 


eS it help to 
71, Q.23)7 
(See Unit-I1, Pa 

s t'age 64, Q, 
v Q14 


tk 7 
Unit-HI 
WA pxplain the terms ‘Static channel allocation’ and ‘dynamic channel 
allocation’. (See Unit-IIf, Page 100, 0.6)7 
p) Write a short note‘on ALOHA. Differentiate Pure ALOHA and slotted 
ALOHA. (See Unit-IIl, Page 196, 0.14)7 
i Or 
|, (a) Compare collision, collision free and limited contention MAC sub layer 
protocol with suitable examples. (See Unit-III, Page 126, Q38}7 
(b) Whatare the different line coding techniques ? Which is used in 802.3 
LAN? (See Unit-IM, Page 131.Q.45)7 
Unit-IV 
|. (a) Differentiate logical, classful and classless addressing techniques 7 
(See Unit-1V, Page 170.053) 
Ù) With the help of suitable diagrams explain unicast malice = 
broadcast routing. (See Unit-IV, Page 161,0231: 
{ De 7 
' @ Give a comparative study of IPv4 and IPv6. a 
(See Unit-1V, Page BBO" 


7 hanism fer 
©) What is congestion control ? Explain the leaky bucket mee", 5 


Congestion control. 


a Unit-V : 
(i "te short note on any four of the followings ~ ie 
À UDp Header format (See Unit: on 
(li) TEF Header format (See Unit-V PS ee 
(tieypp 9 (See Unit-¥. ne se 
Network Management (see city, PoE a 
) Pre ana : 

: 3 943} 
DNS Nation layer protocol (any one) = e ne 

N ; 

: pv; itisnotine! 


Hey 
cording to new revised syllabus of R-G 
(9) 


B.E. (Sixth Semester) EXAMINATI ; 
(Computer Science Engg. 
COMPUTER NETWO 


(CS-604) 


- Attempt one 
parts) from each unit. Assume missing data, 


a) Explain how message exchange takes place be 
-using TCP connection, 


(b) How does the layer of TCP/IP protocol 
= OSI model ? 


ww does Frame relay differ from ATM ? 
Explain the Noisy Channel Protocol; Go. 


question (including all 
if any, suitably, 
tween machine A andB 
(See Unit-v, Page 189, Q12) 
Suite correlate to the layers of 
(See Unit-1, Page 34, Q34) 
ae 
-Back-N ARQ. 
(See Unit-I, Page 76, Q27 
sed in networking ? Explain 


ae 


to be transmitted, If the 
Compare the performance of stop and wait protocol and sliding window 
(See Unit-I, Page 84, Q.32) 


x (See Unit-II, Page 107, o 
Compare IEEE 802.3, 802.4 and 802.5.(See Unit-III, Page 136, 053) 
ss Or j 
xplain why token bus is suited for real time application in comparison 
SMA/CD with the help of suitable examples! d 
a (See Uniti, Page 156 0 7 
suppose a group of N stations share a 56 kbpsipure ATONA, pee od 
Each station outputs 1000 bit frame on anaverage of on Ea a 
c even if the previous one'has not yet been sent Ch r 
n buffer outgoing frames), Whatis the maximum V e pall 
(See Unit-II, a H * ot 
What is Congestion control and how it is implemented ion? 
r ? What is the role of Choke packet in managing x 
l ing in detalis. 
Ç) What is the isolated routing? Explain one isolated routing "4 39) 
b) y Js the isolated routing ? Exp! es unitlV Pat 


„labus 
ae - juded insy 
cording to new revised syllabus of R:G P.V. itis not ine 
(10) 


Computer Networks (isem) 
in IPv4 header format with the help of a Neat dj 
i 0) ae improvements of IPv6 over [Py4 agram. State 
J o 


(See Unit-Iy, 

escribe a way to do reassembly of IP fragments at 

p) P (See Unit-y 
) explain the working of User Datagram Protocol, 


Page 178, 044) 
the destination, 
V, Page 144,93) 
} (See Unit-v, Page 184. 0.4) 
b) What is Cryptography ? Explain Public and Private Keys to be used 
for Cryptography mechanism. +r 
Or 
n. (a) Explain the working of TCP protocol and how the connection is 
released in a TCP. (See Unit-V, Page 193. Q.18) 


(b) Explain the functioning and steps used in Substitution and transposition 
ze 
ciphers. 
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. A S 
() Answer five questions. In each question: part A,B, Os 
compulsory and D part has internal choice. d at one place. 
(ii) All parts of each questions are to be wire : Aand B (Max. 
Gii) All questions carry equal marks, out of Se as ami 
50 words) carry 2 marks, part C (Max. BS 
marks, part D (Max. 400 words) Cy ie Drawing ett: 
(iv) Except numericals, Derivation, Design an y 5 
Unit-I snitch, Page 13. Q.19 
f (a) What is multicasting ? ee UM pa RAE 
tite any two differences between connect gee Unel Page 2.021 s 
t Vhagorvices. , 5 dit l 
ð tis Little’s formula ? Prove sats 
uring the communication, how Va 


Note 3 


OSI model 


ers of 
layers Oe ith the 


rious ss 
on ? Describe 


: ect we 27, Q.27 
exchange infor ion to establish a COMME’ a page 27, Q27) 
ge information (See U 
elp of a suitable diagram. 
’ Or = 
Discuss Markov chain model and 
Plain M/G/1 queues. syllabus 
Now 


itisnotineluded in 


APV» 
According to new revised syllabus of R.G 
(11) 


Computer Networks (VI-Sem.) 


ue 


- (d) Explain the following — 


> (by What is Mobile IP 2 


Computer Networks (Vi-Sem, ) 
Unit- 


Or 
(a) What are the various functions performed by the data li 
ny 


what is Dijkstra algorithm ? Using D: 


k layer 9 path from 0 to 4. 


; (See Unit-1, Page 32 
(b) What do mean by protocol verification ? (See Unit-Il, Pa Q29) 


(c) Explain the mechanism of stop and wait ARQ, ge 87,Q.34) 


ijkstra algorithm find the shortest 


(See Unit-] I, P: 4 
(d) Explain the following protocols — age76, Q.28) 


© SDLC 
te 
Gi) LAP and LAPB. R 
Or 


A channel of one Mbps with propagation delay of 270 ms transmits 
frames of size 1000 bits. What is the maximum link utilization for 
stop-and-wait, and sliding window with window size 7 ? 


(See Unit-II, Page 85, Prob.2) 


(See Unit-IV, Page 163, Prob. } 


Unit-V 
, (a) What is the utility of DNS ? (See Unit-V, Page 220, 9.433 


Unit- (b) What are the various transmission modes of FIP? 
i i i See Unit-V, Page 212, Q35) 
(a) Differentiate between 1-persistent CSMA and p-persistent CSMA . (See err 
protocols. $ (See Uniti. Page 111,Q.22) | (©) What is World Wide Web ? Explain the architecture of www. 


(b) Whatis channelization ? Define time Division Multiple Access. 


(See Unit-IM, Page 111, Q.23) 
(c) Explain URN protocol. (See Unit-IIl, Page 127, Q40), 


(See Unit-V, Page 205. Q.29} 

© Briefly explain two protocols used in Transport Layer for Internet. 
Explain the TCP service model and segment header. fs 
(See Unit-V, Page 202. Q.25} 

ms TCP usin: 

i i using 

How Connection is established and Terminated in ig 


i ism ? Describe in detail. E 
way handshaking mechanism jam P so ea 


_@). High speed LAN (ii) Fast Ethernet (iii) FDDI Pe 
Or í 
Define the throughput of Pure ALOHA ? A pure ALOHA network 
transmits 200-bit frames on a shared channel of 200 kpbs. What is 
the throughput if the system (all stations together) produces - 
(i) - 1000 frames per second (ii) 500 frames per second 
(ii) 250 frames per second. 


Three 


rf 3g = $ 5 J 
mester) EXAMINATION, Dec. 201 


B.E. (Sixth Se e Engg, Branch) 


ter Scienci ee 
(Gee Unit-I11, Page 119, Prob) eC OMPUTERNE TWORKING.. 
; Unit-IV 716, Q40) (CS-604) 
(a) What is IPv4 Protocol 2. (Gee Unit-1V, Page 176 0") 


p, Cis 
5 i es IN estion part à, B, 

; rious class Ne, : each quest! 
(c) What is IP Addresses ? Categorize the IP addresses a eel 5, Q.21) (i) Answer five questions. In eac 
(See Unit-I¥; 


choice. 
‘ art has internal choi e place. 
of wrapping ° compulsory and D part has ! ed at one p 


ompte 
: m i cong are to be atemp Aand B 
(a) How does link state routing take care of the proble jon of sequen (ii) AI parts of each questions are h part À 


yf whit ate 

tii 1) i arks, out ot Y sords) cany 

sequence numbers, crashing of routers and cor wi page 148 Gli) AN questions carry equal mat set © (Mas 100.89 
number ? (Gep Oat labus (Max, 50 words) carry 2 achat cay 7 mee te 

E A Ea: included insY 3 marks, part D (Max. A000 Design and Drawing tS 

* “Now, according to new revised syllabus of R.GP.V. itis = 


` ¢ opivations 
GY) Except numericals, Derivati 


(13) 


(12) 


ymputer Networks (Vi-Sem.) 


(a) 


, (Sce Unit-1, Pa e 19, 

(b) Differentiate between connectionless and connection-oriented n 
of networks. (See Unit-I, Pa, p 

(c) 


821, Q21 

/M/1 Queve model, 

(d) Draw the layered architecture of OSI reference model, Also explain 

function of each in brief. (See Unit-I, Page 27, Q27 
Or 


Explain the term services, int 


erfaces and protocol in det: 
relationships between services 


ails. Give the 
Page 20, Q.20) 
(a) A bit string, 0111101111 101111110, needs to be transmitted at the 
data link layer. What is the string actually transmitted after bit stuffing? 


(See Unit-II, Page 61, Q7) 
(b) yte stuffing instead of bit 


ag bytes within the payload from 


Give at least one reason why PPP uses b 

stuffing to prevent accidental fi 

` causing confusion. se 
> (e) Describe various error detecting protocols use at data link layer, 

ee 

Discuss the difference between bit oriented and byte oriented 


protocol. Also explain various frames use in HDLC protocol: 


(a) 


+e 
Or 
What is an ARQ ? Explain different ARQ techniques. 


(See Unit-I, Page 74, Q.26) 


EAR Unit-IIT a 
. Sketch the Manchester encoding on a classic ethernet for the bit 
stream 0001110101. (See Unit-II1, Page 121, ees 
‘A group of N stations share a 56-kbps pure ALOHA onan 
station outputs a 1000-bit frame on average once every | Asean 
even if the previous one has not yet been set (e.g, the A 

buffer outgoing frames), What is the maximum value of ae 
(See Unit-IMl, Page 117, eu R 
Tow does CSMA/CD protocol improve the performance aoe Q27) 
p j (See Unit-III, Page 113, 


i 
4 
i] 
3 


i 


Computer Networks (Vi-Sem, ) 
imited Content; 
(See Unity, 


are collision, collision free and | jon MAC Ig 
: n le: yer 

1s with suitable examp. Fita 
Or £e 126,038) 
pescribe the frame format of IEEE 802.3 standard FO MACs 


(See Unit- 


Comp 
protoco 


@ 


ublayer, 


MI, Page 132, 0.46) 
Unit-Iv : 


Datagram networks route each packet as a separate unit, 
@ f all others. Virtual-circuit networks do not have to 
ich data packet follows a predetermined route, Does this observation 
mean that virtual-cireuit networks do not need the Capability to route 
isolated packets from an arbitrary source to an arbitrary destination? 
Explain your answer, (See Unit-IV; Page 143, 0.2) 
b) A computer on a 6-Mbps network is regulated by a token bucket 
The token bucket is filled at a rate of 1 Mbps. It is initially filled to 
capacity with 8 megabits. How long can the computer a 3 
the full 6-Mbps ? et 
(c) Justify the need of logical addressing scheme in a 
explain how a physical address is mapped into a logical a 8 
(See Unit-IV; Page 170, 034 
@ Ahostin an organization has an IP address 150.37.64.34 and asubaet 
mask 255.255.240.0. Find the followings - 
© What is the address of this subnet ? EE E 
Gi) What are the ranges of IP address that is host 29 


? a à 
subnet ? (See Unit IV; Past 182, Pred 


independent 
do this, since 


Or 148.05) 


gonhss 


What is routing ? c otingeis 


indi i ami 
*plain different parameters on which the cae 
can be designed. Also contrast one with ano 
Unit-V 


` Gee Unit-IV. Pase 


\ wine ‘ 
| (a) Describe working of SMTP protocol in brief. ge NO 


(See Fea s 
%) Both UDP and TCP use port numbers to identi ee x 
When delivering a message. Give two Ee pus 
pented a new abstract ID (port ean oee we 
S, which already existed when these ae 
“*Plain the header format of UDP proto’ See Un 


l) 


Ny 
No 
accorgi 
? cording to new revised syllabus of RG 
(18) 


py;itisnotine! 


’mputer Networks (Vi-Sem.) 


(a) 


With neat diagram explain the process of Connection est, bli 
and release using 3-way handshaking in transport layer al 


What are the functions of presentation layer ? Justify the n i 
of presentation layer in the architecture of OSI with Suitable “cessity 


example, 
(See Unita, Page 


32, Q31) 
B.E. (Sixth Semester) E; 


lote : 
@) 
(b) 
(c) 
(@) 
Z: 


F Juded in sy 
**Now, according to new revised syllabus of R.GP.Y., it is not inc 


XAMINATION, 
(Computer Science Engg 
COMPUTER NETWO 


(CS-604) 


June 2016 
- Branch) 


RKING 


G) Answer five questions. In 


each question Part A, B, C is 
compulsory and D part has internal choice. 


(iv) Except numericals, Derivati 


Unit-I 
What are the uses of computer network now. 


ion, Design and Drawing etc. 


-a-day ? 
(See Unit-L, Page 6, Q.4) 
What is the difference between TCP and UDP ? 
(See Unit-V, Page 190, Q.13) 
What is the Principle difference between connectionless 
communication and connection-oriented communication ? 

(See Unit-I, Page 21, ore 
Explain the layered architecture of OSI model. List two ways 
which OSI model and TCP/IP model are nae nab 

Or K? 
What are the types of queuing system is used for computer networ be 
Explain. 


Unit-II 


(a) How. framing is done in data link layer ? Explain. 


157, Q3) 
> Unit-Il, Page 
(See Unit-Il, ae 


(16) 


Or itv, age 192, Q17) 


Computer Netvorks 


, MMESem) 
s the role of bit stuffing in data transmission 9 


ati 
b) wh (See Unit, Pag 
what is remainder obtained by dividing x? + 454. tb 

© 


$ Y the generator 
jynomial 41? (See Unit, Page 86, Prob, A) 
0 1 
i conditions would have to hold fora Corrupted framers circuits 
@ 


er on a token ring without a monitor ? How does the monitor 
an problem ? (See Unit, Page 136051; 
ix 


60.0.5) 


Or 


ink protocols almost always put the CRC in a trailer rather then 
Ae 7 (See Unit. Page, 0.13) 
in e 
Unit- 


+ 1] W Thl 
3, (a) How is possible to allocate static channel in LANs and MAN: 


(See Unit- Page 182,127) 
mit Base 126.028 
(b) How adaptive tree walk protocol works ? (See Unit-lIL Psg 


inle Access and Colisies 
(©) What is the difference between a a 

Avoidance (MACA) and MACAW (for wireless) R 

(See Uni, ase! 


tact heise 


versus slotted ALOHA 
(@) Consider the delay of pure ALONAN mA 5 
load. Which one is less ? Explain yo getan ne SO 


2.05} 


Or ae er 
advange oS 
Store-and-forward switches have an ani 
| SWitches with respect to damaged fram a 
\ unit-IV : 
4 (a P vard packet switch 
| a) Explain the store-and-forward P pirtua 
© How datagram subnet is differ from" 


u 
` arated? 

€ ides emis gene" past 

() How Count-to-infinity problem 18 eat Ei 


T he 
| How Open Shortest Path First : 
a 

| EXample, at WOR 

3 is abus 
i r tocol ae i z idin sed 

: rate si u 

i What is resource reservation P 5 + itis 


sof RGE 
Ws aeon i Mabusof B 
“Scording to new revised sylla an 

fi 


puter Networks (VI-Seim.) 


Unit-V 
(a) The maximum payload of a TCP segment is 65,515 bytes, Wh 
such a strange number chosen ? (See Unit-rv, Page 191,019" 
(b) Give the advantages of RPC on UDP over transactional TCP, : 
(See Unit-y, Page 192, Q.16) 
(c) What is the role of SMTP and POP 3 in a mail services ? 
(See Unit-v, Page 217, Q.40) 
(d) DNS uses UDP instead of TCP. If a DNS packet is lost, there is no 
automatic recovery. Does this cause a problem ? And if So, how is it 
solved ? (See Unit-V, Page 221, Q.44) 
Or 
Write short notes on — 
G) SSH (See Unit-V, Page 213, Q.36) 
Gi) LPP 


EES 


Gii) Telnet. 


ae 


B.E. (Sixth Semester) EXAMINATION, De 
; COMPUTER NETWORKING 
(CS-604) = 


tes 


(i) Answer five questions. In each question part Ay B, C is 
compulsory and D part has internal choice. 
Gi) All parts of each questions are to be attempted at one place. 
(iif) All questions carry equal marks, out of which part A and B 
(Max. 50 words) carry 2 marks, part C (Max. 100,words) carry 
< 3 marks, part D (Max. 400 words) carry 7 marks. 
(iv) Except numericals, Derivation, Design and Drawing etc. 
(v) Assume suitable value for missing data, if any. 
‘What is Protocol ? (See Unit-I, Page 17, on 
Why star topology is commonly preferred ? (See Unit-I, Page i, Q i 
What is the difference between connectionless communication i 
connection oriented communication’? (See Unit-I, Page 21, o2 ils 
Discuss the M/M/1 queueing system with infinity capacity and obtain i 
steady state probability and mean no* of customer in the system. 
Or 
Compare OSI and TCP/IP reference model. 
(See Unit-I, Page 34, 
itis notincludedin syllabus 


(a) 
(b) 
© 


(G) 


Q34) 
‘Now, according to new revised syllabus of RGBY., 


(18) 


Le 


3, (a) What is random access ? 


(a) 
(b) 
() 


(d) 


ne Data transparency. 
n Error control. : 
what are the reasons for breaking a long data transmissj 
number of frames ? A i (See Une, 
Two stations communicate via a | Mbps satellite fra, +Q.16 
propagation dealy of 270 ms. The satellite Serves merely oa with a 
data received from one station to another, with ne ligible ‘ites 
delay. Using HDLC frames of 1024 bits with 3-bit sequence m ite 
what is the maximum Perle data throughput? enum! 

r 

Compare the performance of sto 
window, protocol. 


Unity, P: 
(See Unit-i1,p, 


zs 


p and wait Protoco] and sliding 
(See Unit-, Pave gs, 9.33; 


4 (See Unit-IT, Pagegg, 
(b) How can you compare 1-persistent CSMA and bef 


P-Persistent CSMA 7 


_ (See Unit-I, Page 111,027 
(c) Fast Ethernet has the same 64 byte minimum frame size but can sex 
bits out ten times faster, How is it Possible to maintain the same fame 
size 2 How much bandwidth loss will Occur in this case? ze 
(d) Differentiate between 802.3, 802.4 and 802.5 IEEE standard. 
(See Unit-III, Page 136. 0.33) 


4, 


(©) Write the desired property of routing algorithm. 
@) Describe 


Or 
Evaluate the ring latency of 20 stations separated by 100 metr: 
Operate at a speed of 4 Mbps. Assume the delay introduced à 
station to be 2.5 bit. (See Unit- Page 142 Prob5 


a Wher do you mean by Unicast Routing ? (See Unit-IV, Page 161. Q2} 


conmo!” 
at is the difference between congestion control and flow congo? 


+ 


(See Unit-IV;, Page 5.07) 
‘ gl he . E how. u 
multicasting in the mobile IP protocol. Show dai 
the difference between the bidirectional tunnel multicast 
the remote subscription multicast method. 

Or Ta 

shortest 

Apply Dijkstra’s routing algorithm to calculate ste 
Source vertex ‘A’. 


Pee? 


Fig. | 


ih 


path 


2 
G 


aonn 
“cording to new revised syllabus of R: 
(19) 


puter. Networks (VI-Sem.) 


(a) What is Data compression ? 
(b) Explain flow control in TCP. (See Unit-V, Pa di 


eee N d Be 196, Q.99, 
(c) In cases where reliability is not a primary Importance, Up) 22) 
make a good transport protocol. Give examples of meate. Would 
Caseg, 
(See Unit-v, Page 185,05) 


(See Unit-v. 


(d) Explain SMTP protocol in detail. Page 216, 03) 


Or 


What is FTP ? How FTP differs from other internet a 


3 : pplicati 
also gives the important features of FTP ? (See Unit-V, Page 21,0 on 


meme te, BE. (Sixth Semester) EXAMINATION, June 2017 
RGPV COMPUTER NETWORKING 
CSE ces) 

te: 


(i) Answer any five questions. 
(ii) All questions carry equal marks. 
Explain the X.25 packet formats with suitable diagrams. at 


What do you ‘mean by broadcast network ? Discuss the need or lack of 
need for a network layer in a broadcast network; 


(See Unit-I, Page 13, Q.1!) 
Explain IEEE 802.2 in detail. (See Unit-IM, Page 129, 0.43) 
-Explain serial line IP and point to point protocol. j 


What do you mean by medium Access control sublayer ? Why do we 
need it? Explain MAC. (SeéUnit-1I1, Page 97, 0!) 


Consider a slotted ALOHA having five stations, If the offered load oe 
0.1, G, = 0.15, G, = 0.2, G, = 0.25,and G, = 0.3 packets, fin 
individual throughput of each station and channel throughput. îi 
(See Unit-I11, Page 120, on 
Explain multicasting routing in brief. (See Unit-IV, Page 161, 
Answer any four of the following — 
(a) Write the functions of each layer, 


(b) Name the types of HDLC frames. 


28) 
(See Unit-I, Page 322 > 


5 
c ; in syllab™ 
‘Now, according to new revised syllabus of R.GP.V., it is not included in 


(20) 


Note : 


ty 


- Draw the frame format of HDLC protocol. Explain the Tame 


oe Slot 
Derive an expression to prove that throughput of “Sle 


* What are the tasks of FDDI medium access ¢O" 


Computer 
o How does oa eh or improve the ware T 
protocol for long frames ? (See Unit-iy, Pagel S 
(d) Explain the frame format of IPv4, (See Unita 5 in 
(e) Give the format of UBF datagram. (See Unit-¥, Pa ate 
(9 How does TCP achieve reliability in data transmission 4 
(See Unit-y, Paze 196,021 ? 
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G) Answer any five questions. 

(ii) All questions carry equal marks. 

Explain the design issues and functionality of ISO-OSI model. 

(See Unit-1, Page 33.032} 


. Differentiate between connectionless and connection-oriented services. 


Discuss their advantages, disadvantages and typical applications. 
(See Unit, Page 21.20) 


' Discuss and compare DLL “Go Back n” and “Selective repeat” process: 


(See Unit-U, Page m 


stuffing for data transparency. Explain the use ts 
and address field of HDLC. ed ALOHA” 8 


. w HA i 
§pproximately twice and than that of “PURE ALO qu Page OU 


(See Uni é pes 
ot poco! >What OE 
2 „inba ot 


Of traffic ig } etworks 
handled by a FDDI networ! seg the Sm : 
4 hm. Dis et wÀ 


Explain the Bellman-Ford routing algorit 


Units 
Hie to infinity in Bellman-Ford algorithm. (Se 
T i 
( 'sWer any four of the following ~ oe son 
a) Explain interfaces and servicos: a peP ae 
: ih 
©) How does sliding window protocol he onnee t 
CXteni > s 
T G py itjonotindh" 
y, According to new revised syllabus of RG 


(21) 


Computer Networks (VI-Sem.) 


(c) What is the effect of delay time in ALOHA on its through, 


gi 
(See Unit-n, Page i 


What is congestion control ? Write general princi 
control. 


(a) Ples of g 


(e) Why is UDP needed ? Why can’t user program directly a 


(See Unit-y, 
Differentiate between TCP and UDP. (See Unit-y, 


() 
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y 


‘On 


a 
CCesg p 
P Page 187 Qy 
Page 199, Quy 


ay 2018 
8) 


Qty 
Rest 


4 


Note: (i) Attempt any five questions. 
(ii). All questions carry equal marks. 
(iii) Assume suitable data if missing. 
1. (a). Explain the principles that were applied at the time of seven layer 
architecture design of ISO-OSI reference model. 1 
(See Unit-I, Page 27, 029) 
(b). What is queuing theory ? Explain the queuing system M/MI.7 
H 
2. (a) Two networks each provide reliable byte connection oriented ek 
One of them offers a reliable byte’stream andthe other am 
reliable message stream. Are these identical if so, why is distinc! 
made ? If not, given an example of how they are differ ? a 
(See Unit-I, Page 23,0! 
i (b) ` Write the goals of computer networking with its classificato 
i (See Unit-I, Page" 5 
3.2 (a). Compare and contrast SDLC with HDLC. 7 ex 
(b) What is the mechanism of sliding window flow contro | qa) 
with example. (See Unit-Il, kar si 
4 G@)_ Ifthe start and end header is 100001 and the following si" 
1s to be stuffed — 
100110001100001110000011 4 
i What will be the frame after bit stuffing ? 


Write the different types of ARQ techniques. 
(See Unit- 


XK) > ok 4 i} 
: Now, according to new revised syllabus of R.G.P.V,, it is notinclude 


5 


) 

gi! 

page Me 
F yi Ps 


Computer Nety, 


4 “orks (Vj Se, 
TING metric for aco y 
See Unity, 


TS Manage to ge, 
etransmissi 


What are the performance measu 
Define each of them. 


A large population of ALOHA use 


sec including both originals and r 
units of 40 msec. 


e merate 50 re tesy 
ons, Time js sloted in 


G) What is the chance of success in the first attempt 7 7 
(ii) What is the probability of exactly k collisions and thes Sees” 
ICH SMECess 9 


(See Uniti, Page 119. Prob) 
Make a comparison between pure ALOHA, slotted ALOHA 


CSMA/CD. (See Unit-111, Page 112, 
Explain the frame format of IEEE 802.4 (token bus) 


znd 
Q257 
protocol. 
(See Unit-I, Page 135. G59 
Describe the working of Bellman ford algorithm usin 
example. (See Unit-IV, Page 15 
Write the general principles of congestion control, 


b) 


(a) 


(b) 


. Write short notes on — 
(i) HTTP 
(ii) Packet format of UDP 
Gii) SMTP. 


(See Unit-¥; Page 208,038) 
(See Unit-V. Page 187.92) 


(See Unit-V; Page 216, Q3%) 
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COMPUTER NETWORKING 

Note: (i) Attempt any five questions. 

Gi) Al questions carry equal marks. 
Explain network architecture in detail. 


State the major funtions performed by 
ISO-OSI model. 


Explain TCP connection management. & Sein 
i achanisms t 
Explain different flow control mechani geth 


L (a) 
(b) 


the 


k (a) 


(b) 


pee, Page Lao 
brief. 


se sof : 
(a) What is framing 2 Explain different PS geith page 
their format, d so 
. a E 
Explain different error detection am 
examples, 


(b) 
his 


OW, acg, R G 
ý cording to new revised syllabus of BG 
(23) 
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4. 


(a) 
(b) 
(a) 


(b) 
(a) 


(b) 
(a) 
(b) 


(a) 


< ®©) 


Explain CSMA and protocols with collision detection and avoidane 
(See Unit-II, Page 115, Q, 


What is intemetworki ain its service model, global adde. 
Sy 


ng ? Expl 
and packet format. 


ae 
i UN 3 r 3 7 
Explain the functioning of wireless LAN in detail. 


(See Unit-I, Page 138, da, 
Explain the salient features of IP v6. (See Unit-IV, Page 179, Q45); 
Explain Bellman-Ford algorithm with example. A 
(See Unit-IV, Page 152, Quy) 
What do you mean by routing ? Explain Hierarchical, Broadcast ang 
Multicast routing. (See Unit-IV, Page 161, Q.21)7 


Explain transport layer multiplexing and demultipexing. 


1 
(See Unit-V, Page 203, Q.27) 


ponse message format, 7 
(See Unit-V, Page 208, Q31) 


Write the HTTP request and HTTP res 


Explain the services provided by DNS. 


(See Unit-V, Page 222,0.45)] 
Enlist the protocols of presentation layer. Explain the working of 
any one protocol. al 

goo 


; e ; in syllabus 
ccording to new revised syllabus of R.GP.¥., it is not included in sy’ 
Hoe (24) 


